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prom se

of sharing knowl edge withheld fromothers. Sone are
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enough to find a job which consists in the solution of
nysteries, but nost of us are driven to sublimate this
urge by

the solving of artificial puzzles devised for our
entertai nnent.

Det ective stories or crossword puzzles cater for the

maj ority;

the solution of secret codes nmay be the pursuit of a few
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For thousands of years, kings, queens and general s have
relied on efficient

comruni cation in order to govern their countries and
command

their armes. At the sane tine, they have all been aware
of the consequences

of their nessages falling into the wong hands, revealing
preci ous secrets to rival nations and betraying vital



I nformation to opposing

forces. It was the threat of eneny interception that
notivated the

devel opnment of codes and ci phers: techniques for

di sgui sing a nessage so

that only the intended recipient can read it.

The desire for secrecy has neant that nations have
oper at ed code- naki ng

departnents, responsible for ensuring the security of
communi cati ons

by inventing and inplenenting the best possible codes. At
t he

sane tinme, eneny codebreakers have attenpted to break

t hese codes, and

steal secrets. Codebreakers are |linguistic alchemsts, a
nystical tribe attenpting

to conjure sensible words out of neaningless synbols. The
hi story

of codes and ciphers is the story of the centuries-old
battl e between

codenmakers and codebreakers, an intellectual arns race
that has had a

dramatic inpact on the course of history.

In witing The Code Book, | have had two mai n objectives.
The first is to

chart the evolution of codes. Evolution is a wholly
appropriate term

because the devel opnent of codes can be viewed as an

evol utionary struggl e.

A code is constantly under attack from codebreakers. Wen
t he code- breakers

have devel oped a new weapon that reveals a code's
weakness,

then the code is no longer useful. It either becones
extinct or it evol ves

Into a new, stronger code. In turn, this new code thrives
only until the

codebreakers identify its weakness, and so on. This is
anal ogous to the situation

facing, for exanple, a strain of infectious bacteria. The
bacteria

live, thrive and survive until doctors discover an



antibiotic that exposes a
weakness in the bacteria and kills them The bacteria are
forced to evol ve
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and outwit the antibiotic, and, if successful, they wll
thrive once again

and reestablish thensel ves. The bacteria are continually
forced to evol ve

in order to survive the onslaught of new anti bioti cs.

The ongoi ng battl e between codenmakers and codebreakers has
i nspired

a whol e series of remarkabl e scientific breakthroughs. The
codemakers

have continually striven to construct ever-stronger codes
for defending

communi cati ons, while codebreakers have continually

i nvent ed

nore powerful methods for attacking them In their efforts
to destroy

and preserve secrecy, both sides have drawn upon a diverse
range of disciplines

and technol ogi es, from mathematics to |linguistics, from

i nformation

theory to quantumtheory. In return, codenmakers and
codebreakers have enriched these subjects, and their work
has accel erated

t echnol ogi cal devel opnent, nost notably in the case of the
nodern

conput er.

Hi story is punctuated with codes. They have deci ded the
out cones of

battles and |l ed to the deaths of kings and queens. | have
t herefore been

able to call upon stories of political intrigue and tales
of life and death to

illustrate the key turning points in the evolutionary
devel opnent of

codes. The history of codes is so inordinately rich that |
have been forced



to | eave out nmany fascinating stories, which in turn neans
t hat ny

account is not definitive. If you would like to find out
nor e about your

favorite tale or your favorite codebreaker then I woul d
refer you to the |i st

of further reading, which should hel p those readers who
would like to

study the subject in nore detail

Havi ng di scussed the evol ution of codes and their inpact
on history,

t he book's second objective is to denonstrate how t he
subject is nore

rel evant today than ever before. As infornation becones an
I ncreasi ngly

val uabl e commodity, and as the commrunications revol ution
changes

society, so the process of encodi ng nessages, known as
encryption, wll

play an increasing role in everyday |ife. Nowadays our
phone cal |l s bounce

off satellites and our e-mails pass through various
conputers, and both

forms of communi cation can be intercepted with ease, so

j eopardi zi ng

our privacy. Simlarly, as nore and nore business is
conduct ed over the

I nternet, safeguards nust be put in place to protect
conpani es and their

clients. Encryption is the only way to protect our privacy
and guar ant ee

the success of the digital narketplace. The art of secret
communi cati on,

I ntroducti on xv
ot herwi se known as cryptography, will provide the | ocks
and keys of the

I nformati on Age.

However, the public's grow ng demand for cryptography
conflicts with



t he needs of |aw enforcenent and national security. For
decades, the

police and the intelligence services have used w re-taps
to gather evidence

against terrorists and organi zed crinme syndicates, but the
recent devel opnent

of ultra-strong codes threatens to underm ne the val ue of
W r et aps.

As we enter the twenty-first century, civil libertarians
are pressing for the

wi despread use of cryptography in order to protect the
privacy of the

I ndi vi dual . Arguing al ongsi de them are busi nesses, who
require strong

cryptography in order to guarantee the security of
transactions within the

fast-growing world of Internet comerce. At the sane tine,
the forces of

| aw and order are | obbying governnents to restrict the use
of

crypt ography. The question is, which do we val ue nore-our
privacy or an

effective police force? O is there a conprom se?

Al t hough cryptography is now having a nmgjor inpact on
civilian

activities, it should be noted that mlitary cryptography
remai ns an i nportant

subject. It has been said that the First Wrld War was the
chem sts' war, because nustard gas and chlorine were

enpl oyed for the

first time, and that the Second Wrld War was the

physi cists' war, because the atom bonb was det onat ed.
Simlarly, it has been argued that the

Third World War woul d be the mat hematicians' war, because
mat hemat i ci ans

wi || have control over the next great weapon of

war - - i nf or mati on.

Mat hemat i ci ans have been responsi bl e for devel oping the
codes

that are currently used to protect mlitary information.
Not surprisingly,

mat hematicians are also at the forefront of the battle to
break these codes.



VWil e describing the evolution of codes and their inpact
on history, |

have all owed nyself a m nor detour. Chapter 5 describes

t he deci pher nent

of various ancient scripts, including Linear B and
Egypti an hi erogl yphi cs.

Techni cal ly, cryptography concerns communi cations that are
del i berately designed to keep secrets from an eneny,
whereas the witings

of ancient civilizations were not intended to be

I ndeci pherable: it is

nerely that we have lost the ability to interpret them
However, the skills

requi red to uncover the neaning of archaeol ogical texts
are closely rel ated

to the art of codebreaking. Ever since reading The

Deci phernent of Linear B, John Chadw ck's description of how
an anci ent Mediterranean text
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was unravel ed, | have been struck by the astoundi ng

I ntell ectual

achi evenents of those nen and wonen who have been able to
deci pher

the scripts of our ancestors, thereby allowing us to read
about their

civilizations, religions and everyday |ives.

Turning to the purists, | should apologize for the title
of this book. The

Code Book is about nore than just codes. The word "code"
refers to a very

particul ar type of secret communication, one that has
declined in use

over the centuries. In a code, a word or phrase is

repl aced with a word,

nunber or synbol. For exanple, secret agents have
codenanes, words

that are used instead of their real nanes in order to mask
their identities.

Simlarly, the phrase Attack at dawn could be replaced by



t he codeword

Jupiter, and this word could be sent to a commander in the
battl efield as

a way of baffling the eneny. If headquarters and the
commander have

previ ously agreed on the code, then the nmeaning of Jupiter
will be clear

to the intended recipient, but it will nmean nothing to an
eneny who

intercepts it. The alternative to a code is a cipher, a
techni que that acts at

a nore fundanental |evel, by replacing letters rather than
whol e wor ds.

For exanple, each letter in a phrase could be replaced by
the next letter in

t he al phabet, so that Ais replaced by B, B by C, and so
on. Attack at

dawn thus beconmes Buubdl bu ebxo. C phers play an integral
role in

crypt ography, and so this book should really have been
cal l ed The Code

and C pher Book. | have, however, forsaken accuracy for
snappi ness.

As the need arises, | have defined the various technical
terns used

Wi thin cryptography. Although |I have generally adhered to
t hese definitions,

there will be occasions when | use a termthat is perhaps
not

technically accurate, but which | feel is nore famliar to
t he non-speci al i st.

For exanpl e, when describing a person attenpting to break
a

ci pher, | have often used codebreaker rather than the nore
accur ate dpherbreaker. | have .done this only when the
meani ng of the word is

obvious fromthe context. There is a glossary of terns at
the end of the

book. Mre often than not, though, crypto-jargon is quite
transparent: for

exanple, plaintext is the nessage before encryption, and
ci phertext is the

message after encryption.



Bef ore concluding this introduction, | nust nention a
probl em t hat

faces any aut hor who tackles the subject of cryptography:

t he science of

secrecy is largely a secret science. Many of the heroes in
t hi s book never
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gai ned recognition for their work during their lifetines
because their

contribution could not be publicly acknow edged whil e
their invention

was still of diplomatic or mlitary value. Wile
researching this book, | was able to talk to experts at
Britain's Governnment Commrunications

Headquarters (GCHQ , who reveal ed details of extraordinary
research

done in the 1970s which has only just been declassified.
As a result of

this declassification, three of the world' s greatest

crypt ographers can

now receive the credit they deserve. However, this recent
revel ati on has

nerely served to remind ne that there is a great deal nore
goi ng on, of

whi ch neither | nor any other science witer is aware.

Or gani zat i ons

such as GCHQ*and Anerica's National Security Agency
continue to

conduct classified research into cryptography, which neans
that their

br eakt hr oughs remai n secret and the individuals who nmake
them remai n

anonynous.

Despite the problens of governnent secrecy and classified
research, |

have spent the final chapter of this book specul ating
about the future of

codes and ciphers. Utimately, this chapter is an attenpt
to see if we can



predict who will wn the evolutionary struggl e between
codemaker and

codebreaker. WII codenmakers ever design a truly

unbr eakabl e code and

succeed in their quest for absolute secrecy? O wll
codebreakers build a

machi ne that can deci pher any nessage? Bearing in m nd

t hat sone of

the greatest mnds work in classified | aboratories, and
that they receive

the bul k of research funds, it is clear that sone of the
statenents in ny

final chapter may be inaccurate. For exanple, | state that
guant um

conmput ers-machi nes potentially capable of breaking all
today' s ci phers-are

at a very primtive stage, but it is possible that
sonebody has al ready

built one. The only people who are in a. position to point
out my errors

are also those who are not at liberty to reveal them

1 The G pher of Mary Queen of Scots

On the norning of Saturday, October 15, 1586, Queen Mary
entered the crowded courtroom at Fot heringhay Castle. Years
of inprisonnent

and the onset of rheunmatismhad taken their toll, yet she
remai ned

dignified, conposed and indisputably regal. Assisted by
her physi ci an,

she made her way past the judges, officials and
spectators, and

approached the throne that stood hal fway al ong the |ong,
narrow chanber.

Mary had assuned that the throne was a gesture of respect
t owar d

her, but she was m staken. The throne synbolized the
absent Queen

El i zabeth, Mary's eneny and prosecutor. Mary was gently
gui ded away

fromthe throne and toward the opposite side of the room
to the defendant's



seat, a crinson velvet chair.

Mary Queen of Scots was on trial for treason. She had been
accused of

plotting to assassi nate Queen Elizabeth in order to take
the English crown

for herself. Sir Francis Wal si ngham Elizabeth's Principal
Secretary, had

al ready arrested the other conspirators, extracted
confessions, and executed them Now he planned to prove that
Mary was at the heart of

the plot, and was therefore equally cul pable and equal ly
deservi ng of death.

Wal si ngham knew t hat before he could have Mary execut ed,
he woul d

have to convi nce Queen Elizabeth of her guilt. Al though
El i zabet h

despi sed Mary, she had several reasons for being reluctant
to see her put

to death. First, Mary was a Scottish queen, and nany
guesti oned whet her

an English court had the authority to execute a foreign
head of state.

Second, executing Mary m ght establish an awkward
precedent-if the

state is allowed to kill one queen, then perhaps rebels
m ght have fewer
reservati ons about killing another, namely Elizabeth.

Third, Elizabeth

and Mary were cousins, and their blood tie nmade Elizabeth
all the nore

squeam sh about ordering her execution. In short,

El i zabet h woul d

Figure 1 Mary Queen of Scots.
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sanction Mary's execution only if Wl si ngham coul d prove
beyond any

hi nt of doubt that she had been part of the assassination
pl ot .



The conspirators were a group of young English Catholic
nobl enen

i ntent on renoving Elizabeth, a Protestant, and repl acing
her with Mary,

a fellow Catholic. It was apparent to the court that Mary
was a figurehead

for the conspirators, but it was not clear that she had
actually given her

bl essing to the conspiracy. In fact, Mary had authori zed
the plot. The

chal | enge for Wal si ngham was to denonstrate a pal pabl e

|l i nk bet ween

Mary and the plotters.

On the norning of her trial, Mary sat alone in the dock,
dressed in

sorrowmful black velvet. In cases of treason, the accused
was forbi dden counsel

and was not permtted to call w tnesses. Mary was not even
al | owed

secretaries to help her prepare her case. However, her
plight was not hopel ess

because she had been careful to ensure that all her
correspondence wth the

conspirators had been witten in cipher. The cipher turned
her words into a

nmeani ngl ess series of synbols, and Mary believed that even
I f Wal si ngham

had captured the letters, then he could have no idea of

t he neani ng of the

words within them If their contents were a nystery, then
the letters could not

be used as evi dence agai nst her. However, this all
depended on the

assunption that her cipher had not been broken.

Unfortunately for Mary, Wl si ngham was not nerely

Pri nci pal

Secretary, he was al so England's spynaster. He had

I ntercepted Mary's

| etters to the plotters, and he knew exactly who m ght be
capabl e of

deci phering them Thomas Pheli ppes was the nation's



forenost expert on

breaki ng codes, and for years he had been deci phering the
nmessages of

t hose who plotted agai nst Queen Elizabeth, thereby

provi ding the

evi dence needed to condemn them |[|f he coul d deci pher the
I ncrimnating

|l etters between Mary and the conspirators, then her death
woul d be

i nevitable. On the other hand, if Mary's cipher was strong
enough to

conceal her secrets, then there was a chance that she

m ght survive. Not

for the first time, a life hung on the strength of a

ci pher.

The Evol ution of Secret Witing

Sonme of the earliest accounts of secret witing date back
t o Herodot us,

"the father of history" according to the Roman phil osopher
and
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The Ci pher of Mary Queen of Scots

ounce of alumand a pint of vinegar, and then using it to
wite on the

shell. The solution penetrates the porous shell, and

| eaves a nessage on

the surface of the hardened egg al bunren, which can be read
only when

the shell is renoved. Steganography al so includes the
practice of witing

ininvisible ink. As far back as the first century a.d.,



Pliny the Elder

expl ai ned how the "m | k" of the thithymallus plant could
be used as an

i nvisible ink. Although transparent after drying, gentle
heati ng chars the

ink and turns it brown. Many organic fluids behave in a
simlar way,

because they are rich in carbon and therefore char easily.
| ndeed, it is not

unknown for nodern spies who have run out of

standard-i ssue invisible

ink to inprovise by using their own urine.

The | ongevity of Steganography illustrates that it
certainly offers a

nodi cum of security, but it suffers froma fundanental
weakness. |f the

nmessenger i s searched and the nessage is discovered, then
the contents of

the secret communication are reveal ed at once.

I nterception of the nessage

I mredi ately conpronises all security. A thorough guard
m ght routinely

search any person crossing a border, scraping any wax
tabl ets, heating bl ank

sheets of paper, shelling boiled eggs, shaving people's
heads, and so on, and

inevitably there will be occasions when the nessage is
uncover ed.

Hence, in parallel wth the devel opnent of Steganography,

t here was

t he evol ution of cryptography, derived fromthe G eek word
krypt os, neani ng "hidden." The aimof cryptography is not to
hi de the exi stence

of a nmessage, but rather to hide its neaning, a process
known as encryption. To render a nmessage unintelligible, it
I's scranbl ed according to

a particular protocol which is agreed beforehand between

t he sender and

the intended recipient. Thus the recipient can reverse the
scranbl i ng

prot ocol and nmake the nessage conprehensi ble. The

advant age of



cryptography is that if the eneny intercepts an encrypted
nmessage, then

t he nessage i s unreadable. Wthout knowi ng the scranbling
protocol, the

eneny should find it difficult, if not inpossible, to
recreate the original

message fromthe encrypted text.

Al t hough cryptography and St eganography are i ndependent,
it is

possi ble to both scranble and hide a nessage to nmaxi m ze
security. For

exanple, the mcrodot is a formof Steganography that
becane popul ar

during the Second Wrld War. Gernan agents in Latin
Anerica woul d

phot ographical ly shrink a page of text down to a dot |ess
than 1 mllineter

I n dianmeter, and then hide this mcrodot on top of a ful
stop in an

apparently innocuous letter. The first mcrodot to be
spotted by the FBI

was in 1941, following a tip-off that the Americans should
| ook for a tiny

gleamfromthe surface of a letter, indicative of snooth
film Thereafter,

the Anmericans could read the contents of nobst intercepted
m cr odot s,

except when the German agents had taken the extra
precaution of

scranbling their nessage before reducing it. In such cases
of cryptography

conmbi ned with Steganography, the Anericans were sonetines
able to

I ntercept and bl ock communi cati ons, but they were
prevented from

gai ni ng any new i nformati on about Gernman spying activity.
O the two

branches of secret conmunication, cryptography is the nore
power f ul

because of this ability to prevent information from
falling into eneny hands.



In turn, cryptography itself can be divided into two
branches, known as transposition and substitution. In
transposition, the letters of the nmessage

are sinply rearranged, effectively generating an anagram
For very short

messages, such as a single word, this nethod is relatively
i nsecur e because

there are only a |imted nunber of ways of rearranging a
handf ul of

| etters. For exanple, three letters can be arranged in
only six different

ways, e.g., Ccow, cwo, Oocw, owe, wco, woe. However, as the
nunber of

| etters gradually increases, the nunber of possible
arrangenents rapidly

expl odes, making it inpossible to get back to the original
nmessage unl ess

t he exact scranbling process is known. For exanple,
consider this

short sentence. It contains just 35 letters, and yet there
are nore than

50, 000, 000, 000, 000, 000, 000, 000, 000, 000, 000 di sti nct
arrangenent s of

them 1f one person could check one arrangenent per
second, and if all

the people in the world worked night and day, it would
still take nore

than a thousand tinmes the lifetinme of the universe to
check all the

arrangenents.

A random transposition of letters seens to offer a very

hi gh | evel of

security, because it would be inpractical for an eneny

I nterceptor to

unscranbl e even a short sentence. But there is a drawback.
Transposition

effectively generates an incredibly difficult anagram and
if the letters are

randomy junbled, with neither rhynme nor reason, then
unscranbl i ng

the anagramis inpossible for the intended recipient, as
well as an eneny

interceptor. In order for transposition to be effective,



t he rearrangenent
of letters needs to follow a straightforward system one
t hat has been

The Code Book

previ ously agreed by sender and receiver, but kept secret
fromthe eneny.

For exanpl e, school children sonetinmes send nessages using
the "rail

fence" transposition, in which the nessage is witten with
alternate letters

on separate upper and |l ower lines. The sequence of letters
on the | ower

line is then tagged on at the end of the sequence on the
upper line to

create the final encrypted nessage. For exanpl e:

THY SECRET IS THY PRISONER, |F THOU LET IT GO, THOU ART A
PRI SONER TO I T

TYERTSHPI O El TO LTTOH URARS NROT
HSCEI TYRS NRFH UEI GTOATPI O ETI

I
TYERTSHPI OEl TOLTTOHURARSNROTHSCEI TYRSNRFHUEI GTOATPI CETI

The recei ver can recover the nmessage by sinply reversing
t he process.

There are various other forns of systematic transposition,
I ncl udi ng the

three-line rail fence cipher, in which the nessage is
first witten on three

separate lines instead of two. Alternatively, one could
swap each pair of

letters, so that the first and second letters swtch

pl aces, the third and

fourth letters swtch places, and so on.



Anot her form of transposition is enbodied in the first
ever mlitary

crypt ographi c device, the Spartan scytale, dating back to
the fifth century

b.c. The scytale is a wooden staff around which a strip of
| eat her or

parchnent i s wound, as shown in Figure 2. The sender
writes the nessage

along the length of the scytale, and then unw nds the
strip, which now

Figure 2 Wien it is unwound fromthe sender's scytal e

(wooden staff), the leather strip

appears to carry a list of randomletters; S, T, S, F,
Only by rewinding the strip

around anot her scytale of the correct dianeter will the

nessage reappear.
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appears to carry a |list of neaningless letters. The
nmessage has been

scranbl ed. The nessenger woul d take the | eather strip,
and, as a

st eganographic tw st, he would sonetines disguise it as a
belt with the

| etters hidden on the inside. To recover the nessage, the
recei ver sinply

wraps the |eather strip around a scytale of the sane

di anmeter as the one used

by the sender. In 404 b.c. Lysander of Sparta was
confronted by a nessenger,

bl oody and battered, one of only five to have survived the
ar duous

journey from Persia. The nessenger handed his belt to
Lysander, who

wound it around his scytale to | earn that Pharnabazus of
Persi a was

planning to attack him Thanks to the scytale, Lysander
was prepared for the

attack and repulsed it.



The alternative to transposition is substitution. One of
the earliest

descriptions of encryption by substitution appears in the
Kama- Sutra, a

text witten in the fourth century a.d. by the Brahmn
schol ar Vat syayana,

but based on manuscripts dating back to the fourth century
b.c. The Kama-Sutra recomrends that wonmen shoul d study 64
arts, such as

cooki ng, dressing, nmassage and the preparation of

perfunmes. The |ist also

I ncl udes sone | ess obvious arts, nanely conjuring, chess,
bookbi ndi ng

and carpentry. Nunber 45 on the list is nkcchita-vikal pd,
the art of secret

witing, advocated in order to hel p wonen conceal the
details of their

| i ai sons. One of the recommended techniques is to pair

|l etters of the

al phabet at random and then substitute each letter in the
ori gi nal

nessage with its partner. If we apply the principle to the
Roman al phabet,

we could pair letters as foll ows:



Then, instead of neet at m dnight, the sender would wite
Ccuuz vz

CGXSA BZ. This formof secret witing is called a
substitution cipher

because each letter in the plaintext is substituted for a
different letter, thus

acting in a conplenentary way to the transposition cipher.
In transposition

each letter retains its identity but changes its position,



whereas in
substitution each letter changes its identity but retains
its position.

The first docunented use of a substitution cipher for
mlitary purposes

appears in Julius Caesar's Gllic Wars. Caesar descri bes
how he sent a
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nmessage to Ci cero, who was besieged and on the verge of
surrenderi ng.

The substitution replaced Roman letters with G eek

| etters, rendering the

nmessage unintelligible to the eneny. Caesar described the
dramati c

delivery of the nessage:

The nessenger was instructed, if he could not approach, to
hurl a spear,

with the letter fastened to the thong, inside the
entrenchnment of the canp.

Fearing danger, the Gaul discharged the spear, as he had
been i nstructed.

By chance it stuck fast in the tower, and for two days was
not si ghted by

our troops; on the third day it was sighted by a soldier,

t aken down, and

delivered to Ccero. He read it through and then recited
it at a parade of

the troops, bringing the greatest rejoicing to all.

Caesar used secret witing so frequently that Valerius
Probus wote an

entire treatise on his ciphers, which unfortunately has
not survived.

However, thanks to Suetonius' Lives of the Caesars LVI,
witten in the

second century a.d., we do have a detailed description of
one of the types



of substitution cipher used by Julius Caesar. He sinply
repl aced each

letter in the nmessage with the letter that is three places
further down the

al phabet. Cryptographers often think in terns of the plain
al phabet, the

al phabet used to wite the original nessage, and the

ci pher al phabet, the

| etters that are substituted in place of the plain

| etters. When the plain

al phabet is placed above the cipher al phabet, as shown in
Figure 3, it is

clear that the cipher al phabet has been shifted by three
pl aces, and hence

this formof substitution is often called the Caesar shift
ci pher, or sinply

t he Caesar cipher. A cipher is the nane given to any form
of cryp-

Pl ain
al phabet abcdef ghi |kl mopgr st uvwxyz
C pher al phabet DEFGH JKLMNOPQRSTUVWKYZABC

Pl ai nt ext veni, vidi, vici

C phertext YHQ., YLG., YLFL

Figure 3 The Caesar cipher applied to a short nessage. The
Caesar cipher is based on a

ci pher al phabet that is shifted a certain nunber of places
(in this case three), relative to the

pl ai n al phabet. The convention in cryptography is to wite
the plain al phabet in | owercase |letters, and the cipher

al phabet in capitals. Simlarly, the original nessage, the
plaintext, is

witten in |lower case, and the encrypted nessage, the

ci phertext, is witten in capitals.
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t ographi c substitution in which each letter is replaced by
anot her letter or
synbol .

Al t hough Suetonius nmentions only a Caesar shift of three
pl aces, it is

clear that by using any shift between 1 and 25 places it
Is possible to

generate 25 distinct ciphers. In fact, if we do not
restrict ourselves to

shirting the al phabet and permt the cipher al phabet to be
any rearrangenent

of the plain al phabet, then we can generate an even

gr eat er nunber

of distinct ciphers. There are over

400, 000, 000, 000, 000, 000, 000, 000, 000

such rearrangenents, and therefore the same nunber of

di stinct ciphers.

Each di stinct cipher can be considered in terns of a
general encrypting

nmet hod, known as the algorithm and a key, which specifies
t he exact

details of a particular encryption. In this case, the

al gorithminvol ves

substituting each letter in the plain al phabet with a

| etter froma cipher

al phabet, and the ci pher al phabet is allowed to consist of
any

rearrangenent of the plain al phabet. The key defines the
exact cipher

al phabet to be used for a particular encryption. The

rel ati onshi p between

the algorithmand the key is illustrated in Figure 4.

An eneny studying an intercepted scranbl ed nessage nay
have a

strong suspicion of the algorithm but would not know the
exact key. For

exanple, they may well suspect that each letter in the

pl ai nt ext has been



Sender

Recei ver

al gorithn
ci phertext

al gorithm

pl ai nt ext

pl ai nt ext

Figure 4 To encrypt a plaintext nessage, the sender passes
It through an encryption

algorithm The algorithmis a general systemfor
encryption, and needs to be specified

exactly by selecting a key. Applying the key and al gorithm
together to a pl ai nt ext

generates the encrypted nessage, or ciphertext. The

ci phertext may be intercepted by an

eneny while it is being transmtted to the receiver, but

t he eneny should not be able to

deci pher the nmessage. However, the receiver, who knows
both the key and the al gorithm

used by the sender, is able to turn the ciphertext back
into the plaintext nmessage.
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repl aced by a different letter according to a particul ar
ci pher al phabet, but

they are unlikely to know which ci pher al phabet has been
used. If the

ci pher al phabet, the key, is kept a closely guarded secret
bet ween t he

sender and the receiver, then the eneny cannot deci pher
the intercepted

nmessage. The significance of the key, as opposed to the
algorithm is an

enduring principle of cryptography. It was definitively
stated in 1883 by

the Dutch |inguist Auguste Kerckhoffs von N euwenhof in
hi s book La

Cryptographic mlitaire: "Kerckhoffs' Principle: The
security of a cryptosystem

must not depend on keeping secret the crypto-al gorithm
The

security depends only on keeping secret the key."

In addition to keeping the key secret, a secure cipher
system nust al so

have a wi de range of potential keys. For exanple, if the
sender uses the

Caesar shift cipher to encrypt a nmessage, then encryption
Is relatively

weak because there are only 25 potential keys. Fromthe
eneny's point of

view, if they intercept the nessage and suspect that the
al gorithm bei ng

used is the Caesar shift, then they nerely have to check
t he 25

possibilities. However, if the sender uses the nore
general substitution

algorithm which permts the cipher al phabet to be any
rearrangenent of

the plain al phabet, then there are

400, 000, 000, 000, 000, 000, 000, 000, 000

possi bl e keys fromwhich to choose. One such is shown in
Figure 5. From

the eneny's point of view, if the nessage is intercepted



and the

algorithmis known, there is still the horrendous task of
checki ng al

possi bl e keys. If an eneny agent were able to check one of
t he

400, 000, 000, 000, 000, 000, 000, 000, 000 possi bl e keys every
second, it

woul d take roughly a billion tinmes the lifetinme of the

uni verse to check al

of them and deci pher the nessage.

Pl ai n al phabet abcdefghi | kl mopqgr st uvwxyz
C pher al phabet J LPAW QBCTRZYDSKEG FXHUONVM

Pl ai ntext et to, brute?

G phertext WK XH, LGHXW?

Figure 5 An exanple of the general substitution algorithm
i n which each letter in the

plaintext is substituted with another letter according to
a key. The key is defined by the

ci pher al phabet, which can be any rearrangenent of the

pl ai n al phabet .
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The beauty of this type of cipher is that it is easy to

I npl ement, but

provi des a high |level of security. It is easy for the
sender to define the key,

whi ch consists nerely of stating the order of the 26

| etters in the rearranged

ci pher al phabet, and yet it is effectively inpossible for
the eneny to check



all possible keys by the so-called brute-force attack. The
sinplicity of the key

is inmportant, because the sender and receiver have to
share know edge of

the key, and the sinpler the key, the |l ess the chance of a
m sunder st andi ng.

In fact, an even sinpler key is possible if the sender is
prepared to

accept a slight reduction in the nunber of potential keys.
| nst ead of

random y rearrangi ng the plain al phabet to achieve the

ci pher al phabet,

t he sender chooses a keyword or keyphrase. For exanple, to
use JULI US

CAESAR as a keyphrase, begin by renoving any spaces and

r epeat ed

letters (JULI SCAER), and then use this as the begi nning of
the junbl ed

ci pher al phabet. The remai nder of the cipher al phabet is
nerely the

remaining letters of the al phabet, in their correct order,
starting where the

keyphrase ends. Hence, the cipher al phabet would read as
fol |l ows.

Pl ai n al phabet abcdefgh i j k I mopgrstuvwxyz
Ci pher al phabet J UL | SCAERTVWKYZBDF GHKMNOPQ

The advantage of building a cipher alphabet inthis way is
that it is easy to

menori ze the keyword or keyphrase, and hence the cipher

al phabet. This

I's inmportant, because if the sender has to keep the cipher
al phabet on a

pi ece of paper, the eneny can capture the paper, discover
t he key, and

read any communi cations that have been encrypted with it.
However, if

the key can be conmtted to nenory it is less likely to



fall into eneny

hands. Clearly the nunber of cipher al phabets generated by
keyphrases is

smal | er than the nunber of cipher al phabets generated

W t hout restriction,

but the nunber is still imense, and it would be
effectively

| npossi ble for the eneny to unscranble a captured nessage
by testing all

possi bl e keyphr ases.

This sinplicity and strength neant that the substitution
ci pher

dom nated the art of secret witing throughout the first
m |l enni um a. d.

Codemakers had evol ved a system for guaranteei ng secure
communi cati on,

so there was no need for further devel opnent-w t hout
necessity,

there was no need for further invention. The onus had
fallen upon the
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codebr eakers, those who were attenpting to crack the
substitution ciphel r: Was there any way for an eneny

I nterceptor to unravel an encryptely

nmessage? Many anci ent schol ars considered that the
substitution ciphejtt

was unbreakabl e, thanks to the gigantic nunber of possible
keys, and fop'

centuries this seened to be true. However, codebreakers
woul d eventualities

find a shortcut to the process of exhaustively searching
all keys. Instead oils

taking billions of years to crack a cipher, the shortcut
could reveal the

message in a matter of mnutes. The breakthrough occurred
I n the East)

and required a brilliant conbination of |inguistics,



statistics and religious
devotion. |i

The Arab Cryptanal ysts

At the age of about forty, Mihammad began regul arly
visiting an isol at ed

cave on Mount Hi mjust outside Mecca. This was a retreat,
a place for

prayer, neditation and contenplation. It was during a
peri od of deep

reflection, around a.d. 610, that he was visited by the
archangel Gabri el

who proclai ned that Muhamad was to be the nessenger of
God. This was

the first of a series of revelations which continued until
Muhanmmad di ed

sone twenty years later. The revel ati ons were recorded by
various scribes

during the Prophet's life, but only as fragnents, and it
was | eft to Abu Bakr,

the first caliph of Islam to gather themtogether into a
single text. The work

was continued by Umar, the second caliph, and his daughter
Haf sa, and was

eventual ly conpleted by U hman, the third caliph. Each
revel ati on becane

one of the 114 chapters of the Koran.

The ruling caliph was responsi ble for carrying on the work
of the

Prophet, uphol di ng his teachi ngs and spreadi ng his word.
Bet ween t he

appoi nt mrent of Abu Bakr in 632 to the death of the fourth
caliph, Al, in

661, |Islamspread until half of the known world was under
Muslimrule.

Then in 750, after a century of consolidation, the start
of the Abbasid

cali phate (or dynasty) heral ded the gol den age of Islamc
civilization. The

arts and sciences flourished in equal neasure. Islamc



craftsnen bequeat hed

us magni ficent paintings, ornate carvings, and the nost

el aborate textiles in history, while the legacy of Islanmc
scientists is

evident fromthe nunber of Arabic words that pepper the

| exi con of

nodern sci ence such as al gebra, al kaline and zenith.
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the ciphertext is, for exanple, J then it would seem
likely that this is a substitute

for e. And if the second nost common letter in the

ci phertext is P,

then this is probably a substitute for t, and so on.

Al - Ki ndf s techni que,

known as frequency analysis, shows that it is unnecessary
to check each of

the billions of potential keys. Instead, it is possible to
reveal the contents

of a scranbl ed nessage sinply by anal yzing the frequency
of the characters

I n the ciphertext.

However, it is not possible to apply al-Kindl's recipe for



cryptanal ysi s

uncondi tionally, because the standard |ist of frequencies
in Table 1 is only

an average, and it will not correspond exactly to the
frequenci es of every

text. For exanple, a brief nessage discussing the effect
of the atnosphere

on the novenent of striped quadrupeds in Africa would not
yield to

strai ghtforward frequency anal ysis: "From Zanzi bar to
Zanbi a and Zaire,

ozone zones neke zebras run zany zi gzags.
short texts are

likely to deviate significantly fromthe standard
frequencies, and if there

are less than a hundred letters, then deci phernment will be
very difficult.

On the other hand, longer texts are nore likely to foll ow
t he standard frequenci es,

al though this is not always the case. In 1969, the French
aut hor

I n general,

Table 1 This table of relative frequencies is based on
passages taken from newspapers

and novels, and the total sanple was 100, 362 al phabetic
characters. The table was

conpiled by H Beker and F. Piper, and originally

publi shed in C pher Systens: The

Protection OF Comruni cati on.
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Georges Perec wote La Disparition, a 200-page novel that
did not use

words that contain the letter e. Doubly remarkable is the
fact that the

English novelist and critic Glbert Adair succeeded in
translating La Disparition into English, while stil

foll owing Perec's shunning of the letter e.

Entitled A Void, Adair's translation is surprisingly
readabl e (see Appendi x

A). If the entire book were encrypted via a nonoal phabetic
substitution

ci pher, then a naive attenpt to decipher it m ght be
stym ed by the conplete

| ack of the nobst frequently occurring letter in the
Engl i sh al phabet.

Havi ng described the first tool of cryptanalysis, | shall
conti nue by giving

an exanple of how frequency analysis is used to deci pher a
ci phertext.

| have avoi ded peppering the whol e book with exanpl es of
crypt anal ysi s,

but with frequency analysis | nmake an exception. This is
partly because

frequency analysis is not as difficult as it sounds, and
partly because it is

the primary cryptanalytic tool. Furthernore, the exanple
that follows

provi des insight into the nodus operandi of the
cryptanal yst. Al though

frequency analysis requires |logical thinking, you will see
that it al so

demands guile, intuition, flexibility and guesswork.

Crypt anal yzi ng a G phertext



PCQ VMIYPD LBYK LYSO KBXBJXWKV BXV ZCIPO EYPD

KBXBJYUXJ LBJOO KCPK. CP LBO LBCMWKXPV XPV | YIJKL PYDBL
@BOP KBO BXV OPVOV LBO LXRO d SX XJM, KBO JCKO XPV
EYKKOV LBO DICWPV ZA CJIO BYS, KXUYPD:. "DJOXL EYPD, 1C X
LBCMKXPV XPV CPO PYDBLK Y BXNO ZOOP JOACVPLYPD LC UCM
LBO | XZROK C FXKL XDOK XPV LBO RODOPVK C XPAYOPL EYPDK
SXU Y SXEO KC ZCRV XK LC AIXNO X I XNCMJ C UCMJ SXGOKLU?"

OFYRCDMO, LXROK [ JCS LBO LBCWKXPV XPV CPO PYDBLK

| magi ne that we have intercepted this scranbled nessage.
The chal | enge

Is to decipher it. W know that the text is in English,
and that it has been

scranbl ed according to a nonoal phabetic substitution

ci pher, but we

have no idea of the key. Searching all possible keys is
i npractical, so we

nmust apply frequency analysis. Wat follows is a
step-by-step guide to

cryptanal yzing the ciphertext, but if you feel confident
then you m ght

prefer to ignore this and attenpt your own i ndependent
crypt anal ysi s.
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The i mredi ate reaction of any cryptanal yst upon seeing
such a ci phertext

Is to analyze the frequency of all the letters, which
results in Table 2.

Not surprisingly, the letters vary in their frequency. The
question is, can

vre identify what any of themrepresent, based on their
frequenci es? The

ci phertext is relatively short, so we cannot slavishly
apply frequency

analysis. It would be naive to assune that the commobnest
letter in the



ci phertext, O represents the comonest letter in English,
e, or that the

ei ghth nost frequent letter in the ciphertext, Y,
represents the ei ghth nost

frequent letter in English, h. An unquestioning
application of frequency

anal ysis would I ead to gi bberish. For exanple, the first
word PCQ woul d

be deci phered as aov.

However, we can begin by focusing attention on the only
three letters

that appear nore than thirty tinmes in the ciphertext,
nanely 0, X and P.

It is fairly safe to assune that the comronest letters in
t he ci phertext

probably represent the commonest letters in the English
al phabet, but

not necessarily in the right order. In other words, we
cannot be sure that

0O =e X=1t, and P = a, but we can nake the tentative
assunption that:

O =e tor a, X=1¢e, t or a, P=1#e, tor a.

Tabl e 2 Frequency anal ysis of enci phered nessage.

Letter
Frequency
Letter

Frequency
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In order to proceed with confidence, and pin down the

i dentity of the

three nost common letters, 0, X and P, we need a nore
subt| e form of

frequency analysis. Instead of sinply counting the
frequency of the three

| etters, we can focus on how often they appear next to all
the other letters.

For exanple, does the letter O appear before or after
several other letters,

or does it tend to neighbor just a few special letters?
Answering this

guestion will be a good indication of whether O represents
a vowel or a

consonant. If O represents a vowel it should appear before
and after nost of the other letters, whereas if it represents
a consonant, it wll tend to

avoid many of the other letters. For exanple, the letter e
can appear

before and after virtually every other letter, but the
letter t is rarely seen

before or after b, d, g, j, k, m q or v.

The tabl e bel ow takes the three nost common letters in the
ci phertext,

O X and P, and |ists how frequently each appears before
or after every

|l etter. For exanple, O appears before A on 1 occasion, but
never appears

i mredi ately after it, giving a total of 1 in the first
box. The letter 0O

nei ghbors the majority of letters, and there are only 7
that it avoids

conpletely, represented by the 7 zeros in the Orow. The
letter X is equally

soci abl e, because it too nei ghbors nost of the letters,
and avoids only 8 of

them However, the letter Pis nuch less friendly. It
tends to |urk around

just a few letters, and avoids 15 of them This evidence



suggests that O
and X represent vowels, while P represents a consonant.

ABCDEFGHI J KLMNOPQRSTUWKYZ

O 19031110146012280410030112

X 07011110246303190240332001

P 105600000112208000000 11 0990

Now we nust ask ourselves which vowels are represented by
O and X

They are probably e and a, the two nobst popular vowels in
t he English

| anguage, but does O = e and X = a, or does 0 = a and X =
e? An

interesting feature in the ciphertext is that the

combi nati on OO appears

tw ce, whereas XX does not appear at all. Since the

|l etters ee appear far

nore often than a a in plaintext English, it is likely
that 0 = e and X = a.

At this point, we have confidently identified two of the
letters in the
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fciphertext. Qur conclusion that X = a is supported by the
fact that X

appears on its own in the ciphertext, and a is one of only
two English

words that consist of a single letter. The only other

| etter that appears on

its owm in the ciphertext is Y, and it seens highly |ikely
that this

represents the only other one-letter English word, which
is i. Focusing on

words with only one letter is a standard cryptanal ytic
trick, and | have

included it anong a list of cryptanalytic tips in Appendi X
B. This

particular trick works only because this ciphertext still



has spaces between

the words. Often, a cryptographer wll renove all the
spaces to make it

harder for an eneny interceptor to unscranble the nessage.

Al t hough we have spaces between words, the following trick
woul d

al so work where the ciphertext has been nerged into a
single string of

characters. The trick allows us to spot the letter h, once
we have al r eady

identified the letter e. In the English |anguage, the
letter h frequently goes

before the letter e (as in the, then, they, etc.), but
rarely after e. The table

bel ow shows how frequently the 0, which we think
represents e, goes

before and after all the other letters in the ciphertext.
The tabl e suggests

that B represents h, because it appears before Oon 9
occasi ons, but it

never goes after it. No other letter in the table has such
an asynmetric

relationship with O

ABCDEFCHI J KLMNOPQRSTUVWKYZ
after O 10010100104000250000020100
before 0 09021010042012230410010012

Each letter in the English | anguage has its own uni que
personality, which

includes its frequency and its relation to other letters.
It is this personality

that allows us to establish the true identity of a letter,
even when it has

been di sgui sed by nonoal phabetic substitution.

W have now confidently established four letters, O=¢, X
=a, Y =1

and B = h, and we can begin to replace sone of the letters
In the

ci phertext with their plaintext equivalents. | shall stick



to the convention

of keeping ciphertext letters in upper case, while putting
plaintext letters

in lower case. This will help to distinguish between those
letters we still

have to identify, and those that have already been

est abl i shed.
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PCQ VMJi PD Lhi K Li Se KhahJaWwaV have ZCJPe Ei PD

KhahJi UaJ LhJee KCPK. CP The LhCWMKaPV aPV MIKL Pi DhL,
CheP Khe have ePVeV The LaRe O Sa'aJM, Khe JCKe aPV

Ei KKev The DICWPV Zel Cle his, KaUi PD: "DJeaL EiPD, I1CJ) a
LhCWMKaPV aPV CPe Pi DhLK i haNe ZeeP JeACMPLi PD LC UCM The
| aZReK C FaKL aDeK aPV The ReDePVK C aPAi ePL Ei PDK.

SaU i SakEe KC ZCRV aK LC AJaNe a |aNCMJ G UCM] SaGeKLU?"

eFi RCDMe, LaReK | JCS The LhCMKaPV aPV CPe Pi DhLK

This sinple step helps us to identify several other

| etters, because we can

guess sone of the words in the ciphertext. For exanple,

t he nost

common three-letter words in English are the and and, and
t hese are

relatively easy to spot-Lhe, which appears six tines, and
aPV, which

appears five tinmes. Hence, L probably represents t, P
probably represents

n, and V probably represents d. W can now repl ace these
letters in the

ci phertext with their true val ues:

nCQ dMJi nD thi K ti Se KhahJawad had ZClne Ei nD

KhahJi UaJ thJee KCnK. Cn the thCwvKand and |iJKt ni Dht,
(hen Khe had ended the taRe d Sa'aJM, Khe JCKe and

Ei KKed t he DJCWvhd Zel CJe his, KaUi nD:. "DJeat EinD, ICJ a
t hCMKand and Cne niDht K i haNe Zeen JeACWhtinD to UCM
the | aZReK O FakKt aDeK and the ReDendK C anAi ent Ei nDK



SaU i1 SakEe KC ZCRd aK to AlJaNe a | aNCMJ] C UCM) SaGekt U?"

eFi RCDMe, taReK I JCS the thCMKand and Cne ni Dht K

Once a few |l etters have been established, cryptanalysis
progresses very

rapi dly. For exanple, the word at the begi nning of the
second sentence is

Cn. Every word has a vowel in it, so C nust be a vowel.
There are only

two vowels that remain to be identified, u and o; u does
not fit, so C nust

represent o. W al so have the word Khe, which inplies that
K represents

either t or s. But we already know that L =t, so it
becones clear that K = s.

Having identified these two letters, we insert theminto

t he ci phertext, and

t here appears the phrase thoMsand and one ni Dhts. A
sensi bl e guess for

this woul d be thousand and one nights, and it seens |ikely
t hat the

final line is telling us that this is a passage from Tal es
fromthe Thousand and

One Nights. This inplies that M=u, | =f, J =r, D= g,
R=1, and S = m
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W could continue trying to establish other letters by
guessi ng ot her

words, but instead |l et us have a | ook at what we know
about the plain

al phabet and ci pher al phabet. These two al phabets formthe
key, and they

were used by the cryptographer in order to performthe
substitution that

scranbl ed the nessage. Already, by identifying the true
val ues of letters in

the ciphertext, we have effectively been working out the



details of the

ci pher al phabet. A summary of our achievenents, so far, is
given in the

pl ain and ci pher al phabets bel ow.

Pl ai n al phabet abcdefghi | kl mopqgrstuvwxyz
C pher al phabet X--VQO DBY-- RSPC- - JKLM

By exam ning the partial cipher al phabet, we can conplete
t he

cryptanal ysis. The sequence VO D BY in the cipher al phabet
suggests that

t he cryptographer has chosen a keyphrase as the basis for
t he key. Sone

guesswork is enough to suggest the keyphrase m ght be A
Va D BY

GECRCGES PEREC, which is reduced to AVO DBYGERSPC after
removi ng

spaces and repetitions. Thereafter, the letters continue
i n al phabeti cal

order, omtting any that have already appeared in the
keyphrase. In this

particul ar case, the cryptographer took the unusual step
of not starting the

keyphrase at the beginning of the cipher al phabet, but
rather starting it

three letters in. This is possibly because the keyphrase
begins with the

letter A, and the cryptographer wanted to avoid encrypting
a as A At |ast,

havi ng established the conpl ete cipher al phabet, we can
unscranbl e t he

entire ciphertext, and the cryptanalysis is conplete.

Pl ai n al phabet abcdefghi | kl mopqgrstuvwxyz
C pher al phabet XZAvVO DBYGERSPCFHIKLMNQTUW

Now during this tinme Shahrazad had borne King
Shahriyar three sons. On the thousand and first night,
when she had ended the tale of Ma' aruf, she rose and



ki ssed the ground before him saying: "Geat King, for a
t housand and one nights | have been recounting to you

the fabl es of past ages and the | egends of ancient Kings.
May | make so bold as to crave a favor of your mmjesty?"

Epi | ogue, Tales fromthe Thousand and One N ghts
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Renai ssance in the West

Bet ween a.d. 800 and 1200, Arab schol ars enjoyed a

vi gorous period of

i ntell ectual achievenent. At the sane tinme, Europe was
firmy stuck in

the Dark Ages. Wile al-Kindi was describing the invention
of

cryptanal ysis, Europeans were still struggling with the
basi cs of

crypt ography. The only European institutions to encourage
t he study of

secret witing were the nonasteries, where nonks woul d
study the Bible

i n search of hidden neanings, a fascination that has
persi sted through to

nodern tinmes (see Appendix C).

Medi eval nonks were intrigued by the fact that the Ad
Test anent

cont ai ned del i berate and obvi ous exanpl es of cryptography.
For exanpl e,

the A d Testanent includes pieces of text encrypted with
at bash, a

traditional form of Hebrew substitution cipher. Atbash

i nvol ves taki ng

each letter, noting the nunber of places it is fromthe
begi nning of the

al phabet, and replacing it with a letter that is an equal
nunber of pl aces

fromthe end of the al phabet. In English this would nean



that a, at the

begi nning of the al phabet, is replaced by Z, at the end of
t he al phabet, b

Is replaced by Y, and so on. The term atbash itself hints
at the substitution

It describes, because it consists of the first letter of

t he Hebrew al phabet, akph, followed by the last letter taw,
and then there is the second letter, beth, followed by the
second to last letter shin. An exanple of atbash

appears in Jerem ah 25: 26 and 51: 41, where "Babel" is
repl aced by the

word "Sheshach"; the first letter of Babel is beth, the
second letter of the

Hebr ew al phabet, and this is replaced by shin, the
second-to-last letter; the

second letter of Babel is also beth, and so it too is

repl aced by shin; and the

| ast letter of Babel is laned, the twelfth letter of the
Hebr ew al phabet, and

this is replaced by kaph, the twelfth-to-last letter.

At bash and other simlar biblical ciphers were probably

I nt ended only

to add nystery, rather than to conceal neaning, but they
were enough to

spark an interest in serious cryptography. European nonks
began to

redi scover old substitution ciphers, they invented new
ones, and, in due

course, they helped to reintroduce cryptography into
Western

civilization. The first known European book to descri be

t he use of

cryptography was witten in the thirteenth century by the
Engl i sh

Franci scan nonk and pol ymat h Roger Bacon. Epistle on the
Secret Woirks of
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Art and the Nullity of Magic included seven nethods for

keepi ng nessages
secret, and cautioned: "A man is crazy who wites a secret



I n any other way than one which will conceal it fromthe
vul gar."

By the fourteenth century the use of cryptography had
becone

i ncreasingly w despread, with al chem sts and scientists
using it to keep

their discoveries secret. Al though better known for his
literary

achi evenents, Geoffrey Chaucer was al so an astrononer and
a

crypt ographer, and he is responsible for one of the nost
f anous exanpl es

of early European encryption. In his Treatise on the
Astr ol abe he provi ded

some additional notes entitled "The Equatorie of the

Pl anetis," which

I ncl uded several encrypted paragraphs. Chaucer's
encryption repl aced

plaintext letters with synbols, for exanple b with 5. A
ci phert ext

consi sting of strange synbols rather than |etters may at
first sight seem

nore conplicated, but it is essentially equivalent to the
traditional letter-for-letter

substitution. The process of encryption and the |evel of
security

are exactly the sane.

By the fifteenth century, European cryptography was a

bur geoni ng

I ndustry. The revival in the arts, sciences and

schol arshi p during the

Renai ssance nurtured the capacity for cryptography, while
an explosion in

political machinations offered anple notivation for secret
conmuni cat i on.

Italy, in particular, provided the ideal environnent for
crypt ogr aphy.

As well as being at the heart of the Renai ssance, it

consi sted of

I ndependent city states, each trying to outnmaneuver the
ot hers.

Di pl omacy flourished, and each state would send



anbassadors to the

courts of the others. Each anbassador received nessages
fromhis

respective head of state, describing details of the
foreign policy he was to

I npl ement. I n response, each anbassador woul d send back
any

I nformation that he had gleaned. Clearly there was a great
i ncentive to

encrypt comuni cations in both directions, so each state
establ i shed a

ci pher office, and each anbassador had a ci pher secretary.

At the sanme tinme that cryptography was becom ng a routine
di pl omati c

tool, the science of cryptanal ysis was beginning to energe
in the West.

Di plomats had only just famliarized thenselves with the
skills required

to establish secure conmuni cations, and already there were
i ndi vi dual s

attenpting to destroy this security. It is quite probable
that cryptanal ysis

was i ndependently discovered in Europe, but there is also
the possibility
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that it was introduced fromthe Arab world. Islanic

di scoveries in science

and mat hematics strongly influenced the rebirth of science
I n Europe,

and cryptanal ysis m ght have been anong the inported

know edge.

Arguably the first great European cryptanal yst was

G ovanni Sor o,

appoi nted as Venetian ci pher secretary in 1506. Soro's
reputati on was

known t hroughout Italy, and friendly states woul d send



I nt er cept ed

nmessages to Venice for cryptanal ysis. Even the Vatican,
probably the

second nost active center of cryptanalysis, would send
Soro seem ngly

| npenetrabl e nessages that had fallen into its hands. In
1526, Pope

Clenment VII sent himtwo encrypted nessages, and both were
returned

havi ng been successfully cryptanal yzed. And when one of

t he Pope's own

encrypted nessages was captured by the Florentines, the
Pope sent a copy

to Soro in the hope that he would be reassured that it was
unbr eakabl e.

Soro clainmed that he could not break the Pope's cipher,

I npl yi ng that the

Fl orenti nes woul d al so be unable to deci pher it. However,
this may have

been a ploy to lull the Vatican cryptographers into a

fal se sense of

security--Soro m ght have been reluctant to point out the
weaknesses of

t he Papal cipher, because this would only have encouraged
the Vatican to

switch to a nore secure cipher, one that Soro m ght not
have been able to

br eak.

El sewhere in Europe, other courts were also beginning to
enpl oy

skilled cryptanal ysts, such as Philibert Babou,
cryptanal yst to King

Francis | of France. Babou gained a reputation for being
i ncredi bly

persi stent, working day and ni ght and persevering for
weeks on end in

order to crack an intercepted nessage. Unfortunately for
Babou, this gave

the king anple opportunity to carry on a long-termaffair
with his wife.

Toward the end of the sixteenth century the French
consolidated their

codebreaki ng prowess with the arrival of Fra“ois Viete,



who t ook

particul ar pleasure in cracking Spanish ciphers. Spain's
crypt ographers,

who appear to have been naive conpared with their rivals
el sewhere in

Eur ope, could not believe it when they di scovered that

t heir nessages

were transparent to the French. King Philip Il of Spain
went as far as

petitioning the Vatican, claimng that the only

expl anation for Viete's

cryptanal ysis was that he was an "archfiend in | eague with
the devil."

Philip argued that Viete should be tried before a
Cardinal's Court for his

denmoni ¢ deeds; but the Pope, who was aware that his own
crypt anal ysts
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bad been readi ng Spani sh ci phers for years, rejected the
Spani sh petition.

Mews of the petition soon reached cipher experts in

vari ous countries, and

Spani sh crypt ographers becane the | aughi ngst ock of Europe.

The Spani sh enbarrassnment was synptomatic of the state of
the battle

bet ween crypt ographers and cryptanal ysts. This was a
period of transition,

Wi th cryptographers still relying on the nonoal phabetic
substitution

ci pher, while cryptanal ysts were begi nning to use
frequency analysis to

break it. Those yet to discover the power of frequency
anal ysi s conti nued

to trust nonoal phabetic substitution, ignorant of the
extent to which

cryptanal ysts such as Soro, Babou and Viete were able to
read their nessages.

Meanwhi l e, countries that were alert to the weakness of
the straightforward



nonoal phabetic substitution ci pher were anxi ous to devel op
a

better cipher, something that would protect their own
nation's nessages

from bei ng unscranbl ed by eneny cryptanal ysts. One of the
si mpl est

| nprovenents to the security of the nonoal phabetic
substitution cipher

was the introduction of nulls, synbols or letters that
were not substitutes

for actual letters, nerely blanks that represented
not hi ng. For exanpl e,

one could substitute each plain letter with a nunber
between 1 and 99,

whi ch woul d | eave 73 nunbers that represent nothing, and
t hese coul d be

random y sprinkl ed throughout the ciphertext with varying
frequenci es.

The nulls would pose no problemto the intended recipient,
who woul d

know t hat they were to be ignored. However, the nulls
woul d baffle an

eneny interceptor because they would confuse an attack by
frequency

anal ysis. An equally sinple devel opnent was t hat

crypt ographers would

sonmetines deliberately msspell words before encrypting

t he nessage.

Thys haz thi ifekkt off diztaughting thi ballans off

fri kwenseas-- nmaking it harder for the cryptanalyst to apply
frequency anal ysi s.

However, the intended recipient, who knows the key, can
unscranbl e the

nessage and then deal with the bad, but not
unintelligible, spelling.

Anot her attenpt to shore up the nonoal phabetic
substitution cipher

i nvol ved the introduction of codewords. The term code has
a very broad

meani ng i n everyday | anguage, and it is often used to
descri be any

met hod for comrunicating in secret. However, as nentioned
In the



Introduction, it actually has a very specific neaning, and
applies only to a
certain formof substitution. So far we have concentrated
on the idea of a
substitution ci pher, whereby each letter is replaced by a
different letter,
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nunber or synbol. However, it is also possible to have
substitution at a

much hi gher |evel, whereby each word is represented by
anot her word or

synbol -this would be a code. For exanpl e,

_ -]

assassi nat e D
bl ackmai | =

capture=J

P
pr ot ect

Pl ai n nessage
Encoded nessage
general =1

king =0
mnister =ip
prince =9

= assassi nate the king tonight
DO 28



I mredi ately = 08
t oday = 73

= 43
toni ght = 28

t onorrow

Technically, a code is defined as substitution at the

| evel of words or

phrases, whereas a cipher is defined as substitution at
the level of letters.

Hence the term enci pher neans to scranble a nessage using
a ci pher,

whi | e encode neans to scranble a nessage using a code.
SSimlarly, the

term deci pher applies to unscranbling an enci phered
nessage, and decode to unscranbling an encoded nessage. The
ternms encrypt and decrypt are

nore general, and cover scranbling and unscranbling with
respect to

both codes and ciphers. Figure 7 presents a brief summary
of these

definitions. In general, | shall keep to these
definitions, but when the
sense is clear, | mght use a termsuch as "codebreaki ng"

to describe a

process that is really "cipher breaking"--the latter
phrase m ght be

technically accurate, but the forner phrase is wdely
accept ed.

SECRET
VRI TI NG

STEGANOGRAPHY
(hi dden)



CRYPTOGRAPHS

(scranbl ed)

SUBSTI TUTI O

TRANSPCS| TI ON

CODE

(repl ace words)

> Cl PHER
(replace letters)

Figure 7 The science of secret witing and its nmain
br anches.
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At first sight, codes seemto offer nore security than
ci phers, because

words are nuch | ess vul nerable to frequency anal ysis than
letters. To

deci pher a nonoal phabetic ci pher you need only identify
the true val ue

of each of the 26 characters, whereas to deci pher a code
you need to

identify the true value of hundreds or even thousands of
codewor ds.

However, if we exam ne codes in nore detail, we see that
they suffer from

two maj or practical failings when conpared wi th ciphers.



First, once the

sender and receiver have agreed upon the 26 letters in the
ci pher al phabet

(the key), they can enci pher any nessage, but to achieve

t he sanme | evel of

flexibility using a code they would need to go through the
pai nst aki ng

task of defining a codeword for every one of the thousands
of possible

pl ai nt ext words. The codebook woul d consi st of hundreds of
pages, and

woul d |1 ook something Iike a dictionary. In other words,
conpiling a

codebook is a major task, and carrying it around is a
maj or i nconveni ence.

Second, the consequences of having a codebook captured by
t he

eneny are devastating. Imediately, all the encoded
communi cati ons

woul d becone transparent to the eneny. The senders and
receivers would

have to go through the painstaking process of having to
conpil e an

entirely new codebook, and then this hefty new tone woul d
have to be

distributed to everyone in the comuni cati ons networKk,

whi ch m ght

mean securely transporting it to every anbassador in every
state. In

conparison, if the eneny succeeds in capturing a cipher
key, then it is

relatively easy to conpile a new cipher al phabet of 26
letters, which can

be nenorized and easily distributed.

Even in the sixteenth century, cryptographers appreciated

t he i nherent

weaknesses of codes, and instead relied largely on

ci phers, or sonetinmes nonenclators. A nonenclator is a system
of encryption that relies on a

ci pher al phabet, which is used to encrypt the majority of

a nessage, and a

limted |ist of codewords. For exanple, a nonencl ator book



m ght consi st

of a front page containing the cipher al phabet, and then a
second page

containing a list of codewords. Despite the addition of
codewords, a

nomencl ator is not nuch nore secure than a straightforward
ci pher,

because the bul k of a nessage can be deci phered using
frequency anal ysi s,

and the remai ni ng encoded words can be guessed fromthe
cont ext .

As well as coping with the introduction of the
nonmencl ator, the best

cryptanal ysts were al so capabl e of dealing with badly
spel | ed nmessages
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and the presence of nulls. In short, they were able to
break the nmajority of

encrypted nessages. Their skills provided a steady fl ow of
uncover ed

secrets, which influenced the decisions of their nmasters
and m stresses,

t hereby affecting Europe's history at critical nonents.

Nowhere is the inpact of cryptanalysis nore dramatically
il lustrated

than in the case of Mary Queen of Scots. The outcone of
her trial

depended wholly on the battle between her codemakers and
Queen

El i zabet h' s codebreakers. Mary was one of the nost
significant figures of

the sixteenth century-Queen of Scotl and, Queen of France,
pretender to

the English throne-yet her fate woul d be decided by a slip
of paper, the

nessage it bore, and whether or not that nessage coul d be
deci pher ed.



The Babi ngt on PI ot

On Novenber 24, 1542, the English forces of Henry VIII
denol i shed the

Scottish arny at the Battle of Solway Moss. It appeared

t hat Henry was

on the verge of conquering Scotland and stealing the crown
of King

Janes V. After the battle, the distraught Scottish king
suffered a conpl ete

ment al and physi cal breakdown, and wthdrew to the pal ace
at Fal kl and.

Even the birth of a daughter, Mary, just two weeks | ater
coul d not revive

the ailing king. It was as if he had been waiting for news
of an heir so that

he could die in peace, safe in the knowl edge that he had
done his duty.

Just a week after Mary's birth, King Janmes V, still only
thirty years old,

di ed. The baby princess had becone Mary Queen of Scots.

Mary was born prematurely, and initially there was
consi der abl e

concern that she would not survive. Runors in England
suggest ed t hat

t he baby had died, but this was nerely w shful thinking at
the English

court, which was keen to hear any news that m ght

destabi lize Scotl and.

In fact, Mary soon grew strong and heal thy, and at the age
of nine

nont hs, on Septenber 9, 1543, she was crowned in the
chapel of Stirling

Castl e, surrounded by three earls, bearing on her behalf
the royal crown,

scepter and sword.

The fact that Queen Mary was so young offered Scotland a
respite from

English incursions. It would have been deened unchi val r ous
had Henry

VIIl attenpted to invade the country of a recently dead



ki ng, now under the
rule of an infant queen. Instead, the English king decided
on a policy of
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; Mary in the hope of arranging a marriage between her and
his son

d, thereby uniting the two nations under a Tudor
soverei gn. He began

; maneuvering by releasing the Scottish nobl es captured at
Sol way Moss, ran the condition that they canpaign in favor of
a union with Engl and.

j « However, after considering Henry's offer, the Scottish
court rejected it je favor of a marriage to Francis, the
dauphi n of France. Scotland was

jiioosing to ally itself wwth a fell ow Roman Cat holic
nation, a deci sion

jrhich pleased Mary's nother, Mary of QGuise, whose own
marriage with

Janes V had been intended to cenent the relationship

bet ween Scot | and

and France. Mary and Francis were still children, but the
plan for the

foture was that they would eventually marry, and Francis
woul d ascend

the throne of France with Mary as his queen, thereby
uniting Scotl and

and France. In the neantine, France would defend Scotl and
agai nst any

Engl i sh onsl aught .

The prom se of protection was reassuring, particularly as
Henry VIII

had switched fromdiplomacy to intimdation in order to
per suade t he

Scots that his own son was a nore worthy groomfor Mary
Queen of

Scots. His forces conmmtted acts of piracy, destroyed
crops, burned

vill ages and attacked towns and cities along the border.
The "rough



wooi ng," as it is known, continued even after Henry's
death in 1547.

Under the auspices of his son, King Edward VI (the

woul d-be suitor), the

attacks culmnated in the Battle of Pinkie Ceugh, in
whi ch the Scottish

arnmy was routed. As a result of this slaughter it was
decided that, for her

own safety, Mary should | eave for France, beyond the reach
of the

English threat, where she could prepare for her nmarriage
to Francis. On

August 7, 1548, at the age of six, she set sail for the
port of Roscoff.

Mary's first few years in the French court would be the
nost idyllic

time of her |ife. She was surrounded by | uxury, protected
fromharm and

she grew to | ove her future husband, the dauphin. At the
age of sixteen

they married, and the follow ng year Francis and Mary
becane Ki ng and

Queen of France. Everything seened set for her triunphant
return to

Scotl and, until her husband, who had al ways suffered from
poor health,

fell gravely ill. An ear infection that he had nursed
since a child had

wor sened, the inflammation spread toward his brain, and an
abscess

began to develop. In 1560, within a year of being crowned,
Franci s was

dead and Mary was w dowed.
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Fromthis point onward, Mary's life would be repeatedly
struck by

tragedy. She returned to Scotland in 1561, where she

di scovered a

transformed nation. During her | ong absence Mary had
confirmed her



Catholic faith, while her Scottish subjects had

I ncreasi ngly noved toward

the Protestant church. Mary tolerated the wi shes of the
maj ority and at

first reigned with relative success, but in 1565 she
marri ed her cousin,

Henry Stewart, the Earl of Darnley, an act that led to a
spiral of decline.

Darnl ey was a vicious and brutal nan whose ruthl ess greed
for power | ost

Mary the loyalty of the Scottish nobles. The foll ow ng
year Mary

w tnessed for herself the full horror of her husband's
bar bari c nature when

he nurdered David Riccio, her secretary, in front of her.
It became clear to

everyone that for the sake of Scotland it was necessary to
get rid of

Darnl ey. Hi storians debate whether it was Mary or the
Scottish nobles

who instigated the plot, but on the night of February 9,
1567, Darnley's

house was bl own up and, as he attenpted to escape, he was
strangl ed. The

only good to cone fromthe nmarriage was a son and heir,
Janes.

Mary's next marriage, to James Hepburn, the Fourth Earl of
Bot hwel I,

was hardly nore successful. By the summer of 1567 the

Pr ot est ant

Scottish nobles had becone conpletely disillusioned with
their Catholic

Queen, and they exiled Bothwell and inprisoned Mary,
forcing her to

abdi cate in favor of her fourteen-nonth-old son, Janes VI,
whi | e her hal f-brother,

the Earl of Moray, acted as regent. The next year, Mary
escaped

from her prison, gathered an arny of six thousand
royalists, and nade a

final attenpt to regain her crown. Her soldiers confronted
the regent's

arny at the small village of Langside, near d asgow, and



Mary wi t nessed

the battle froma nearby hilltop. Al though her troops were
greater in

nunber, they | acked discipline, and Mary wat ched as they
were torn apart. Wien defeat was inevitable, she fled.

| deal |y she woul d

have headed east to the coast, and then on to France, but
this woul d have

meant crossing territory loyal to her half-brother, and so
I nstead she

headed south to Engl and, where she hoped that her cousin

Queen

El i zabeth | woul d provi de refuge.

Mary had nmade a terrible m sjudgnment. Elizabeth offered
Mar y

not hi ng nore than another prison. The official reason for
her arrest was

I n connection with the nurder of Darnley, but the true
reason was t hat

Mary posed a threat to Elizabeth, because English
Cat hol i cs consi dered
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Wy

fMary to be the true queen °f England. Through her

gr andnot her,

Mar garet Tudor, the elder sister of Henry VIII, Mary did

I ndeed have a

claimto the throne, but Henry's last surviving offspring,
Eli zabeth I,

woul d seemto have a prior claim However, according to
Cat hol i cs,

Eli zabeth was illegiti mate because she was the daughter of
Anne Bol eyn,

Henry's second wife after he had divorced Catherine of
Aragon in

defiance of the Pope. English Catholics did not recognize
Henry VI I Ps

di vorce, they did not acknow edge his ensuing marriage to
Anne Bol eyn,



and they certainly did not accept their daughter Elizabeth
as Queen.
Catholics saw Eli zabeth as a bastard usurper

Mary was inprisoned in a series of castles and manors.

Al t hough

El i zabet h thought of her as one of the npbst dangerous
figures in Engl and,

many Englishnmen adnmitted that they adm red her gracious
manner, her

obvious intelligence and her great beauty. WIIliam Cecil
El i zabeth's

Great Mnister, commented on
ent ert ai nnent

of all nmen," and Nicholas Wiite, Cecil's em ssary, nade a
siml ar

observation: "She hath withal an alluring grace, a pretty
Scot ch accent,

and a searching wit, clouded with mldness." But, as each
year passed, her

appear ance waned, her health deteriorated and she began to
| ose hope.

Her jailer, Sir Aryas Paulet, a Puritan, was inmmune to her
charns, and

treated her with increasing harshness.

her cunni ng and sugared

By 1586, after 18 years of inprisonnent, she had | ost al
her privil eges.

She was confined to Chartley Hall in Staffordshire, and
was no | onger

allowed to take the waters at Buxton, which had previously
hel ped to

al l eviate her frequent illnesses. On her last visit to
Buxt on she used a

dianond to inscribe a nessage on a w ndowpane: "Buxton,
whose warm

wat ers have made thy nane fanous, perchance | shall visit
t hee no nore-Farewel|."

It appears that she suspected that she was about to |ose
what

little freedom she had. Mary's growi ng sorrow was
conpounded by the

actions of her nineteen-year-old son, King Janes VI of
Scot | and. She had



al ways hoped that one day she woul d escape and return to
Scotland to

share power with her son, whom she had not seen since he
was one year

ol d. However, James felt no such affection for his nother.
He had been

brought up by Mary's enem es, who had taught Janes that
hi s not her

had nmurdered his father in order to marry her |over. Janes
despi sed her,

and feared that if she returned then she m ght seize his
crowmn. His hatred

36 The Code Book

toward Mary was denonstrated by the fact that he had no
gual ms in seeking

a marriage with Elizabeth I, the woman responsible for his
not her's

i mprisonnment (and who was also thirty years his senior).

El i zabet h

declined the offer.

Mary wote to her son in an attenpt to win himover, but
her letters

never reached the Scottish border. By this stage, Mary was
nore isol ated

then ever before: all her outgoing letters were
confiscated, and any incom ng correspondence was kept by her
jailer. Mary's norale was at its

| onest, and it seened that all hope was lost. It was under
t hese severe and

desperate circunstances that, on January 6, 1586, she
recei ved an astoni shing

package of letters.

The letters were from Mary's supporters on the Continent,
and t hey

had been snuggled into her prison by Glbert Gfford, a
Cat hol i ¢ who

had | eft England in 1577 and trained as a priest at the
English College in

Ronme. Upon returning to England in 1585, apparently keen



to serve

Mary, he immedi ately approached the French Enbassy in
London,

where a pile of correspondence had accunul ated. The
Enbassy had

known that if they forwarded the letters by the fornal
route, Mary woul d

never see them However G fford clained that he could
snmuggl e t he

| etters into Chartley Hall, and sure enough he lived up to
his word. This

delivery was the first of many, and G fford began a career
as a courier,

not only passing nessages to Mary but also collecting her
replies. He had

a rather cunning way of sneaking letters into Chartley
Hal | . He took the

nmessages to a | ocal brewer, who wapped themin a | eather
packet, which

was then hidden inside a hollow bung used to seal a barrel
of beer. The

brewer woul d deliver the barrel to Chartley Hall,

wher eupon one of

Mary's servants woul d open the bung and take the contents
to the

Queen of Scots. The process worked equally well for
getti ng nmessages

out of Chartley Hall.

Meanwhi | e, unknown to Mary, a plan to rescue her was being
hat ched in

the taverns of London. At the center of the plot was

Ant hony Babi ngt on,

aged just twenty-four but already well known in the city
as a handsone,

charmng and witty bon viveur. VWat his many admring
cont enpor ari es

failed to appreciate was that Babi ngton deeply resented
t he est abli shnent,

whi ch had persecuted him his famly and his faith. The
state's anti-Catholic

policies had reached new heights of horror, with priests
bei ng
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accused of treason, and anybody caught harboring them
puni shed by the

rack, nutilation and di senmboweling while still alive. The
Cat hol i ¢ mass was

officially banned, and famlies who remained |loyal to the
Pope were forced

to pay crippling taxes. Babington's aninosity was fuel ed
by the death of

Lord Darcy, his great-grandfather, who was beheaded for
hi s i nvol venent

in the Pilgrimage of Grace, a Catholic uprising against
Henry VI 11

The conspiracy began one evening in March 1586, when

Babi ngt on

and six confidants gathered in The Pl ough, an inn outside
Tenpl e Bar. As

the historian Philip Caraman observed, "He drew to hinself
by the force

of his exceptional charm and personality many young
Catholic gentl enen

of his own standing, gallant, adventurous and daring in
def ense of

the Catholic faith in its day of stress; and ready for any
arduous enterprise

what soever that m ght advance the common Cat holic cause."
Over the

next few nonths an anbitious plan energed to free Mary
Queen of Scots,

assassi nate Queen Elizabeth and incite a rebellion
supported by an

I nvasi on from abroad.

The conspirators were agreed that the Babington Plot, as
It becane

known, could not proceed w thout the blessing of Mary, but
t here was no

apparent way to communi cate with her. Then, on July 6,
1586, G fford

arrived on Babington's doorstep. He delivered a letter
fromMary,



expl ai ning that she had heard about Babi ngton via her
supporters in Paris,

and | ooked forward to hearing fromhim In reply,

Babi ngt on conpiled a

detailed letter in which he outlined his schene, including
a reference to

t he excommuni cation of Elizabeth by Pope Pius V in 1570,
whi ch he

believed legitimzed her assassination.

Myself with ten gentlenmen and a hundred of our followers
wi | | undertake

the delivery of your royal person fromthe hands of your
enem es. For the

di spatch of the usurper, fromthe obedi ence of whom we are
by the excomruni cation

of her made free, there be six noble gentlenen, all ny
private

friends, who for the zeal they bear to the Catholic cause
and your Majesty's

service will undertake that tragical execution.

As before, Gfford used his trick of putting the nessage
I n the bung of a

beer barrel in order to sneak it past Mary's guards. This
can be consi dered

a form of steganography, because the |etter was being

hi dden. As an extra

precauti on, Babi ngton enciphered his letter so that even
If 1t was
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intercepted by Mary's jailer, it would be indecipherable
and the pl ot
woul d not be uncovered. He used a cipher which was not a

sinpl e



nonoal phabeti c substitution, but rather a nonenclator, as
shown in

Figure 8. It consisted of 23 synbols that were to be
substituted for the

| etters of the al phabet (excluding j, v and w), along with
35 synbol s

representing words or phrases. In addition, there were
four nulls

(ff i--.-j. cH) and a synbol s~ which signified that the
next synbol

represents a double letter ("dowbleth").

Gfford was still a youth, even younger than Babi ngton,
and yet he

conducted his deliveries with confidence and guile. H's
al i ases, such as

M. Colerdin, Pietro and Cornelys, enabled himto travel
the country

W t hout suspicion, and his contacts within the Catholic

communi ty

provided himwith a series of safe houses between London
and Chartl ey

Hal | . However, each tinme Gfford traveled to or from

Chartley Hall, he

woul d make a detour. Although G fford was apparently
acting as an agent

for Mary, he was actually a double agent. Back in 1585,
before his return

to England, Gfford had witten to Sir Francis Wl si ngham
Princi pal

Secretary to Queen Elizabeth, offering his services.

G fford realized that

hi s Cat holic background woul d act as a perfect mask for
infiltrating plots

abcdef ghi kl o, pqrstuxyz

0* A-'f-acSoo' S*"/~: nf AE£Ec 7 £ 9

Nulles ff.l--.--J.cL

Dowbl et h <S~



and for with that if but where as of the from by

i_ ’) 4 /\/\/\7*/\8/\/\

so not when there this in wich is what say me ny wrt

# X -H ft
£X££*) »5 C' O0-n d

send lire receave bearer | pray you Me your nane nyne
/'t T1hH31 3- SS

Figure 8 The nonencl ator of Mary Queen of Scots,
consi sting of a cipher al phabet and
codewor ds.

The G pher of Mary Queen of Scots 39

"Wai nst Queen Elizabeth. In the letter to Wal si ngham he
wote, "l have

heard of the work you do and | want to serve you. | have
no scruples and

no fear of danger. \Watever you order me to do | wll
acconplish.™

Wal si ngham was Eli zabeth's npost ruthless mnister. He was
a

Jvfachiavellian figure, a spynaster who was responsible
for the security of

the nmonarch. He had inherited a small network of spies,
whi ch he rapidly

expanded into the Continent, where many of the plots

agai nst Elizabeth

wer e being hatched. After his death it was di scovered that
he had been

receiving regular reports fromtwelve | ocations in France,



nine in

Germany, four in Italy, four in Spain and three in the Low
Countries, as

Vel |l as having informants in Constantinople, Algiers and
Tripoli.

Wal singhamrecruited Gfford as a spy, and in fact it was
Wal si ngham

who ordered G fford to approach the French Enbassy and

of fer hinmself as

a courier. Each time Gfford collected a nessage to or
fromMry, he would

first take it to Wal si ngham The vigilant spymaster would
then pass it to his

counterfeiters, who would break the seal on each letter,
make a copy, and

then reseal the original letter with an identical stanp
bef ore handing it back

to Gfford. The apparently untouched letter could then be
delivered to

Mary or her correspondents, who remai ned oblivious to what
was goi ng on.

When G fford handed Wal si ngham a | etter from Babington to
Mary,

the first objective was to decipher it. Wl si ngham had
originally

encount ered codes and ci phers while reading a book witten
by the Italian

mat hemati ci an and cryptographer G rolano Cardano (who,

I nci dental |y,

proposed a formof witing for the blind based on touch, a
precur sor of

Braille). Cardano's book aroused Wal si ngham s interest,

but it was a

deci phernment by the Flem sh cryptanal yst Philip van Marnix
that really

convi nced himof the power of having a codebreaker at his
di sposal . In

1577, Philip of Spain was using ciphers to correspond with
hi s hal f-brot her

and fellow Catholic, Don John of Austria, who was in
control of nuch of

the Netherlands. Philip's letter described a plan to



I nvade Engl and, but it

was intercepted by WIlliamof O ange, who passed it to
Mar ni x, his cipher

secretary. Marni x deci phered the plan, and WIIiam passed
t he

i nformation to Dani el Rogers, an English agent working on
t he Conti nent,

who in turn warned WAl si ngham of the invasion. The English
rei nf or ced

their defenses, which was enough to deter the invasion
att enpt .

Now fully aware of the value of cryptanal ysis, Wl singham
establ i shed
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a ci pher school in London and enpl oyed Thonas Phel i ppes as
hi s ci pher

secretary, a man "of |ow stature, slender every way, dark
yel | ow haired on

t he head, and clear yell ow bearded, eaten in the face with
smal | pox, of

short sight, thirty years of age by appearance.’
was a |ingui st

who coul d speak French, Italian, Spanish, Latin and

Ger man, and, nore

I nportantly, he was one of Europe's finest cryptanal ysts.

Phel i ppes

Upon receiving any nessage to or from Mary, Phelippes
devoured it.

He was a nmaster of frequency analysis, and it woul d be
nerely a matter of

time before he found a solution. He established the
frequency of each

character, and tentatively proposed val ues for those that
appear ed nost

often. When a particul ar approach hinted at absurdity, he
woul d

backtrack and try alternative substitutions. Gadually he
woul d identify



the nulls, the cryptographic red herrings, and put themto
one si de.

Eventual ly all that renmai ned were the handful of

codewor ds, whose

meani ng coul d be guessed fromthe context.

When Phel i ppes deci phered Babi ngton's nessage to Mary,
whi ch

clearly proposed the assassination of Elizabeth, he

I mredi ately forwarded

the damming text to his master. At this point WAl si ngham
coul d have

pounced on Babi ngton, but he wanted nore than the
execution of a

handful of rebels. He bided his tine in the hope that Mary
woul d reply

and authorize the plot, thereby incrimnating herself.
Wal si ngham had

| ong wi shed for the death of Mary Queen of Scots, but he
was aware of

El i zabeth's reluctance to execute her cousin. However, if
he coul d prove

that Mary was endorsing an attenpt on the life of

El i zabeth, then surely

his queen would permt the execution of her Catholic
rival. Wl singham s

hopes were soon fulfilled.

On July 17, Mary replied to Babington, effectively signing
her own

death warrant. She explicitly wote about the "design,"
showi ng particul ar

concern that she should be rel eased simultaneously wth,
or before,

El i zabet h' s assassi nati on, otherw se news m ght reach her
jailer, who

m ght then nurder her. Before reachi ng Babi ngton, the

| etter made the

usual detour to Phelippes. Having cryptanal yzed the
earlier message, he

deci phered this one with ease, read its contents, and
marked it with a

"I T--the sign of the gall ows.



Wal si ngham had all the evidence he needed to arrest Mary
and

Babi ngt on, but still he was not satisfied. In order to
destroy the
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conspiracy conpletely, he needed the nanmes of all those

i nvol ved. He

asked Phel i ppes to forge a postscript to Mary's letter,
whi ch woul d entice

Babi ngt on to nane nanes. One of Phelippes's additional
talents was as a

forger, and it was said that he had the ability "to wite
any man's hand, if

he had once seen it, as if the man hinself had wit it."
Figure 9 shows the

postscript that was added at the end of Mary's letter to
Babi ngton. It can

be deci phered using Mary's nonenclator, as shown in Figure
8, to revea

the foll ow ng pl ai ntext:

| would be glad to know the nanes and qualities of the six
gent | enen

whi ch are to acconplish the designnment; for it may be that
| shall be abl e,

upon know edge of the parties, to give you sone further
advi ce necessary

to be followed therein, as also fromtine to tine
particularly how you proceed:

and as soon as you nay, for the same purpose, who be

al ready, and

how far everyone is privy hereunto.

The cipher of Mary Queen of Scots clearly denonstrates

t hat a weak

encryption can be worse than no encryption at all. Both
Mary and

Babi ngton wote explicitly about their intentions because
t hey believed



that their comrunicati ons were secure, whereas if they had
been

comruni cating openly they would have referred to their
plan in a nore

di screet manner. Furthernore, their faith in their cipher
made t hem

particularly vul nerable to accepting Phelippes's forgery.
Sender and

recei ver often have such confidence in the strength of
their cipher that
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Figure 9 The forged postscript added by Thonas Pheli ppes
to Mary's nessage. It can be
deci phered by referring to Mary's nonencl ator (Figure 8).
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Wil e the Dean of Peterborough |led the prayers, Mary spoke
al oud her

own prayers for the salvation of the English Catholic
Church, for her son

and for Elizabeth. Wth her famly notto, "In ny end is ny
begi nni ng, "

i n her mnd, she conposed herself and approached the

bl ock. The

executioners requested her forgiveness, and she replied,

"I forgive you

with all ny heart, for now | hope you shall make an end of
all ny

troubles.” Richard Wngfield, in his Narration of the Last
Days of the Queen

of Scots, describes her final nonents:

Then she | ai de herself upon the blocke nost quietlie, &
stretching out her

armes & | egges cryed out In manus tuas dom ne three or
foure tinmes, & at

the laste while one of the executioners held her slightlie
with one of his

handes, the other gave two strokes wth an axe before he
cutt of her head,

& yet lefte a little gristle behinde at which tinme she
made verie small noyse

& stirred not any parte of herself fromthe place where
she laye ... Her |ipps

stirred up & downe al nost a quarter of an hower after her
head was cutt of.

Then one of her executioners plucking of her garters
espied her little dogge

whi ch was crept under her clothes which could not be
gotten forth but with

force & afterwardes could not depart from her dead corpse,
but canme and

| aye betweene her head & shoulders a thing dilligently
not ed.

Figure 10 The execution of Mary Queen of Scots.



2 Le Chiffre Indechiffrable

Kr centuries, the sinple nonoal phabetic substitution

ci pher had been

afficient to ensure secrecy. The subsequent devel opnent of
frequency analysis, first in the Arab world and then in
Eur ope, destroyed

its security. The tragi c execution of Mary Queen of Scots
was a dramatic

il lustration of the weaknesses of nonoal phabetic
substitution, and in the

battl e between cryptographers and cryptanal ysts it was
clear that the

crypt anal ysts had gai ned the upper hand. Anybody sendi ng
an encrypted

nmessage had to accept that an expert eneny codebreaker

m ght intercept

and deci pher their nobst precious secrets.

The onus was clearly on the cryptographers to concoct a
new, stronger

ci pher, sonmething that could outwit the cryptanal ysts.

Al t hough this

ci pher woul d not energe until the end of the sixteenth
century, its origins

can be traced back to the fifteenth-century Florentine
pol ymat h Leon

Battista Al berti. Born in 1404, Al berti was one of the

| eadi ng figures of

t he Renai ssance--a painter, conposer, poet and

phi |l osopher, as well as the

author of the first scientific analysis of perspective, a
treatise on the

housefly and a funeral oration for his dog. He is probably
best known as

an architect, having designed Ronme's first Trevi Fountain
and havi ng

witten De re aedificatoria, the first printed book on
architecture, which

acted as a catalyst for the transition from Gothic to
Renai ssance desi gn.

Sonetinme in the 1460s, Al berti was wandering through the



gar dens of

the Vatican when he bunped into his friend Leonardo Dato,
t he

pontifical secretary, who began chatting to hi mabout sone
of the finer

poi nts of cryptography. This casual conversation pronpted
Al berti to

wite an essay on the subject, outlining what he believed
to be a new form

of cipher. At the tinme, all substitution ciphers required
a single cipher

al phabet for encrypting each nessage. However, Al berti
proposed usi ng
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two or nore cipher al phabets, sw tching between them
duri ng
enci phernment, thereby confusing potential cryptanal ysts.

Pl ai n al phabet abcdef ghi |kl mopgr st uvwxyz
Ci pher al phabet 1 FZBVKI XAYMEPL SDHJORGNQCUTW
Ci pher al phabet 2 GOXBFWHQ LAPZJDESVYCRKUHN

For exanple, here we have two possi bl e ci pher al phabets,
and we could

encrypt a nessage by alternating between them To encrypt
t he nessage

hell o, we would encrypt the first letter according to the
first cipher

al phabet, so that h becones A, but we would encrypt the
second letter

according to the second cipher al phabet, so that e becones
F. To encrypt

the third letter we return to the first cipher al phabet,
and to encrypt the

fourth letter we return to the second al phabet. This neans



that the first | is

enci phered as P, but the second |I is enciphered as A The
final letter, o, is

enci phered according to the first cipher al phabet and
becones D. The

conpl ete ci phertext reads AFPAD. The cruci al advantage of
Al berti's

systemis that the sanme letter in the plaintext does not
necessarily appear as

the sanme letter in the ciphertext, so the repeated | in
hell o is enci phered

differently in each case. Simlarly, the repeated Ain the
ci phert ext

represents a different plaintext letter in each case,
first h and then I.

Al t hough he had hit upon the nost significant breakthrough
in

encryption for over a thousand years, Al berti failed to
devel op his

concept into a fully fornmed system of encryption. That
task fell to a diverse

group of intellectuals, who built on his initial idea.
First cane

Johannes Trithem us, a German abbot born in 1462, then

G ovanni

Porta, an Italian scientist born in 1535, and finally

Bl ai se de Vigenere, a

French di pl omat born in 1523. Vi genere becane acquai nt ed
with the

witings of Alberti, Trithem us and Porta when, at the age
of twenty-si X,

he was sent to Ronme on a two-year diplomatic mssion. To
start with, his

I nterest in cryptography was purely practical and was
linked to his

di plomatic work. Then, at the age of thirty-nine, Vigenere
deci ded t hat

he had accunul at ed enough noney for himto be able to
abandon his

career and concentrate on a life of study. It was only
then that he

exam ned in detail the ideas of Alberti, Trithem us and
Porta, weaving



theminto a coherent and powerful new cipher.
Figure 11 Bl aise de Vigenere.
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Al t hough Al berti, Trithem us and Porta all nade vital
contri butions,

the cipher is known as the Vigenere cipher in honor of the
man who

developed it into its final form The strength of the

Vi genere cipher lies

inits using not one, but 26 distinct cipher al phabets to
encrypt a message.

The first step in enciphernent is to draw up a so-called
Vi gener e square,

as shown in Table 3, a plaintext al phabet foll owed by 26
ci pher al phabets,

each shifted by one letter with respect to the previous
al phabet. Hence,

row 1 represents a cipher al phabet wwth a Caesar shift of
1, which neans

that it could be used to inplenent a Caesar shift cipher
i n which every

| etter of the plaintext is replaced by the letter one

pl ace further on in the

al phabet. Simlarly, row 2 represents a ci pher al phabet
with a Caesar shift

Tabl e 3 A Vigenere square.

Pl ain

ab cd ef

ghi j kI mmopgr st uv

wxXy zl1

BC DE FG

H1
JKLMMOPQRSTUVW



XYZ
A
""2 CDEFGH1JKLMNDO

DWWP><<XsS<CHA0WITOT

EF
GH1JKLMNOPQRSTUVWXYZABCA4
EFGH1J KLMNOPQ

R

ST U

\Y

WK YZ
A

B

C

D5
FGH

1J KL RUN OPQRS TO VW
XYZABCD

E6

GHLIKLM NOPQRSTUV

TZAIMOW>>»N<XES
oOrr™O
< <@ N
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1IJKLMNOPQRSTUYV

IOMOUO®>N<XS
T

JKLMNO

PQRSTUVWKY

ZABCDEFG

H 110

KL M
NOPQRSTUVWXYZABCDEFGH1J 11
L MNOPQRSTUVWKYZABCDEFGHLJ K12

MNOP QRSTUVWKYZABCDE FGH1JK L13
NOPQRSTUV WK Y ZABCDEFCH1
JKL ML4

0PQRSTUVWKYZABCDEF

GHI JK

LM

N15

PQRSTUVWKYZABCDEFGHI JKLMN 016



QRSTUVKYZABCDEFGHI  JKL
MO P17

RSTUVWKYZABCDEFGHI JKLMNOPQLS
STUVWKYZABCDEFGHI JKLMN

0PQ R19

TUVWKYZABCDEFGHI JKLMNO

PQR S20

UVVKYZABCDEFGH! J KLVNOP

QRS T21

V W X

YZA

B C

GO TmMmao

H JKLMNOPQRST U22

WXYZABCDEFGH 1 J KLMNOPQR

STU V23

XYZABCDEFGHI JKLMNOPQRS

TUVW24

YZABCDEFGH 1 J KLMNOPQRSTUVWK~25 zABCDEFGH 1
JKLMNOPQRSTUVWK' Y26

ABC
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2, and so on. The top row of the square, in | ower case,
represents the

i ntext letters. You could enci pher each plaintext letter
according to any

i C of the 26 cipher al phabets. For exanple, if cipher

al phabet nunber 2

"jjused, then the letter a is enciphered as C, but if

ci pher al phabet numlj er

12 is used, then a is enciphered as M



If the sender were to use just one of the cipher al phabets
t o enci pher

go entire nmessage, this would effectively be a sinple
Caesar ci pher, which

woul d be a very weak form of encryption, easily deciphered
by an eneny

I nterceptor. However, in the Vigenere cipher a different
row of the

Vi genere square (a different cipher al phabet) is used to
encrypt different

fetters of the nessage. In other words, the sender m ght
encrypt the first

| etter according to row 5, the second according to row 14,
the third

according to row 21, and so on.

To unscranbl e the nessage, the intended receiver needs to
know whi ch

row of the Vigenere square has been used to enci pher each
| etter, so there

must be an agreed system of swi tching between rows. This
i s achi eved by

using a keyword. To illustrate how a keyword is used with
t he Vi genere

square to encrypt a short nessage, |et us encipher divert
troops to east

ridge, using the keyword WHITE. First of all, the keyword
I's spelled out

above the nessage, and repeated over and over again so
that each letter in the nmessage is associated with a letter
fromthe keyword. The ciphertext is

then generated as follows. To encrypt the first letter, d,
begi n by identifying

the key letter above it, W which in turn defines a
particular rowin the

Vi genere square. The row beginning with W row 22, is the
ci pher al phabet

that will be used to find the substitute letter for the
plaintext d. We |ook to

see where the colum headed by d intersects the row
beginning with W

which turns out to be at the letter Z Consequently, the
letter d in the plaintext

Is represented by Z in the ciphertext.



Keyword WHI TEWH TEWH TEWHI TEWHI
Pl ai ntext divertt roopstoeast r idge
Ci phertext ZPDXVPAZHSLZBH | WBKMZNM

To enci pher the second letter of the nessage, i, the
process i s repeat ed.
The key letter above i is H so it is encrypted via a

different rowin the
Vi genere square: the Hrow (row 7) which is a new ci pher
al phabet. To
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encrypt i, we |ook to see where the colum headed by i

I ntersects the row

beginning with H, which turns out to be at the letter P.
Consequently, the

letter i in the plaintext is represented by P in the

ci phertext. Each letter of

the keyword indicates a particular cipher al phabet within
t he Vigenere

square, and because the keyword contains five letters, the
sender encrypts

the nmessage by cycling through five rows of the Vigenere
square. The fifth

| etter of the nmessage is enciphered according to the fifth
| etter of the keyword,

E, but to encipher the sixth letter of the nessage we have
to return

Table 4 A Vigenere square with the rows defined by the
keyword WHI TE

hi ghl i ghted. Encryption is achieved by sw tching between
the five highlighted

ci pher al phabets, defined by W H, |, T and E
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the first letter of the keyword. A | onger keyword,
per haps a

or



phrase, would bring nore rows into the encryption process
and

ase the conplexity of the cipher. Table 4 shows a Vigenere
squar e,

lighting the five rows (i.e., the five cipher al phabets)
defined by the

O eyword WH TE.

? , The Sreat advantage of the Vigenere cipher is that it
Is inpregnable to "tfac frequency anal ysis described in
Chapter 1. For exanple, a cryptanal yst

vj ppl ying frequency analysis to a piece of ciphertext
woul d usual Iy begin

-, fey identifying the nost comon letter in the

ci phertext, which in this case is Z, and then assune that
this represents the nost common letter in

English, e. In fact, the letter Z represents three
different letters, d, r and s,

but not e. This is clearly a problemfor the cryptanal yst.
The fact that a

| etter which appears several tines in the ciphertext can
represent a

different plaintext letter on each occasi on generates
tremendous anbiguity

for the cryptanalyst. Equally confusing is the fact that a
| etter which

appears several tinmes in the plaintext can be represented
by different

| etters in the ciphertext. For exanple, the letter o is
repeated in troops,

but it is substituted by two different letters--the oo is
enci phered as HS.

As well as being invulnerable to frequency anal ysis, the
Vi gener e ci pher

| ias an enornous nunber of keys. The sender and receiver
can agree on

any word in the dictionary, any conbi nation of words, or
even fabricate

words. A cryptanal yst would be unable to crack the nessage



by searchi ng

all possi bl e keys because the nunber of options is sinply
t oo great.

" Vigenere's work culmnated in his Tmcte des Chiffres
("A Treatise on

Secret Witing"), published in 1586. Ironically, this was
the sane year that

Thomas Phel i ppes was breaking the ci pher of Mary Queen of
Scots. If

only Mary's secretary had read this treatise, he would
have known about

the Vigenere cipher, Mary's nessages to Babi ngton woul d
have baffl ed

Phel i ppes, and her life m ght have been spared.

Because of its strength and its guarantee of security, it
woul d seem

natural that the Vigenere cipher would be rapidly adopted
by ci pher

secretaries around Europe. Surely they would be relieved
t o have access,

once again, to a secure formof encryption? On the
contrary, cipher

secretaries seemto have spurned the Vigenere cipher. This
apparently

fl aw ess systemwould remain | argely neglected for the
next two centuri es.

52 The Code Book

From Shunni ng Vigenere to the Man in the Iron Mask

The traditional forms of substitution cipher, those that
exi sted before the

Vi genere cipher, were call ed nonoal phabetic substitution
ci phers because

t hey used only one cipher al phabet per nessage. In
contrast, the Vigenere

ci pher belongs to a class known as pol yal phabetic, because
It enpl oys

several cipher al phabets per nessage. The pol yal phabetic
nature of the



Vi genere cipher is what gives it its strength, but it also
makes it nuch

nore conplicated to use. The additional effort required in
order to inplenent

t he Vigenere cipher discouraged nmany people from enpl oyi ng
it.

For many seventeent h-century purposes, the nonoal phabetic
substitution

ci pher was perfectly adequate. If you wanted to ensure

t hat your

servant was unable to read your private correspondence, or
I f you wanted

to protect your diary fromthe prying eyes of your spouse,
t hen the ol d-fashi oned

type of cipher was ideal. Mnoal phabetic substitution was
gui ck, easy to use, and secure agai nst peopl e unschool ed

I n cryptanal ysis.

In fact, the sinple nonoal phabetic substitution cipher
endured in various

forms for many centuries (see Appendix D). For nore
serious applications,

such as mlitary and governnent conmuni cations, where
security

was paranmount, the straightforward nonoal phabetic cipher
was clearly

i nadequat e. Professional cryptographers in conbat with

pr of essi onal

crypt anal ysts needed sonething better, yet they were still
reluctant to

adopt the pol yal phabetic cipher because of its conplexity.
Mlitary

comruni cations, in particular, required speed and
sinplicity, and a

di plomatic office m ght be sending and recei ving hundreds
of messages

each day, so tine was of the essence. Consequently,

crypt ographers

searched for an internedi ate ci pher, one that was harder
to crack than a

strai ghtforward nonoal phabetic ci pher, but one that was
sinmpler to

I npl enent than a pol yal phabeti c ci pher.



The various candi dates included the remarkably effective
honmophoni c

substitution cipher. Here, each letter is replaced with a
vari ety of substitutes,

t he nunber of potential substitutes being proportional to
t he frequency

of the letter. For exanple, the letter a accounts for
roughly 8 per cent of

all letters in witten English, and so we woul d assign

ei ght synbols to

represent it. Each tine a appears in the plaintext it
woul d be replaced in

the ci phertext by one of the eight synbols chosen at
random so that by
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end of the enci phernent each synbol would constitute
roughly 1 per

S ~ent of the enciphered text. By conparison, the letter b
accounts for only

X pounds per cent of all letters, and so we would assign
only two synbols to

tepresent it. Each tine b appears in the plaintext either
of the two

synbol s coul d be chosen, and by the end of the

enci pherment each

synbol woul d al so constitute roughly 1 per cent of the
enci phered text. "jiis process of allotting varying nunbers
of synbols to act as substitutes

for each letter continues throughout the al phabet, until
we get to z, which is so rare that it has only one synbol to
act as a substitute. In the exanple

given in Table 5, the substitutes in the cipher al phabet
happen to be two-j Ugit

nunbers, and there are between one and twel ve substitutes
for each

|l etter in the plain al phabet, depending on each letter's
rel ati ve abundance.

We can think of all the two-digit nunbers that correspond
to the

plaintext letter a as effectively representing the sane
sound in the



ci phertext, nanely the sound of the letter a. Hence the
origin of the term

honmophoni ¢ substitution, honos neani ng "sanme" and phonos
meani ng

"sound" in Geek. The point of offering severa
substitution options for

popul ar letters is to balance out the frequencies of
synbols in the

Tabl e 5 An exanpl e of a honophonic substitution cipher.
The top row

represents the plain al phabet, while the nunbers bel ow
represent the cipher

al phabet, with several options for frequently occurring
letters.

ab
de
fg
j k1 mnop

gr st uvwxyz

0948 13

01 14

10 06 23 32

15 04 26 22 18 00 38

94 29 11 17 08 34 60 28 21 02
12 81 41

03 16

31 25 39 70

37 27 58 05 95

35 19 20 61 89 52

33 62

45 24

50 73

51 59 07

40 36 30 63

47

79 44

56 83

84 66 54

42 76 43

53



46

65 88

71 72

77 86 49
67

55

68 93

91 90

80 96 69
78

57

99

75

92

64

85

74

97

82

87

98
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ci phertext. If we enciphered a nessage using the cipher

al phabet in Table 5 then every nunber would constitute
roughly 1 per cent of the entire text.

I f no synbol appears nore frequently than any other, then
this would

appear to defy any potential attack via frequency

anal ysis. Perfect security?

Not quite.

The ciphertext still contains many subtle clues for the
cl ever cryptanal yst.

As we saw in Chapter 1, each letter in the English

| anguage has its

own personality, defined according to its relationship
with all the other

letters, and these traits can still be discerned even if
the encryption is by

honophoni ¢ substitution. In English, the nost extrene
exanple of a letter

with a distinct personality is the letter g, which is only



foll owed by one

letter, nanely u. If we were attenpting to deci pher a

ci phertext, we m ght

begin by noting that qis arare letter, and is therefore
likely to be represented

by just one synbol, and we know that u, which accounts for
roughly 3 per cent of all letters, is probably represented
by three synbols.

So, if we find a synbol in the ciphertext that is only
ever followed by

three particular synbols, then it would be sensible to
assune that the first

synbol represents g and the other three synbols represent
u. Gher letters

are harder to spot, but are also betrayed by their

rel ati onshi ps to one

anot her. Al though the honophonic cipher is breakable, it
I's much nore

secure than a straightforward nonoal phabetic ci pher.

A honophoni c ci pher m ght seemsimlar to a polyal phabetic
ci pher

I nasmuch as each plaintext letter can be enci phered in
many ways, but

there is a crucial difference, and the honophonic cipher
Is in fact a type

of nonoal phabetic ci pher. In the table of honophones shown
above, the

| etter a can be represented by ei ght nunbers.
Significantly, these eight

nunbers represent only the letter a. In other words, a
plaintext letter can

be represented by several synbols, but each synbol can
only represent

one letter. In a polyal phabetic cipher, a plaintext letter
will also be represented

by different synbols, but, even nore confusingly, these
synbol s

will represent different letters during the course of an
enci pher nent.

Per haps the fundanmental reason why the honophoni c ci pher
I s considered
nonoal phabetic is that once the cipher al phabet has been



establ i shed,

It remains constant throughout the process of encryption.
The fact

that the cipher al phabet contains several options for
encrypting each letter

Is irrelevant. However, a cryptographer who is using a
pol yal phabeti c
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pher nmust continually switch between distinctly different
ci pher al pha-il bets
during the process of encryption.

f~ By tweaki ng the basic nonoal phabetic cipher in various
ways, such as

Soddi ng honophones, it becane possible to encrypt nessages
securely,

-without having to resort to the conplexities of the

pol yal phabeti c ci pher.

/1 One of the strongest exanples of an enhanced

nonoal phabeti c ci pher

",| was the Geat C pher of Louis XIV. The Geat C pher
was used to encrypt

<I the king's nost secret nessages, protecting details of
his plans, plots and

"] political schem ngs. One of these nessages nentioned
one of the nost

* enigmatic characters in French history, the Man in the

| ron Mask, but the

" strength of the Great G pher neant that the nmessage and
its remarkabl e

- contents woul d remai n undeci phered and unread for two
centuries.

The Great G pher was invented by the father-and-son team
of Antoi ne

and Bonaventure Rossignol. Antoine had first cone to
prom nence in

1626 when he was given a coded letter captured from a
messenger | eavi ng



the besieged city of Realnont. Before the end of the day
he had deci phered

the letter, revealing that the Huguenot army which held
the city

was on the verge of collapse. The French, who had

previ ously been

unawar e of the Huguenots' desperate plight, returned the
| etter acconpani ed

by a deci phernent. The Huguenots, who now knew that their
eneny woul d not back down, pronptly surrendered. The
deci pher nent

had resulted in a painless French victory.

The power of codebreaki ng becane obvious, and the

Rossi gnol s were

appoi nted to senior positions in the court. After serving
Louis XIl1, they

then acted as cryptanal ysts for Louis XV, who was so

| npressed that he

noved their offices next to his own apartnents so that
Rossi gnol pert et

fils could play a central role in shaping French

di pl omatic policy. One of

the greatest tributes to their abilities is that the word
rossi gnol becane

French slang for a device that picks |ocks, a reflection
of their ability to

unl ock ci phers.

The Rossignols' prowess at cracking ciphers gave them an
I nsight into

how to create a stronger form of encryption, and they

i nvented the so-call ed

G eat C pher. The G eat C pher was so secure that it
defied the

efforts of all eneny cryptanal ysts attenpting to steal
French secrets.

Unfortunately, after the death of both father and son, the
G eat G pher

fell into disuse and its exact details were rapidly |ost,
whi ch neant that
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enci phered papers in the French archives could no | onger
be read. The

Great G pher was so strong that it even defied the efforts
of subsequent

generations of codebreakers.

H storians knew that the papers encrypted by the G eat

C pher woul d

offer a unique insight into the intrigues of
sevent eent h-century France,

but even by the end of the nineteenth century they were
still unable to

deci pher them Then, in 1890, Victor Gendron, a mlitary
hi stori an

researchi ng the canpaigns of Louis XIV, unearthed a new
series of letters

enci phered with the G eat C pher. Unable to nake sense of
t hem he

passed them on to Commandant Eti enne Bazeries, a

di sti ngui shed expert

in the French Arny's Cryptographi c Departnent. Bazeries
vi ewed t he

| etters as the ultimte chall enge, and he spent the next
three years of his

life attenpting to deci pher them

The encrypted pages contai ned thousands of nunbers, but
only 587

different ones. It was clear that the G eat C pher was
nore conplicated

than a straightforward substitution cipher, because this
woul d require just

26 different nunbers, one for each letter. Initially,
Bazeri es thought that

t he surplus of nunbers represented honophones, and that
several nunbers

represented the sane letter. Exploring this avenue took
nont hs of

pai nstaking effort, all to no avail. The G eat G pher was
not a honophonic



ci pher.

Next, he hit upon the idea that each nunber m ght
represent a pair of

| etters, or a digraph. There are only 26 individual

|l etters, but there are 676

possi ble pairs of letters, and this is roughly equal to
the variety of

nunbers in the ciphertexts. Bazeries attenpted a

deci phernment by

| ooki ng for the nost frequent nunbers in the ciphertexts
(22, 42, 124,

125 and 341), assum ng that these probably stood for the
conmonest

French di graphs (es, en, ou, de, nt). In effect, he was
appl yi ng

frequency analysis at the level of pairs of letters.
Unfortunately, again

after nonths of work, this theory also failed to yield any
meani ngf ul

deci phernments.

Bazeri es must have been on the point of abandoning his
obsessi on,

when a new | ine of attack occurred to him Perhaps the
di graph i dea was

not so far fromthe truth. He began to consider the
possi bility that each

nunber represented not a pair of letters, but rather a
whol e syl |l able. He

attenpted to match each nunber to a syll able, the nost
frequently
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I occurring nunbers presunably representing the commobnest
French

syllables. He tried various tentative pernutations, but
they all resulted in

gi bberish--until he succeeded in identifying one
particular word. A cluster

of nunbers (124-22-125-46-345) appeared several tines on
each page,



and Bazeries postul ated that they represented
| es-en-ne-m-s, that is, "les
ennem s." This proved to be a crucial breakthrough.

Bazeries was then able to continue by exam ni ng ot her
parts of the

ci phertexts where these nunbers appeared within different
wor ds. He

then inserted the syllabic values derived from"les
ennem s, " which

reveal ed parts of other words. As crossword addi cts know,
when a word is

partly conpleted it is often possible to guess the

remai nder of the word.

As Bazeries conpl eted new words, he also identified
further syllables,

which in turn led to other words, and so on. Frequently he
woul d be

stunped, partly because the syll abic val ues were never
obvi ous, partly

because sone of the nunbers represented single letters
rat her than syl l abl es,

and partly because the Rossignols had laid traps within

t he ci pher.

For exanpl e, one nunber represented neither a syllable nor
a letter, but

i nstead deviously del eted the previous nunber.

When the deci phernment was eventual |y conpl eted, Bazeries
becane

the first person for two hundred years to witness the
secrets of Louis X V.

The newl y deci phered material fascinated historians, who
f ocused on one

tantalizing letter in particular. It seened to solve one
of the great nysteries

of the seventeenth century: the true identity of the Mn
in the Iron Mask

The Man in the Iron Mask has been the subject of nuch
specul ati on

ever since he was first inprisoned at the French fortress
of Pignerole in

Savoy. When he was transferred to the Bastille in 1698,



peasants tried to

catch a glinpse of him and variously reported him as
bei ng short or tall,

fair or dark, young or old. Sone even clained that he was
a she. Wth so

few facts, everyone fromVoltaire to Benjam n Franklin
concocted their

own theory to explain the case of the Man in the Iron
Mask. The nost

popul ar conspiracy theory relating to the Mask (as he is
soneti nes call ed)

suggests that he was the twin of Louis XIV, condemed to
I mpri sonnment

I n order to avoid any controversy over who was the
rightful heir to the

throne. One version of this theory argues that there

exi sted descendants

of the Mask and an associ ated hi dden royal bl oodline. A
panphl et

publ i shed in 1801 said that Napol eon hinself was a
descendant of the
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Mask, a runor which, since it enhanced his position, the
enperor did not
deny.

The nyth of the Mask even inspired poetry, prose and
drama. I n 1848

Vi ctor Hugo had begun witing a play entitled Tw ns, but
when he found

t hat Al exandre Dumas had al ready plunped for the sane

pl ot, he abandoned

the two acts he had witten. Ever since, it has been
Dumas' s nane

that we associate with the story of the Man in the Iron
Mask. The success

of his novel reinforced the idea that the Mask was rel ated
to the king, and

this theory has persisted despite the evidence revealed in



one of Bazeries's
deci pher nent s.

Bazeri es had deciphered a letter witten by Francois de
Louvoi s, Louis

XIV's Mnister of War, which began by recounting the
crimes of Vivien de

Bul onde, the conmander responsible for |eading an attack
on the town of

Cuneo, on the French-Italian border. Al though he was
ordered to stand his

ground, Bul onde becane concerned about the arrival of
eneny troops

fromAustria and fled, |eaving behind his nmunitions and
abandoni ng nmany

of his wounded sol diers. According to the Mnister of \Wr,
t hese actions

j eopardi zed the whol e Pi ednont canpaign, and the letter
made it clear that

the king viewed Bul onde's actions as an act of extrene
cowar di ce:

Hi s Maj esty knows better than any other person the
consequences of this

act, and he is also aware of how deeply our failure to
take the place wll

prejudi ce our cause, a failure which nust be repaired
during the wnter.

His Majesty desires that you i medi ately arrest Ceneral
Bul onde and

cause himto be conducted to the fortress of Pignerole,
where he will be

| ocked in a cell under guard at night, and permtted to
wal k the battlenments

during the day with a nmask.

This was an explicit reference to a masked prisoner at
Pignerole, and a sufficiently

serious crine, with dates that seemto fit the nyth of the
Man in

the Iron Mask. Does this solve the nystery? Not
surprisingly, those favoring



nore conspiratorial solutions have found flaws in Bul onde
as a candi dat e.

For exanple, there is the argunent that if Louis XV was

actual ly

attenpting to secretly inprison his unacknow edged tw n,

t hen he would

have left a series of false trails. Perhaps the encrypted
|l etter was neant to

be deci phered. Perhaps the nineteenth-century codebreaker
Bazeries had

fallen into a seventeenth-century trap.
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The Bl ack Chanbers

Rei nforcing the nonoal phabetic cipher by applying it to
syl | abl es or

addi ng honophones m ght have been sufficient during the
1600s, but by

the 1700s cryptanal ysis was beconm ng industrialized, with
teans of gover nnment

cryptanal ysts working together to crack many of the nost
conpl ex

nonoal phabeti ¢ ci phers. Each European power had its own
so-cal |l ed

Bl ack Chanber, a nerve center for deciphering nessages and
gat heri ng

intelligence. The nost cel ebrated, disciplined and
efficient Black

Chanber was the Gehei ne Kabi nets-Kanzlei in Vienna.

It operated according to a rigorous tinetable, because it
was vital that

Its nefarious activities should not interrupt the snooth
runni ng of the

postal service. Letters which were supposed to be
delivered to enbassies

in Vienna were first routed via the Bl ack Chanber,
arriving at 7 a.m

Secretaries nelted seals, and a team of stenographers



worked in parallel to

make copies of the letters. If necessary, a | anguage
speci al i st woul d take

responsibility for duplicating unusual scripts. Wthin
three hours the letters

had been resealed in their envel opes and returned to the
central post

office, so that they could be delivered to their intended
destination. Mail

nmerely in transit through Austria would arrive at the

Bl ack Chanber at 10

A.M, and mail |eaving Viennese enbassies for destinations
outside Austria

would arrive at 4 PP.M Al these letters would al so be
copi ed before being

allowed to continue on their journey. Each day a hundred
letters would

filter through the Viennese Bl ack Chanber.

The copies were passed to the cryptanal ysts, who sat in
littl e ki osks,

ready to tease out the neanings of the nessages. As well
as supplying the

enperors of Austria with invaluable intelligence, the

Vi ennese Bl ack

Chanber sold the information it harvested to other powers
in Europe. In

1774 an arrangenent was made wi th Abbot Ceorgel, the
secretary at the

French Enbassy, which gave himaccess to a tw ce-weekly
package of

I nformation in exchange for 1,000 ducats. He then sent
these letters,

whi ch contai ned the supposedly secret plans of various
nmonar chs,

straight to Louis XV in Paris.

The Bl ack Chanbers were effectively making all forns of
nonoal phabeti c

ci pher insecure. Confronted with such professional
cryptanal yti c opposition,

cryptographers were at |last forced to adopt the nore
conpl ex but nore

I
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secure Vigenere cipher. Gadually, cipher secretaries
began to switch to using

pol yal phabetic ciphers. In addition to nore effective
cryptanal ysis, there was

anot her pressure that was encouragi ng the nove toward
securer forns of

encryption: the devel opnent of the tel egraph, and the need
to protect

tel egrans frominterception and deci pher nment.

Al t hough the tel egraph, together with the ensuing

t el ecommuni cati ons

revol ution, canme in the nineteenth century, its origins
can be traced all the

way back to 1753. An anonynous letter in a Scottish
magazi ne descri bed

how a nmessage coul d be sent across | arge di stances by
connecting the

sender and receiver with 26 cables, one for each letter of
t he al phabet. The

sender could then spell out the nmessage by sendi ng pul ses
of electricity

al ong each wire. For exanple, to spell out hello, the
sender woul d begin

by sending a signal down the h wire, then down the e wre,
and so on. The

recei ver woul d sonehow sense the electrical current
energi ng from each

wire and read the nessage. However, this "expeditious

nmet hod of conveying

intelligence,” as the inventor called it, was never
constructed, because

there were several technical obstacles that had to be
over corme.



For exanpl e, engineers needed a sufficiently sensitive
system f or

detecting electrical signals. In England, Sir Charles
Wheat st one and

Wl liam Fothergill Cooke built detectors from nmagnetized
needl es,

whi ch woul d be deflected in the presence of an incom ng

el ectric current.

By 1839, the Weat st one- Cooke system was being used to
send

nmessages between railway stations in Wst Drayton and
Paddi ngt on, a

di stance of 29 km The reputation of the telegraph and its
remar kabl e

speed of conmmuni cati on soon spread, and nothing did nore
to popul ari ze

its power than the birth of Queen Victoria' s second son,
Prince

Al fred, at Wndsor on August 6, 1844. News of the birth
was tel egraphed

to London, and within the hour The Tines was on the
streets

announcing the news. It credited the technol ogy that had
enabl ed this

feat, nentioning that it was "indebted to the

extraordi nary power of the
El ectro- Magneti c Tel egr aph.
t el egraph gai ned

further fame when it hel ped capture John Tawel |, who had
mur dered his

m stress in Slough, and who had attenpted to escape by
junmping on to

a London-bound train. The | ocal police tel egraphed Tawel Ps
descri ption

to London, and he was arrested as soon as he arrived at
Paddi ngt on.

" The follow ng year, the

Meanwhil e, in Anerica, Sanuel Mrse had just built his
first tel egraph

Le Chiffre Indechiffiable 61



line, a system spanning the 60 km between Baltinore and
Washi ngt on.

Morse used an el ectromagnet to enhance the signal, so that
upon arriving

at the receiver's end it was strong enough to nmake a
series of short and

| ong marks, dots and dashes, on a piece of paper. He al so
devel oped the

now fam liar Mrse code for translating each letter of the
al phabet into a

series of dots and dashes, as given in Table 6. To

conpl ete his system he

desi gned a sounder, so that the receiver woul d hear each

| etter as a series

of audi bl e dots and dashes.

Back in Europe, Miyrse's approach gradually overtook the
Wheat st one- Cooke

systemin popularity, and in 1851 a European form of Morse
code,

whi ch included accented letters, was adopted throughout

t he Continent.

As each year passed, Mdrse code and the tel egraph had an

I ncreasi ng

I nfl uence on the world, enabling the police to capture
nore crimnals,

hel pi ng newspapers to bring the very |atest news,
provi di ng val uabl e

I nformati on for businesses, and allow ng di stant conpani es
to make

I nst ant aneous deal s.

However, guardi ng these often sensitive comuni cati ons was
a mj or

concern. The Mrse code itself is not a form of

crypt ography, because

there is no conceal nent of the nessage. The dots and
dashes are nerely

a convenient way to represent letters for the tel egraphic
medi um Mor se

code is effectively nothing nore than an alternative

al phabet. The probl em

of security arose primarily because anyone wanting to send
a nessage



woul d have to deliver it to a Morse code operator, who
woul d t hen have

toread it in order to transmt it. The tel egraph
operators had access to

every nessage, and hence there was a ri sk that one conpany
m ght bri be

an operator in order to gain access to a rival's

communi cations. This

problemwas outlined in an article on tel egraphy published
in 1853 in

Engl and's Quarterly Revi ew.

Means shoul d al so be taken to obviate one great objection,
at present felt

Wi th respect to sending private comuni cations by

tel egraph-the viol ation

of all secrecy-for in any case hal f-a-dozen people nust be
cogni zant of

every word addressed by one person to another. The clerks
of the English

Tel egraph Conpany are sworn to secrecy, but we often wite
things that it

woul d be intolerable to see strangers read before our

eyes. This is a grievous

fault in the telegraph, and it nust be renedi ed by sone
nmeans or ot her.
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The solution was to enci pher a nessage before handing it
to the tel egraph

operator. The operator would then turn the ciphertext into
Mor se code

before transmtting it. As well as preventing the
operators from seei ng

sensitive material, encryption also stymed the efforts of
any spy who

m ght be tapping the tel egraph wire. The pol yal phabetic



Vi gener e ci pher
was clearly the best way to ensure secrecy for inportant
busi ness

Table 6 International Mrse Code synbols.

Synmbol Code
Synbol Code

OCMNU<OX®WSE >

1
_I.I

full stop

,og'oomzoogxll—owxm‘—'-bl—\wxmo'—'

uestion mark --

0 Q



col on

S

semcolon . .

T

hyphen

U

sl ash

V

guotation mark . .. .
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communi cations. It was consi dered unbreakabl e, and becane
known as le

chiffre indechiffnbk. Cryptographers had, for the tine
being at | east, a clear

| ead over the cryptanal ysts.

M . Babbage Versus the Vigenere C pher

The nost intriguing figure in nineteenth-century
cryptanal ysis is Charles

Babbage, the eccentric British genius best known for
devel opi ng the

bl ueprint for the nodern conputer. He was born in 1791

t he son of

Benj am n Babbage, a weal thy London banker. Wen Charl es
marri ed

W thout his father's perm ssion, he no | onger had access
to the Babbage

fortune, but he still had enough noney to be financially
secure, and he

pursued the life of a roving scholar, applying his mnd to
what ever

problemtickled his fancy. His inventions include the
speedonet er and

t he cowcatcher, a device that could be fixed to the front
of steam

| oconotives to clear cattle fromrailway tracks. In terns
of scientific

br eakt hr oughs, he was the first to realize that the width
of atree ring



depended on that year's weather, and he deduced that it
was possible to

determ ne past climates by studying ancient trees. He was
al so intrigued

by statistics, and as a diversion he drew up a set of
nortality tables, a basic

tool for today's insurance industry.

Babbage did not restrict hinmself to tackling scientific
and engi neering

probl enms. The cost of sending a letter used to depend on
t he di stance

the letter had to travel, but Babbage pointed out that the
cost of the

| abor required to calculate the price for each letter was
nore than the

cost of the postage. Instead, he proposed the system we
still use today-- a single price for all letters, regardless
of where in the country the

addressee lives. He was also interested in politics and
soci al issues, and

toward the end of his |ife he began a canpaign to get rid
of the organ

grinders and street nusicians who roaned London. He
conpl ai ned t hat

the music "not infrequently gives rise to a dance by
littl e ragged urchins,

and sonetimes hal f-intoxicated nmen, who occasionally
acconpany the

noi se with their own di scordant voices. Another class who
are great

supporters of street nusic consists of |adies of elastic
virtue and

cosnopol itan tendencies, to whomit affords a decent
excuse for

di splaying their fascinations at their open w ndows."
Unfortunately for
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Babbage, the nusicians fought back by gathering in | arge
groups around
hi s house and playing as | oud as possible.

The turning point in Babbage's scientific career cane in
1821, when he

and the astrononer John Herschel were exam ning a set of
mat hemati ca

tabl es, the sort used as the basis for astronom cal,

engi neeri ng and

navi gati onal cal cul ations. The two nen were di sgusted by
t he nunber of

errors in the tables, which in turn would generate fl aws
I n 1nportant

cal cul ati ons. One set of tables, the Nautical Epheneris
for Finding Latitude

and Longitude at Sea, contained over a thousand errors.

| ndeed, many

shi pwrecks and engi neering di sasters were blaned on faulty
t abl es.

These mat hemati cal tables were cal culated by hand, and the
m st akes

were sinmply the result of human error. This caused Babbage
to exclaim "I

wi sh to God these cal cul ati ons had been executed by
steam " This marked

t he begi nning of an extraordinary endeavor to build a
machi ne capabl e of

faultlessly calculating the tables to a high degree of
accuracy. In 1823

Babbage designed "Difference Engine No. 1," a magnificent
cal cul at or

consi sting of 25,000 precision parts, to be built with
gover nnent fundi ng.

Al t hough Babbage was a brilliant innovator, he was not a
great inplenenter.
After ten years of toil, he abandoned "Difference Engine

No. 1," cooked up
an entirely new design, and set to work building
"Difference Engine No. 2."

When Babbage abandoned his first machi ne, the governnent
| ost



confidence in himand decided to cut its | osses by

w thdrawing fromthe

project--it had already spent 17,470, pounds enough to
build a pair of battl eships.

It was probably this w thdrawal of support that |ater
pronpt ed

Babbage to nake the follow ng conplaint: "Propose to an
Engl i shman

any principle, or any instrunment, however adm rable, and
you wi Il | observe

that the whole effort of the English mnd is directed to
find a

difficulty, a defect, or an inpossibility init. If you
speak to himof a

machi ne for peeling a potato, he will pronounce it

I npossible: if you peel

a potato with it before his eyes, he will declare it

usel ess, because it wl|

not slice a pineapple.”

Lack of government funding nmeant that Babbage never
conpl et ed

Difference Engine No. 2. The scientific tragedy was that
Babbage' s machi ne

woul d have been a stepping-stone to the Anal ytical Engine,
whi ch

woul d have been programmabl e. Rather than nerely
calculating a specific

set of tables, the Anal ytical Engi ne would have been able
to solve a

Figure 12 Charl es Babbage.
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variety of mathematical problens depending on the

I nstructions that

It was given. In fact, the Analytical Engine provided the
tenpl ate

for nodern conputers. The design included a "store"



(menory) and

a "mll" (processor), which would allow it to nmake
deci si ons and

repeat instructions, which are equivalent to the "if
t hen . " and

"l oop"” conmands i n nodern progranm ng.

A century later, during the course of the Second Wrld
VWar, the first

el ectronic incarnations of Babbage's nmachi ne woul d have a
pr of ound

effect on cryptanalysis, but, in his owm |ifetine, Babbage
made an equal ly

| nportant contribution to codebreaking: he succeeded in

br eaki ng t he

Vi genere cipher, and in so doing he made the greatest

br eakt hr ough in

cryptanal ysis since the Arab scholars of the ninth century
br oke the

nonoal phabeti c ci pher by inventing frequency anal ysis.
Babbage' s wor k

requi red no mechani cal cal cul ati ons or conpl ex
conput ati ons. | nstead,

he enpl oyed not hing nore than sheer cunning.

Babbage had becone interested in ciphers at a very young
age. In later

life, he recalled how his chil dhood hobby occasionally got
himinto

troubl e: "The bigger boys made ciphers, but if I got hold
of a few words,

| usually found out the key. The consequence of this

i ngenuity was

occasional ly painful: the owners of the detected ciphers
soneti mes

t hrashed ne, though the fault lay in their own stupidity."”
These beati ngs

did not discourage him and he continued to be enchanted
by

cryptanal ysis. He wote in his autobiography that

"deci phering is, in ny

opi ni on, one of the nost fascinating of arts."

He soon gained a reputation within London society as a



crypt anal yst

prepared to tackle any encrypted nessage, and strangers
woul d appr oach

himw th all sorts of problens. For exanple, Babbage

hel ped a desperate

bi ographer attenpting to deci pher the shorthand notes of
John

FIl anst eed, England's first Astrononer Royal. He also cane
to the rescue

of a historian, solving a cipher of Henrietta Maria, wife
of Charles I. In

1854, he collaborated with a barrister and used
cryptanalysis to revea

crucial evidence in a legal case. Over the years, he
accunul ated a thick file

of encrypted nmessages, which he planned to use as the
basis for an

aut horitative book on cryptanalysis, entitled The

Pbi ksophy of Decyphering. The book would contain two exanpl es
of every kind of cipher, one that

woul d be broken as a denonstration and one that woul d be
| eft as an

Le Chiffre Indechiffrable 67

exercise for the reader. Unfortunately, as wi th many ot her
of his grand
pl ans, the book was never conpl eted.

Wil e nost cryptanal ysts had given up all hope of ever
breaki ng t he

Vi genere ci pher, Babbage was inspired to attenpt a

deci phernment by an

exchange of letters with John Hall Brock Thwaites, a
dentist from Bri stol

with a rather innocent view of ciphers. In 1854, Thwaites
clainmed to have

i nvented a new ci pher, which, in fact, was equivalent to
t he Vigenere

ci pher. He wote to the Journal of the Society of Arts
wWith the intention of

patenting his idea, apparently unaware that he was several
centuries too



| ate. Babbage wote to the Society, pointing out that "the
cypher ... is a

very old one, and to be found in nost books." Thwaite was

unapol ogeti c

and chal | enged Babbage to break his ci pher. Wether or not
It was

breakabl e was irrelevant to whether or not it was new, but
Babbage' s

curiosity was sufficiently aroused for himto enbark on a

search for a

weakness in the Vigenere cipher.

Cracking a difficult cipher is akin to clinbing a sheer
cliff face. The

cryptanal yst i s seeking any nook or cranny which could
provi de the

slightest purchase. In a nonoal phabetic cipher the
cryptanalyst will latch

on to the frequency of the letters, because the commonest
| etters, such as

e, t and a, will stand out no matter how they have been
di sgui sed. In the

pol yal phabeti c Vi genere ci pher the frequencies are nuch
nor e bal anced,

because the keyword is used to swtch between cipher

al phabets. Hence,

at first sight, the rock face seens perfectly snpoth.

Renenber, the great strength of the Vigenere cipher is

t hat the sane

letter will be enciphered in different ways. For exanpl e,
I f the keyword is

KING then every letter in the plaintext can potentially

be enciphered in

four different ways, because the keyword contains four

| etters. Each letter

of the keyword defines a different cipher al phabet in the
Vi gener e square,

as shown in Table 7. The e colum of the square has been

hi ghlighted to

show how it is enciphered differently, depending on which
| etter of the

keyword is defining the enciphernent:



If the Kof KINGis used to
ci phertext letter isQ
If the | of KINGis used to
ci phertext letter isM
If the Nof KINGis used to
ci phertext letter is R
If the Gof KINGis used to
ci phertext letter is K
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enci pher
enci pher
enci pher

enci pher

t hen t he

t hen t he

t hen t he

t hen t he

resulting
resulting
resul ting

resulting

Table 7 A Vigenere square used in conmbination with the

keyword KI NG The

keyword defines four separate ci pher al phabets,

the letter e may be
encrypted as 0, M R or K
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] Simlarly-whole

words w Il be deciphered in different ways: the word the,
for exanple, could be enci phered as DPR, BUK, CNO or ZRM
dependi ng

on its position relative to the keyword. Although this
makes cryptanal ysis

difficult, it is not inpossible. The inportant point to
note is that

if there are only four ways to encipher the word the, and
the original nessage

contains several instances of the word the, then it is
highly likely that

sone of the four possible enciphernents will be repeated
I n the ciphertext.

This is denonstrated in the follow ng exanple, in which
the line The

Sun and the Man in the Moon has been enci phered using the
Vi genere

ci pher and the keyword KI NG

Keywor d KI NGKI NGKI NGKI NGKI NGKI NG
Pl ai nt ext t hesunandt heman i nt henpon

G phertext DPRYEVNTNBUKW AOXBUK WNB T

The word the is enciphered as DPRin the first instance,
and then as BUK

on the second and third occasions. The reason for the
repetition of BUK

is that the second the is displaced by eight letters with
respect to the third

the, and eight is a nultiple of the length of the keyword,
which is four

|l etters long. In other words, the second the was

enci phered according to



iIts relationship to the keyword (the is directly bel ow

I NG, and by the

time we reach the third the, the keyword has cycl ed around
exactly tw ce,

to repeat the relationship, and hence repeat the

enci pher nent.

Babbage realized that this sort of repetition provided him
with exactly

the foothold he needed in order to conquer the Vigenere
ci pher. He was

able to define a series of relatively sinple steps which
could be foll owed

by any cryptanalyst to crack the hitherto chiffre

i ndechi ff nbk. To

denmonstrate his brilliant technique, |et us inmagine that
we have

I ntercepted the ciphertext shown in Figure 13. W know
that it was

enci phered using the Vigenere cipher, but we know not hing
about the

original nessage, and the keyword is a nystery.

The first stage in Babbage's cryptanalysis is to | ook for
sequences of

| etters that appear nore than once in the ciphertext.
There are two ways

that such repetitions could arise. The nost likely is that
t he sane

sequence of letters in the plaintext has been enci phered
usi ng the sane

part of the key. Alternatively, there is a slight
possibility that two different

sequences of letters in the plaintext have been enci phered
usi ng different
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parts of the key, coincidentally |eading to the identical
sequence in the

ci phertext. If we restrict ourselves to | ong sequences,
then we largely

di scount the second possibility, and, in this case, we



shal | consi der

repeat ed sequences only if they are of four letters or
nore. Table 8 is a | og

of such repetitions, along with the spaci ng between the
repetition. For

exanpl e, the sequence E-F-1-Q appears in the first line of
t he ci phertext

and then in the fifth line, shifted forward by 95 letters.

As well as being used to encipher the plaintext into

ci phertext, the keyword

Is al so used by the receiver to deci pher the ciphertext
back into

pl ai ntext. Hence, if we could identify the keyword,

deci phering the text

woul d be easy. At this stage we do not have enough
information to work

out the keyword, but Table 8 does provide sone very good
clues as to its

| ength. Having listed which sequences repeat thenselves
and the spacing

bet ween these repetitions, the rest of the table is given
over to identifying the factors of the spacing--the nunbers
that will divide into the spacing.

W B E F
| XCGT
W Z MP
YMH F E

WC XY M
XY MM

QY CCM
EEXMR
UVPMV
P QE HM
| QVLOQ
VVQSZ
WAD | C

FPPAY
PYVAC
| DGX M
UzKI Z



| QLZ UR
MPI F KR
ULMB N Y
FNZP S D
DAVQE E

SEME F C
TWWF B

ULUK S G
YQYC X T
0ZCl WC
MZVP P X
ETRL Q Z
CGDWH Q
Bl YBJ U
DCFQN Z
QQVE B M

BZLI UA

c
o
<
<
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MMV 0 W
TWR L Q
PI FPP
QALKE
MMV Z
HMY MV T
01 R QW
VMVJLE
LPEVQV
Y T QONC
QETRL I
LRXTQY
RQAERL
TELSFJ
SLMAEZ
ZMORV G
VQI YXE
SGNTJP
KLLLNM
KSDVPT
ZMGCVK

Figure 13 The ci phertext, enciphered using the Vigenere
ci pher.
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For exanple, the sequence WC-X-Y-Mrepeats itself after
20 letters, and

the nunmbers 1, 2, 4, 5, 10 and 20 are factors, because
they divide perfectly

Into 20 without |eaving a remainder. These factors suggest
Ssix possibilities:

(1) The key is 1 letter long and is recycled 20
ti mes between encryptions.
(2) The key is 2 letters long and is recycled 10 tines



bet ween encrypti ons.

(3) The key is 4 letters long and is recycled 5

ti mes between encryptions.

(4) The key is 5 letters long and is recycled 4 tines
bet ween encrypti ons.

(5) The key is 10 letters long and is recycled 2 tines
bet ween encrypti ons.

(6) The key is 20 letters long and is recycled 1 tine
bet ween encrypti ons.

The first possibility can be excluded, because a key that
is only 1 letter

| ong gives rise to a nonoal phabetic ci pher--only one row
of the Vigenere

square woul d be used for the entire encryption, and the
ci pher al phabet

woul d remai n unchanged; it is unlikely that a

crypt ographer woul d do

this. To indicate each of the other possibilities, a/ is
placed in the

appropriate colum of Table 8. Each / indicates a
potential key |ength.

To identify whether the key is 2, 4, 5, 10 or 20 letters

| ong, we need to

| ook at the factors of all the other spacings. Because the
keyword seens to

be 20 letters or smaller, Table 8 |ists those factors that
are 20 or smaller for

each of the other spacings. There is a clear propensity
for a spacing

divisible by 5. In fact, every spacing is divisible by 5.
The first repeated

sequence, E-F-1-Q can be explained by a keyword of |ength
5 recycl ed

ni neteen tines between the first and second encrypti ons.
The second

repeat ed sequence, P-S-D-L-P, can be explained by a
keyword of length 5

recycled just once between the first and second
encryptions. The third

Tabl e 8 Repetitions and spacings in the



ci phertext.

Repeat ed

seguence

Repeat

spaci ng

Possi bl e I ength of key (or factors)

23456
78 9 10 11 12 13 14 15
16 17 18 1920

EF-1Q
95

/

/
PS-D-LP
5/

WC- XYM
20/

I 111
ET- RL
120

/

/

I 11

I 11 11
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repeat ed sequence, WGC-X-Y-M can be explained by a
keyword of length 5

recycled four tines between the first and second
encryptions. The fourth

repeat ed sequence, E-T-R-L, can be explained by a keyword
of length 5

recycled twenty-four tines between the first and second
encryptions. In

short, everything is consistent with a five-letter
keywor d.

Assum ng that the keyword is indeed 5 letters long, the



next step is to

work out the actual letters of the keyword. For the tine
being, let us call

the keyword Lj-I1~-Lj-17-17", such that Lj represents the
first letter of the

keyword, and so on. The process of enciphernent would have
begun wi th

enci phering the first letter of the plaintext according to
the first letter of

the keyword, Lj. The letter L j defines one row of the

Vi genere square, and

effectively provides a nonoal phabetic substitution cipher
al phabet for

the first letter of the plaintext. However, when it cones
to encrypting the

second letter of the plaintext, the cryptographer woul d
have used | £ to define a different row of the Vigenere
square, effectively providing a

di fferent nonoal phabetic substitution cipher al phabet. The
third letter of

pl ai nt ext woul d be encrypted according to Lj, the fourth
according to 1.4,

and the fifth according to 1.5. Each letter of the keyword
is providing a

di fferent cipher al phabet for encryption. However, the
sixth letter of the

pl ai nt ext woul d once again be encrypted according to Lj,

t he seventh

| etter of the plaintext would once again be encrypted
according to 1-2, and

the cycle repeats itself thereafter. In other words, the
pol yal phabeti c

ci pher consists of five nonoal phabetic ciphers, each
nonoal phabeti c ci pher

I's responsible for encrypting one-fifth of the entire
nmessage, and, nost

I nportantly, we already know how to cryptanal yze

nonoal phabeti c ci phers.

W proceed as follows. W know that one of the rows of the
Vi gener e

square, defined by Lj, provided the cipher al phabet to
encrypt the 1st,

6th, Ilth, 16th, . . . letters of the nessage. Hence, if



we | ook at the 1st,

6th, Ilth, 16th,... letters of the ciphertext, we should
be able to use ol d-fashioned

frequency analysis to work out the cipher al phabet in
guesti on.

Figure 14 shows the frequency distribution of the letters
t hat appear in

the 1st, 6th, Ilth, 16th,. . . positions of the
ci phertext, which are W |, R
E,.... At this point, renmenber that each ci pher al phabet

in the Vigenere

square is sinply a standard al phabet shifted by a val ue
between 1 and 26.

Hence, the frequency distribution in Figure 14 shoul d have
simlar

features to the frequency distribution of a standard

al phabet, except that
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it will have been shifted by sone distance. By conparing
the Li

distribution with the standard distribution, it should be
possi ble to work

out the shift. Figure 15 shows the standard frequency
distribution for a

pi ece of English plaintext.

The standard distribution has peaks, plateaus and vall eys,
and to match

it with the Lj cipher distribution we |ook for the nost
out st andi ng

conbi nati on of features. For exanple, the three spikes at
R-S-T in the

nnn, nnn U ABCDEFCH j KL
MNOPQRSTUVWKYZ

Figure 14 Frequency distribution for letters in the



ci phertext encrypted using the Lj
ci pher al phabet (nunber of occurrences).

10

8 6 --

Y

4 v

rn~ n2nml1nnnnn(lnkRn
(abode fgh i j kI mopqgrstuvwyz

Figure 15 Standard frequency distribution (nunber of
occurrences based on a piece of

pl ai nt ext containing the sanme nunber of letters as in the
ci phertext).
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standard distribution (Figure 15) and the | ong depression
to its right that

stretches across six letters fromU to Z together forma
very distinctive pair

of features. The only simlar features in the L]
distribution (Figure 14)

are the three spikes at V-WX, followed by the depression
stretching six

letters fromY to D. This woul d suggest that all the

| etters encrypted

according to L j have been shifted four places, or that L
j defines a cipher

al phabet which begins E, F, G H . . . . In turn, this
means that the first

letter of the keyword, Lj, is probably E. This hypothesis
can be tested by

shifting the Lj distribution back four letters and
conparing it with the

standard distribution. Figure 16 shows both distributions
for comparison.

The match between the major peaks is very strong, inplying
that it is safe



to assune that the keyword does indeed begin with E

r 4 p2n"
nNrlnnnnnnnn
n

EF
GH1JKLMNDO
PQRSTUVWKYZABCD
10 -r-16 |

, -, r-4

~i 2n1l

n nnnnRun U A B
CDEFGH1JK
L

MNOPQRSTUVWKYZ

Figure 16 The L] distribution shifted back four letters
(top), conpared with the standard

frequency distribution (bottom. Al mgjor peaks and

t roughs mat ch.
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To summari ze, searching for repetitions in the ciphertext
has al | owed

us to identify the length of the keyword, which turned out
to be five

| etters long. This allowed us to split the ciphertext into
five parts, each

one enci phered according to a nonoal phabetic substitution
as defined by

one letter of the keyword. By analyzing the fraction of

t he ci phertext that

was enci phered according to the first letter of the
keyword, we have been

able to showthat this letter, Lj, is probably E. This
process is repeated in



order to identify the second letter of the keyword. A

frequency

distribution is established for the 2nd, 7th, 12th, 17th,
letters in the

ci phertext. Again, the resulting distribution, shown in

Figure 17, is

conpared with the standard distribution in order to deduce

the shift.

This distribution is harder to analyze. There are no

obvi ous candi dat es

for the three nei ghboring peaks that correspond to R-S-T.
However, the

depression that stretches fromGto L is very distinct,
and probably

corresponds to the depression we expect to see stretching
fromUto Zin

the standard distribution. If this were the case, we woul d
expect the three

R-S-T peaks to appear at D, E and F, but the peak at E is
m ssing. For the

time being, we shall dismss the m ssing peak as a
statistical glitch, and go

15

12



ABCDEFG

J KLMNOPQRSTUWWKYZ

Figure 17 Frequency distribution for letters in the
ci phertext encrypted using the \-2 cipher al phabet (nunber of
occurrences).

76 The Code Book

With our initial reaction, which is that the depression
fromGto L is a

recogni zably shifted feature. This woul d suggest that al
the letters

encrypted according to | _2 have been shifted twelve

pl aces, or that | _2

defi nes a cipher al phabet which begins M N, O P,... and
t hat the second

| etter of the keyword, 1-2, is M Once again, this

hypot hesi s can be tested

by shifting the 1-2 distribution back twelve letters and
conparing it with

the standard distribution. Figure 18 shows both

di stributions, and the

15

12



MNOPQRSTUVWKYZABCDEFCHI  JKL

10 , -

6
i-4

|

\ 1n

nNnNH1O nOhnrinHRN
abcdef ghi j kl mopqr st uvwxyz

Figure 18 The | _2 distribution shifted back twelve letters
(top), conpared with the

standard frequency distribution (bottom. Mst nmmj or peaks
and troughs match.
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mat ch between the nmajor peaks is very strong, inplying
that it is safe to
assune that the second letter of the keyword is indeed M

| shall not continue the analysis; suffice to say that
anal yzi ng the 3rd,

8th, 13th, . . . letters inplies that the third letter of
the keyword is I,

anal yzing the 4th, 9th, 14th, . . . letters inplies that
the fourth letter is L,

and analyzing the 5th, 10th, 15th,.. . letters inplies

that the fifth letter is

Y. The keyword is EMLY. It is now possible to reverse the
Vi genere ci pher

and conplete the cryptanalysis. The first letter of the

ci phertext is W and



It was encrypted according to the first letter of the
keyword, E. Working

backward, we | ook at the Vigenere square, and find Win
t he row

beginning with E, and then we find which letter is at the
top of that

colum. The letter is s, which nust nmake it the first

| etter of the

plaintext. By repeating this process, we see that the
pl ai nt ext begi ns

si tt heedownandhavenoshanecheekbyjowl .... By inserting
suitabl e

wor d- br eaks and punctuation, we eventually get:

Sit thee down, and have no shane,
Cheek by jowl, and knee by knee:
What care | for any nanme?
What for order or degree?

Let me screw thee up a peg:

Let me | oose thy tongue with w ne:
Call est thou that thing a | eg?
VWhich is thinnest? thine or m ne?

Thou shall not be saved by worKks:
Thou hast been a sinner too:
Rui ned trunks on w thered forks,
Enpty scarecrows, | and you!

Fill the cup, and fill the can:
Have a rouse before the norn:
Every nonent dies a man,

Every nonment one is born.

These are verses froma poemby Al fred Tennyson entitled
"The Vision of

Sin." The keyword happens to be the first nane of
Tennyson's wife, Emly

Sel | wood. | chose to use a section fromthis particul ar



poem as an
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exanpl e for cryptanal ysis because it inspired sone curious
correspondence

bet ween Babbage and the great poet. Being a keen
statistician

and conpiler of nortality tables, Babbage was irritated by
the |ines

"Every nonent dies a man, Every nonent one is born," which
are the

| ast |ines of the plaintext above. Consequently, he
offered a correction to

Tennyson's "ot herw se beautiful" poem

It nust be manifest that if this were tiue, the popul ation

of the world would be at a standstill... | would suggest that
I n the next edition of your

poem you have it read--"Every nonent dies a man, Every

moment ['/i6 is

born." . . . The actual figure is so long | cannot get it
onto a line, but I

believe the figure I'/i6 wll be sufficiently accurate for
poetry.

| am Sir, yours, etc.
Char | es Babbage.

Babbage' s successful cryptanal ysis of the Vigenere cipher
was probably

achieved in 1854, soon after his spat with Thwaites, but
hi s di scovery went

conpl etely unrecogni zed because he never published it. The
di scovery

cane to light only in the twentieth century, when schol ars
exam ned



Babbage' s extensive notes. In the neantine, his technique
was

I ndependent |y di scovered by Friedrich WI hel mKasiski, a
retired officer in

the Prussian arny. Ever since 1863, when he published his
cryptanal ytic

breakt hrough in Die Geheinschriften und die
Decbiffrir-kunst ("Secret Witing

and the Art of Deciphering"), the technique has been known
as the Kasi ski

Test, and Babbage's contri buti on has been | argely ignored.

And why di d Babbage fail to publicize his cracking of such
a vital

ci pher? He certainly had a habit of not finishing projects
and not

publ i shing his discoveries, which mght suggest that this
IS just one nore

exanpl e of his | ackadaisical attitude. However, there is
an alternative

expl anation. H's discovery occurred soon after the

out break of the

Crimean War, and one theory is that it gave the British a
cl ear advant age

over their Russian eneny. It is quite possible that
British Intelligence

demanded t hat Babbage keep his work secret, thus providing
themwith a

ni ne-year head start over the rest of the world. If this
was the case, then it

would fit in with the Iong-standing tradition of hushing
up codebr eaki ng

achievenents in the interests of national security, a
practice that has

continued into the twentieth century.
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front Agony Columms to Buried Treasure

| f hanb to the breakthroughs by Charl es Babbage and
Friedrich Kasi ski,



the Vigenere ci pher was no | onger secure. Cryptographers
could no ;longer guarantee secrecy, now that cryptanal ysts
had fought back to

regain control in the comruni cati ons war. Although

crypt ographers

attenpted to design new ci phers, nothing of great
signi fi cance energed

during the latter half of the nineteenth century, and

pr of essi onal

cryptography was in disarray. However, this sanme period
W t nessed an

enornmous grow h of interest in ciphers anong the general
publi c.

The devel opnent of the tel egraph, which had driven a
comer ci al

i nterest in cryptography, was al so responsible for
generating public

I nterest in cryptography. The public becane aware of the
need to protect

per sonal nessages of a highly sensitive nature, and if
necessary they

woul d use encryption, even though this took nore tine to
send, thus

adding to the cost of the telegram Mrse operators could
send pl ain

English at speeds of up to 35 words per m nute because

t hey could

menori ze entire phrases and transmt themin a single
burst, whereas the

junble of letters that make up a ciphertext was

consi derably slower to

transmt, because the operator had to continually refer
back to the

sender's witten nessage to check the sequence of letters.

The ci phers
used by the general public would not have w thstood attack
by a

prof essi onal cryptanal yst, but they were sufficient to
guard agai nst the
casual snooper.

As peopl e becane confortable with enci phernent, they began
to



express their cryptographic skills in a variety of ways.
For exanpl e, young

| overs in Victorian Engl and were often forbidden from
publicly

expressing their affection, and could not even communi cate
by letter in

case their parents intercepted and read the contents. This
resulted in

| overs sending encrypted nessages to each other via the
per sonal col ums

of newspapers. These "agony columms,"” as they becane
known, provoked the curiosity of cryptanal ysts, who would
scan the notes and try to

deci pher their titillating contents. Charles Babbage is
known to have

indulged in this activity, along with his friends Sir

Char | es Weat st one

and Baron Lyon Playfair, who together were responsible for
devel opi ng

the deft Playfair cipher (described in Appendix E). On one
occasi on,
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Wheat st one deci phered a note in The Tines froman Oxford
st udent,

suggesting to his true | ove that they el ope. A few days
| at er, Wheat st one

i nserted his own nessage, encrypted in the same cipher,
advi sing the

coupl e against this rebellious and rash action. Shortly
afterward there

appeared a third nessage, this tinme unencrypted and from
the lady in

guestion: "Dear Charlie, Wite no nore. Qur cipher is

di scovered. "

In due course a wider variety of encrypted notes appeared
I n the newspapers.
Crypt ographers began to insert blocks of ciphertext nerely



to

chall enge their coll eagues. On other occasions, encrypted
not es were used

to criticize public figures or organizations. The Ti nes
once unwittingly carried

the follow ng encrypted notice: "The Tines is the Jeffreys
of the

press." The newspaper was being |likened to the notorious
sevent eent h-cent ury

Judge Jeffreys, inplying that it was a ruthless, bullying
publ i cation

whi ch acted as a nout hpi ece for the governnent.

Anot her exanple of the public's famliarity with

crypt ography was the

wi despread use of pinprick encryption. The ancient G eek
hi storian

Aeneas the Tactician suggested conveying a secret nessage
by pricking tiny

hol es under particular letters in an apparently innocuous
page of text, just

as there are dots under sone letters in this paragraph.
Those letters woul d

spell out a secret nessage, easily read by the intended
recei ver. However,

If an internediary stared at the page, they woul d probably
be oblivious to

the barely perceptible pinpricks, and woul d probably be
unawar e of the

secret nessage. Two thousand years later, British letter
witers used exactly

the same nethod, not to achieve secrecy but to avoid
payi ng excessive

post age costs. Before the overhaul of the postage system
in the m d-1800s,

sending a letter cost about a shilling for every hundred
mles,

beyond t he neans of nost people. However, newspapers could
be posted

free of charge, and this provided a | oophole for thrifty
Victorians. |nstead

of witing and sending letters, people began to use

pi npricks to spell out

a nmessage on the front page of a newspaper. They could



t hen send the
newspaper through the post w thout having to pay a penny.

The public's grow ng fascination with cryptographic

t echni ques neant

t hat codes and ci phers soon found their way into

ni neteenth-century literature.

In Jules Verne's Journey to the Center of the Earth, the
deci pher nent

of a parchnment filled with runic characters pronpts the
first step on the

epic journey. The characters are part of a substitution
ci pher whi ch gen-
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ates a Latin script, which in turn makes sense only when
the letters are
f.jeversed: "Descend the crater of the volcano of Sneffels
when the shadow
*'of Scartaris cones to caress it before the cal ends of
July, audaci ous voyW
ager, and you will reach the center of the Earth." In
1885, Verne al so used
v" a cipher as a pivotal elenent in his novel Mathias
Sandorff. In Britain, one

of the finest witers of cryptographic fiction was Sir
Art hur Conan Doyl e.
Not surprisingly, Sherlock Hol nes was an expert in
crypt ography and, as he explained to Dr. Watson, was "the
author of a trifling nonograph
upon the subject in which | analyze one hundred and sixty
separate ' ciphers.” The nost fanous of Hol nes's
deci phernments is told in The , Adventure of the Dancing Men,
whi ch invol ves a ci pher consisting of sticknen,
each pose representing a distinct letter.

On the other side of the Atlantic, Edgar Allan Poe was
al so devel opi ng
an interest in cryptanalysis. Witing for
Phi | adel phi a' s Al exander Wekly
Messenger, he issued a challenge to readers, claimng that
he coul d deci pher



any nonoal phabetic substitution cipher. Hundreds of
readers sent

in their ciphertexts, and he successfully deci phered them
all. Al though

this required nothing nore than frequency anal ysis, Poe's
readers were

astoni shed by his achi evenents. One adoring fan procl ai ned
him "t he

nost profound and skillful cryptographer who ever lived."

In 1843, keen to exploit the interest he had generat ed,
Poe wote a short

story about ciphers, which is wdely acknow edged by

pr of essi onal cryptographers

to be the finest piece of fictional literature on the
subj ect. "The

Cold Bug" tells the story of WIliam Legrand, who

di scovers an unusual

beetle, the gold bug, and collects it using a scrap of
paper |ying nearby. That

eveni ng he sketches the gold bug upon the sanme piece of
paper, and then

hol ds his drawing up to the light of the fire to check its
accuracy. However,

yt nf ot f &M K

Figure 19 A section of the ciphertext from The Adventure
of the Dancing Men, a Sherlock Hol mes adventure by Sir Arthur
Conan Doyl e.
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his sketch is obliterated by an invisible ink, which has
been devel oped by

the heat of the flames. Legrand exam nes the characters
t hat have energed



and becones convinced that he has in his hands the
encrypted directions

for finding Captain Kidd' s treasure. The renai nder of the
story is a classic

denmonstration of frequency analysis, resulting in the
deci pher ment of

Captain Kidd' s clues and the di scovery of his buried
treasure.

Al t hough "The Gold Bug" is pure fiction, there is a true
ni net eent h-century

story containing many of the sane el enents. The case of
t he

Beal e ci phers involves WIld Wst escapades, a cowboy who
anmassed a

vast fortune, a buried treasure worth $20 nillion and a
nysterious set of

encrypted papers describing its whereabouts. Mich of what
we know

about this story, including the encrypted papers, is
contained in a

panphl et published in 1885. Al though only 23 pages | ong,
t he panmphl et

has baffl ed generations of cryptanal ysts and capti vated
hundr eds of

treasure hunters.

The story begins at the Washington Hotel in Lynchburg,
Virginia, sixty-five

years before the publication of the panphlet. According to
t he

panphl et, the hotel and its owner, Robert Morriss, were
hel d in high

regard: "His kind disposition, strict probity, excellent
managenent, and

wel | ordered househol d, soon rendered him fanous as a
host, and his

reputati on extended even to other States. H's was the
house par excell ence

of the town, and no fashi onabl e assenbl ages net at any
other."” In

January 1820 a stranger by the nane of Thomas J. Beal e
rode into

Lynchburg and checked into the Washington Hotel. "In



person, he was

about six feet in height," recalled Mrriss, "with jet

bl ack eyes and hair of

the same col or, worn |longer than was the style at the
time. His formwas

symretrical, and gave evidence of unusual strength and
activity; but his

di stinguishing feature was a dark and swarthy conpl exi on,
as if nmuch

exposure to the sun and weat her had thoroughly tanned and
di scol or ed

him this, however, did not detract from his appearance,
and | thought

hi m t he handsonest man | had ever seen." Although Beal e
spent the rest

of the winter with Mirriss and was "extrenely popular with
every one,

particularly the |adies,
background, his famly
or the purpose of his visit. Then, at the end of March, he
| eft as suddenly

as he had arrived.

he never spoke about his

THE

beal e papers,

CONTAI NI NG

AUTHENTI C STATEMENTS

REGARDI NG THE

treasure buried

1819 and 1821,



BUFORDS, | N BEDFORD COUNTY, VIRG N A,

whi ch has never been recover ed.

PRI CE FI FTY CENTS.

| / YNCHBCRO!

Vreczxi AH book *.*d job print,
1685.

Kgure 20 The title page of The Beal e Papers, the panphl et
that contains all that we know
about the nystery of the Beal e treasure.
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Two years later, in January 1822, Beale returned to the
Washi ngt on Hot el ,

"dar ker and swarthier than ever.'
rest of the winter

I n Lynchburg and di sappeared in the spring, but not before
he entrusted

Morriss with a | ocked iron box, which he said contained
"papers of val ue

and i nportance."” Mrriss placed the box in a safe, and

t hought not hi ng

nore about it and its contents until he received a letter
from Beal e, dated

May 9, 1822, and sent from St. Louis. After a few

pl easantri es and a paragraph

about an intended trip to the plains "to hunt the buffalo
and encounter the

savage grizzlies," Beale's letter revealed the
significance of the box:

Once again, he spent the



It contains papers vitally affecting the fortunes of
nysel f and many ot hers

engaged in business with ne, and in the event of ny death,
its | oss m ght

be irreparable. You will, therefore, see the necessity of
guarding it with vigilance

and care to prevent so great a catastrophe. Shoul d none of
us ever

return you will please preserve carefully the box for the
period of ten years
fromthe date of this letter, and if I, or no one with

authority fromne, during

that tine demands its restoration, you wll open it, which
can be done

by renoving the lock. You will find, in addition to the
papers addressed to

you, other papers which will be unintelligible w thout the
aid of a key to

assi st you. Such a key | have left in the hand of a friend
in this place, sealed

and addressed to yourself, and endorsed not to be
delivered until June 1832.

By means of this you will understand fully all you will be
required to do.

Morriss dutifully continued to guard the box, waiting for
Beale to

collect it, but the swarthy man of nystery never returned
to Lynchburg.

He di sappeared w t hout expl anation, never to be seen
again. Ten years

| ater, Morriss could have followed the letter's

I nstructions and opened

t he box, but he seens to have been reluctant to break the
| ock. Beale's

| etter had nentioned that a note would be sent to Morriss
in June 1832,

and this was supposed to explain how to deci pher the
contents of the

box. However, the note never arrived, and perhaps Mrriss
felt that there

was no point opening the box if he could not deci pher what



was i nside

It. Eventually, in 1845, Morriss's curiosity got the
better of him and he

cracked open the | ock. The box contained three sheets of
enci pher ed

characters, and a note witten by Beale in plain English.

The intriguing note revealed the truth about Beal e, the
box, and the

ci phers. It explained that in April 1817, alnobst three
years before his first

nmeeting with Morriss, Beale and 29 others had enbarked on
a j our ney
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across Anmerica. After traveling through the rich hunting
grounds of the

Western plains, they arrived in Santa Fe, and spent the
winter in the "little

Mexi can town." In March they headed north and began
tracki ng an

"i mense herd of buffal oes,"” picking off as many as
possi bl e al ong the

way. Then, according to Beale, they struck |ucky:

One day, while followng them the party encanped in a
smal |l ravine, sone

250 or 300 mles north of Santa Fe, and, with their horses
tethered, were

preparing their evening neal, when one of the nen

di scovered in a cleft of

the rocks sonething that had the appearance of gold. Upon
showing it to the

others it was pronounced to be gold, and nuch excitenent
was t he natural

consequence.

The letter went on to explain that Beale and his nen, with
hel p from
the local tribe, mned the site for the next eighteen



nont hs, by which

tinme they had accunul ated a | arge quantity of gold, as
wel | as sone silver

whi ch was found nearby. In due course they agreed that

t heir newf ound

weal th shoul d be noved to a secure place, and decided to
take it back

home to Virginia, where they would hide it in a secret

| ocation. In 1820,

Beal e traveled to Lynchburg with the gold and silver,
found a suitable

| ocation, and buried it. It was on this occasion that he
first | odged at the

Washi ngton Hotel and nmade the acquai ntance of Mrriss.
When Beal e

| eft at the end of the winter, he rejoined his nmen who had
continued to

wor k the m ne during his absence.

After another eighteen nonths Beale revisited Lynchburg
with even nore

to add to his stash. This tinme there was an additi onal
reason for his trip:

Bef ore | eaving ny conpanions on the plains it was
suggested that, in case

of an accident to ourselves, the treasure so conceal ed
woul d be lost to their

rel atives, w thout sone provision against such a
contingency. | was, therefore,

Instructed to select sone perfectly reliable person, if
such coul d be

found, who should, in the event of this proving acceptable
to the party, be

confided in to carry out their wishes in regard to their
respective shares.

Beal e believed that Morriss was a man of integrity, which
I s why he

trusted himwth the box containing the three enciphered
sheets, the so-called

Beal e ci phers. Each enci phered sheet contained an array of



nunbers (reprinted here as Figures 21, 22 and 23), and
deci phering the nunbers would reveal all the rel evant
details; the first sheet described the
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treasure's | ocation, the second outlined the contents of
the treasure, and

the third listed the relatives of the nen who shoul d
recei ve a share of the

treasure. When Morriss read all of this, it was sone 23
years after he had

| ast seen Thonas Beal e. Wirking on the assunption that
Beal e and his

men were dead, Morriss felt obliged to find the gold and
share it anong

their relatives. However, w thout the prom sed key he was
forced to

deci pher the ciphers fromscratch, a task that troubl ed
his mnd for the

next twenty years, and which ended in failure.

In 1862, at the age of eighty-four, Mrriss knew that he
was comng to

the end of his |ife, and that he had to share the secret
of the Beal e ciphers,

ot herwi se any hope of carrying out Beale's w shes would
die with him

Morriss confided in a friend, but unfortunately the
Identity of this person

remai ns a nystery. Al we know about Morriss's friend is
that it was he

who wote the panphlet in 1885, so hereafter I will refer
to himsinply as the author. The author expl ained the reasons
for his anonymty wthin the

panphl et :

| anticipate for these papers a large circulation, and, to
avoid the nmultitude

of letters with which I should be assailed fromall
sections of the Union,



propoundi ng all sorts of questions, and requiring answers
whi ch, if

attended to, would absorb nmy entire tinme, and only change
t he character

of my work, | have deci ded upon withdrawi ng nmy name from
t he publicati on,
after assuring all interested that | have given all that |

know of the
matter, and that | cannot add one word to the statenents
herei n cont ai ned.

To protect his identity, the author asked Janmes B. Ward, a
respect ed nenber

of the local community and the county's road surveyor, to
act as his

agent and publisher.

Everyt hi ng we know about the strange tale of the Beale
ci phers is

publi shed in the panphlet, and so it is thanks to the
aut hor that we have

the ciphers and Morriss's account of the story. In
addition to this, the

author is also responsible for successfully deci phering
t he second Beal e

ci pher. Like the first and third ci phers, the second

ci pher consists of a

page of nunbers, and the author assuned that each nunber
represented a

| etter. However, the range of nunbers far exceeds the
nunber of letters in

t he al phabet, so the author realized that he was dealing
with a cipher that

uses several nunbers to represent the sane letter. One
ci pher that fulfills
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?71, 194, 38, 1701, 89, 76, 11, 83, 1629, 48, 94, 63, 132,
16, 111, 95, 84, 341, 975,



tl4, 4°> 64' 27" 81-139

213" 63" 90-112° 8 15

3-126'

2018' 40-74 758 485.

604, 230, 436, 664, 582, 150, 251, 284, 308, 231, 124,
211, 486, 225, 401, 370,

‘11, 101, 305, 139, 189, 17, 33, 88, 208, 193, 145, 1, 94,
73, 416, 918, 263, 28, 500,

538, 356, 117, 136, 219, 27, 176, 130, 10, 460, 25, 485,
18, 436, 65, 84, 200, 283,

118, 320, 138, 36, 416, 280, 15, 71,224, 961, 44,

16, 401, 39, 88, 61, 304, 12, 21,

24, 283, 134, 92, 63, 246, 486, 682, 7, 219, 184, 360,
780, 18, 64, 463, 474, 131,

160, 79, 73, 440, 95, 18, 64, 581, 34, 69, 128, 367, 460,
17, 81, 12, 103, 820, 62,

116, 97, 103, 862, 70, 60, 1317, 471, 540, 208, 121, 890,
346, 36, 150, 59, 568,

614, 13, 120, 63, 219, 812, 2160, 1780, 99, 35, 18, 21,
136, 872, 15, 28, 170, 88, 4,

; 30, 44, 112, 18, 147, 436, 195, 320, 37, 122, 113, 6,
140, 8, 120, 305, 42, 58, 461,

44, 106, 301, 13, 408, 680, 93, 86, 116, 530, 82, 568, 9,
102, 38, 416, 89, 71, 216,

728, 965, 818, 2, 38, 121, 195, 14, 326, 148, 234, 18, 55,
131, 234, 361, 824, 5,

81, 623, 48, 961, 19, 26, 33, 10, 1101, 365, 92, 88, 181,
275, 346, 201, 206, 86,

36, 219, 324, 829, 840, 64, 326, 19, 48, 122, 85, 216,
284, 919, 861, 326, 985,

233, 64, 68, 232, 431, 960, 50, 29, 81, 216, 321, 603, 14,
612, 81, 360, 36, 51, 62,

194, 78, 60, 200, 314, 676, 112, 4, 28, 18, 61, 136, 247,
819, 921, 1060, 464, 895,

10, 6, 66, 119, 38, 41, 49, 602, 423, 962, 302, 294, 875,
78, 14, 23, 111, 109, 62,

31, 501, 823, 216, 280, 34, 24, 150, 1000, 162, 286, 19, 21,
17,340, 19, 242, 31,

86, 234, 140, 607, 115, 33, 191, 67, 104, 86, 52, 88, 16,
80, 121, 67, 95, 122, 216,

548, 96, 11 , 201, 77, 364, 218, 65, 667, 890, 236, 154,
211, 10, 98, 34, 119, 56,



216, 119,71, 218, 1164, 1496, 1817, 51, 39, 210, 36, 3,

19, 540, 232, 22, 141, 617,

84, 290, 80, 46, 207, 411, 150, 29, 38, 46, 172, 85, 194,
39, 261, 543, 897, 624, 18,

212, 416, 127, 931, 19, 4, 63, 96, 12, 101, 418, 16, 140,
230, 460, 538, 19, 27, 88,

612, 1431, 90, 716, 275, 74, 83, 11, 426, 89, 72, 84,
1300, 1706, 814, 221, 132,

40, 102, 34, 868, 975, 1101, 84, 16, 79, 23, 16, 81, 122,
324, 403, 912, 227, 936,

447, 55, 86, 34, 43, 212, 107, 96, 314, 264, 1065, 323,
428, 601, 203, 124, 95, 216,

814, 2906, 654, 820, 2, 301, 112, 176, 213, 71, 87, 96,
202, 35, 10, 2, 41, 17, 84,

221, 736, 820, 214, 11, 60, 760.

Figure 21 The first Beal e cipher.
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115, 73, 24, 807, 37, 52, 49, 17, 31, 62, 647, 22, 7, 15,
140, 47, 29, 107, 79, 84, 56,

239, 10, 26, 811, 5, 196, 308, 85, 52, 160, 136, 59, 211
36, 9, 46, 316, 554, 122,

106, 95, 53, 58, 2, 42, 7, 35, 122, 53, 31, 82, 77, 250,
196, 56, 96, 118, 71, 140,

287, 28, 353, 37, 1005, 65, 147, 807, 24, 3, 8, 12, 47,
43, 59, 807, 45, 316, 101, 41,

78, 154, 1005, 122, 138, 191, 16, 77, 49, 102, 57, 72, 34,
73, 85, 35, 371, 59, 196, 81, 92, 191, 106, 273, 60, 394,

620, 270, 220, 106, 388, 287, 63, 3, 6, 191, 122, 43,

234, 400, 106, 290, 314, 47, 48, 81, 96, 26, 115, 92, 158,
191, 110, 77, 85, 197, 46,

10, 113, 140, 353, 48, 120, 106, 2, 607, 61, 420, 811, 29,
125, 14, 20, 37, 105, 28,

248, 16, 159,7,35, 19,301, 125, 110, 486, 287, 98,

117, 511, 62, 51, 220, 37, 113,

140, 807, 138, 540, 8, 44, 287, 388, 117, 18, 79, 344, 34,
20, 59, 511, 548, 107,

603, 220, 7, 66, 154, 41, 20, 50, 6, 575, 122, 154, 248,



110, 61, 52, 33, 30, 5, 38, 8§,
14, 84, 57, 540, 217, 115, 71, 29, 84, 63, 43, 131, 29,
138, 47, 73, 239, 540, 52, 53,

79, 118, 51, 44,63, 196, 12,239, 112, 3,49, 79, 353,

105, 56, 371, 557, 211, 515, 125, 360, 133, 143, 101,

15, 284, 540, 252, 14, 205, 140, 344, 26,811, 138, 115,

48, 73, 34, 205, 316, 607, 63, 220, 7, 52, 150, 44, 52,
16, 40, 37, 158, 807, 37, 121,

12,95, 10, 15,35, 12, 131,62, 115, 102, 807, 49, 53, 135,
138, 30, 31, 62, 67, 41,

85, 63, 10, 106, 807, 138, 8, 113, 20, 32, 33, 37, 353,
287, 140, 47, 85, 50, 37, 49,

47, 64, 6, 7, 71, 33, 4, 43, 47, 63, 1, 27, 600, 208, 230,
15, 191, 246, 85, 94, 511, 2,

270, 20, 39, 7, 33, 44, 22, 40, 7, 10, 3, 811, 106, 44,
486, 230, 353, 211, 200, 31,

10, 38, 140, 297, 61, 603, 320, 302, 666, 287, 2, 44, 33,
32, 511, 548, 10, 6, 250, 557, 246, 53, 37, 52, 83, 47, 320,
38, 33, 807, 7, 44, 30, 31, 250, 10, 15, 35, 106,

160, 113, 31, 102, 406, 230, 540, 320, 29, 66, 33, 101,
807, 138, 301, 316, 353,

320, 220, 37, 52, 28, 540, 320, 33, 8, 48, 107, 50, 811,
7, 2, 113, 73, 16, 125, 11,

110, 67, 102, 807, 33, 59, 81, 158, 38, 43, 581, 138, 19,
85, 400, 38, 43, 77, 14, 27,

8, 47, 138, 63, 140, 44, 35, 22, 177, 106, 250, 314, 217,
2, 10, 7, 1005, 4, 20, 25,

44,48, 7, 26, 46, 110, 230, 807, 191, 34, 112, 147,44, 110, 121,
125, 96, 41, 51,

50, 140, 56, 47, 152, 540, 63, 807, 28, 42, 250, 138, 582,
98, 643, 32, 107, 140,

112, 26, 85, 138, 540, 53, 20, 125, 371, 38, 36, 10, 52,
118, 136, 102, 420, 150,

112,71, 14, 20,7,24, 18, 12,807, 37, 67,

110, 62, 33, 21, 95, 220, 511, 102, 811

30, 83, 84, 305, 620, 15, 2, 108, 220, 106, 353, 105, 106,
60, 275, 72, 8, 50, 205,

185, 112, 125, 540, 65, 106, 80/, 188, 96, 110, 16, 73,
33, 807, 150, 409, 400, 50,

154, 285, 96, 106, 316, 270, 205, 101, 811, 400, 8, 44,
37, 52, 40, 241, 34, 205,

38, 16, 46, 47, 85, 24, 44, 15, 64, 73, 138, 807, 85, 78,



110, 33, 420, 505, 53, 37,

38, 22, 31, 10, 110, 106, 101, 140, 15, 38, 3, 5, 44, 7,
98, 287, 135, 150, 96, 33, 84,

125, 807, 191, 96, 511, 118, 440, 370, 643, 466, 106, 41,
107, 603, 220, 275, 30,

150, 105, 49, 53, 287, 250, 208, 134, 7, 53, 12, 47, 85,
63, 138, 110, 21, 112, 140,

485, 486, 505, 14, 73, 84, 575, 1005, 150, 200, 16, 42, 5,
4, 25, 42, 8, 16, 811,

125, 160, 32, 205, 603, 807, 81, 96, 405, 41, 600, 136,
14, 20, 28, 26, 353, 302,

246, 8, 131, 160, 140, 84, 440, 42, 16, 811, 40,67, 101, 102,
194, 138, 205, 51,

63, 241, 540, 122, 8, 10, 63, 140, 47, 48, 140, 288.

Figure 22 The second Beal e ci pher.

Le Chiffre I ndechiffrabk 89

§ 317, 8, 92, 73, 112, 89, 67, 318, 28, 96, 107, 41, 631,
78, 146, 397, 118, 98, 114,

246, 348, 116, 74, 88, 12, 65, 32, 14, 81, 19, 76, 121
216, 85, 33, 66, 15, 108, 68,

77, 43, 24, 122, 96, 117, 36, 211, 301, 15, 44, 11, 46,

89, 18, 136, 68, 317, 28, 90, 82, 304, 71, 43, 221, 198, 176,
310, 319, 81, 99, 264, 380, 56, 37, 319, 2, 44, 53,

28, 44, 75, 98, 102, 37, 85, 107, 117, 64, 88, 136, 48,

154, 99, 175, 89, 315, 326,

78, 96, 214, 218, 311, 43, 89, 51, 90, 75, 128, 96, 33,

28, 103, 84, 65, 26, 41, 246, 84, 270, 98, 116, 32, 59, 74,
66, 69, 240, 15, 8, 121, 20, 77, 89, 31,11, 106, 81,

191, 224, 328, 18, 75, 52, 82, 117, 201, 39, 23, 217, 27,
21, 84, 35, 54, 109, 128,

49, 77,88, 1,81, 217, 64, 55, 83, 116, 251, 269, 311, 96, 54, 32,
120, 18, 132, 102,

219, 211, 84, 150, 219, 275, 312, 64, 10, 106, 87, 75, 47,
21, 29, 37, 81, 44, 18,

126, 115, 132, 160, 181, 203, 76, 81, 299, 314, 337, 351,
96, 11, 28, 97, 318, 238,



106, 24, 93, 3, 19, 17, 26, 60, 73, 88, 14, 126, 138, 234,
286, 297, 321, 365, 264,

19, 22, 84, 56, 107, 98, 123, 111, 214, 136, 7, 33, 45,
40, 13, 28, 46, 42, 107, 196,

227, 344, 198, 203, 247, 116, 19, 8, 212, 230, 31,6, 328,
65, 48, 52, 59, 41, 122,

33, 117, 11, 18, 25, 71, 36, 45, 83, 76, 89, 92, 31, 65,
70, 83, 96, 27, 33, 44, 50, 61,

24, 112, 136, 149, 176, 180, 194, 143, 171, 205, 296, 87,

12, 44, 51, 89, 98, 34, 41,

208, 173, 66, 9, 35, 16, 95, 8, 113, 175, 90, 56, 203, 19,
177, 183, 206, 157, 200,

218, 260, 291, 305, 618, 951, 320, 18, 124, 78, 65, 19,
32, 124, 48, 53, 57, 84, 96,

207, 244, 66, 82, 119, 71, 11, 86, 77, 213, 54, 82, 316,
245, 303, 86, 97, 106, 212,

18, 37, 15, 81, 89, 16, 7, 81, 39, 96, 14, 43, 216, 118,
29, 55, 109, 136, 172, 213,

64, 8, 227, 304, 611, 221, 364, 819, 375, 128, 296, 1, 18,
53, 76, 10, 15, 23, 19, 71,

84, 120, 134, 66, 73, 89, 96, 230, 48, 77, 26, 101, 127,
936, 218, 439, 178, 171, 61,

226, 313, 215, 102, 18, 167,262, 114, 218, 66, 59, 48, 27, 19,
13, 82,48, 162, 119,

34, 127, 139, 34, 128, 129, 74, 63, 120, 11, 54, 61, 73,
92, 180, 66, 75, 101, 124,

265, 89, 96, 126, 274, 896, 917, 434, 461, 235, 890, 312,
413, 328, 381, 96, 105,

217, 66, 118, 22, 77, 64, 42, 12, 7, 55, 24, 83, 67, 97,
109, 121, 135, 181, 203, 219,

228, 256, 21, 34, 77, 319, 374, 382, 675, 684, 717, 864,
203, 4, 18, 92, 16, 63, 82,

22,46, 55,69, 74, 112, 134, 186, 175,

119, 213, 416, 312, 343, 264, 119, 186, 218,

343, 417, 845, 951, 124, 209, 49, 617, 856, 924, 936, 72,
19, 28, 11, 35, 42, 40, 66,

85, 94, 112, 65, 82, 115, 119, 236, 244, 186, 172, 112,
85, 6, 56, 38, 44, 85, 72,



32, 47, 73, 96, 124, 217, 314, 319, 221, 644, 817, 821,
934, 922, 416, 975, 10, 22,

18, 46, 137, 181, 101, 39,86, 103, 116, 138,

164, 212, 218, 296, 815, 380, 412,

460, 495, 675, 820, 952.

Figure 23 The third Beal e ci pher.
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When, in the course of human events, it becones '
"necessary for one people to

di ssol ve the political bands which have connected them
wi th another, and to

assune anong the " powers of the earth, the separate and
equal station to

which the | aws of nature and of nature's God entitle them
a decent respect

to the opinions of mankind requires ~that they should
decl are the causes

whi ch inpel themto the separation.

We hold these truths to be self-evident, ~that all nen are
created equal,

that they are endowed by their Creator with certain

i nal i enabl e rights, that

anong these "are life, liberty and the pursuit of

happi ness; That to °secure

these rights, governnents are instituted anong nen,
deriving their just

powers fromthe consent of the governed; That whenever
Nany form of

gover nnent becones destructive of these ends, it “is the
right of the people

to alter or to abolish it, and to institute a new
governnment, laying its

foundati on on such principles and organizing its powers in
such form as to

them shall seemnost likely to effect °~their safety and
happi ness. Prudence,

I ndeed, will dictate that governnents ”~l ong established
shoul d not be changed



for light and transient “"causes; and accordingly all
experience hath shewn,

t hat manki nd are nore disposed to suffer, while evils are
suf ferabl e, than

to right thensel ves by abolishing the forns to which they
are "accustoned.

But when a long train of abuses and usurpations, “pursuing
i nvariably the

same object evinces a design to reduce them Bunder

absol ute despotism it is

their right, it is their "'"'duty, to throw off such
governnent, and to provide

new N 'Q@uards for their future security. Such has been the
pati ent sufferance

of these Col onies; and such is now the necessity “which
constrains themto

alter their fornmer systens of government. ~ The history of
the present King of

Geat Britain is a history of repeated injuries and

usur pations, all having

in '~direct object the establishnment of an absol ute
tyranny over these ""States.

To prove this, let facts be submtted to a “candid worl d.

Figure 24 The first three paragraphs of the Declaration of
| ndependence, with every

tenth word nunbered. This is the key for deciphering the
second Beal e ci pher.
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I n consequence of the time lost in the above

i nvestigation, | have been

reduced from conparative affluence to absol ute penury,
entailing suffering

upon those it was ny duty to protect, and this, too, in
spite of their renonstrations.



My eyes were at | ast opened to their condition, and |
resolved to

sever at once, and forever, all connection with the
affair, and retrieve, if

possi ble, ny errors. To do this, as the best neans of
pl aci ng tenptation

beyond ny reach, | determ ned to nake public the whole
matter, and shift

fromny shoulders ny responsibility to M. Morriss.

Thus the ciphers, along with everything el se known by the
aut hor, were

publ i shed in 1885. Although a warehouse fire destroyed
nost of the

panphl ets, those that survived caused quite a stir in
Lynchburg. Anong

the nost ardent treasure hunters attracted to the Beal e
ci phers were the

Hart brothers, George and C ayton. For years they pored
over the two

remai ning ci phers, nounting various forns of cryptanalytic
attack,

occasionally fooling thensel ves into believing that they
had a sol ution.

A false line of attack will sonetines generate a few
tantalizi ng words

Wi thin a sea of gibberish, which then encourages the
cryptanal yst to

devise a series of caveats to excuse the gibberish. To an
unbi ased observer

t he deci phernent is clearly nothing nore than w shful

t hi nking, but to

the blinkered treasure hunter it makes conpl ete sense. (One
of the Harts'

tentative deci phernments encouraged themto use dynamte to
excavate a

particular site; unfortunately, the resulting crater

yi el ded no gol d.

Al t hough Cl ayton Hart gave up in 1912, Ceorge conti nued
wor ki ng on

t he Beal e ci phers until 1952. An even nore persistent
Beal e fanatic has

been H ram Herbert, Jr., who first becane interested in



1923 and whose

obsession continued right through to the 1970s. He, too,
had nothing to

show for his efforts.

Pr of essi onal cryptanal ysts have al so enbarked on the Beal e
treasure

trail. Herbert O Yardl ey, who founded the U S. G pher

Bur eau (known as

the Anmerican Bl ack Chanber) at the end of the First World
VWar, was

i ntrigued by the Beal e ci phers, as was Col onel WIIliam
Friedman, the

dom nant figure in American cryptanalysis during the first
hal f of the

twentieth century. Wiile he was in charge of the Signal
Intelligence

Service, he made the Beal e ciphers part of the training
program

presumabl y because, as his wife once said, he believed the
ci phers to be of

"di abolical ingenuity, specifically designed to lure the
unwary reader." The
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and they nay have di scovered sonet hing about the ciphers
t hat has

el uded everybody el se. The | ack of any announcenent woul d
be in

keeping with the NSA' s hush-hush reputation--it has been
proposed t hat

NSA does not stand for National Security Agency, but

rat her "Never Say

Anyt hi ng" or "No Such Agency."

Finally, we cannot exclude the possibility that the Beal e
ci phers are an

el aborate hoax, and that Beal e never existed. Sceptics
have suggested that



t he unknown author, inspired by Foe's "The Gold Bug,"
fabricated the

whol e story and published the panmphlet as a way of
profiting fromthe

greed of others. Supporters of the hoax theory have

sear ched for

I nconsi stencies and flaws in the Beale story. For exanpl e,
according to the

panphl et, Beale's letter, which was | ocked in the iron box
and supposedly

witten in 1822, contains the word "stanpede," but this
word was not

seen in print until 1834. However, it is quite possible
that the word was in

conmbn use in the WIld West at a nuch earlier date, and
Beal e coul d

have | earned of it on his travels.

One of the forenost nonbelievers is the cryptographer
Loui s Kruh,

who clainms to have found evidence that the panphlet's

aut hor also wote

Beale's letters, the one supposedly sent fromSt. Louis
and the one

supposedly contained in the box. He perforned a textual
anal ysis on the

words attributed to the author and the words attributed to
Beale to see if

there were any simlarities. Kruh conpared aspects such as
t he percent age

of sentences beginning wwth "The,” "O" and "And," the
average nunber

of commas and seni col ons per sentence, and the witing
style--the use of

negati ves, negative passives, infinitives, relative

cl auses, and so on. In

addition to the author's words and Beale's letters, the
anal ysis also took in

the witing of three other nineteenth-century Virginians.
O the five sets

of witing, those authored by Beal e and the panphlet's
aut hor bore the

cl osest resenbl ance, suggesting that they nay have been
witten by the



sane person. In other words, this suggests that the author
faked the letters
attributed to Beale and fabricated the whol e story.

On the other hand, evidence for the integrity of the Beale
ci phers is

provi ded from various sources. First, if the undeci phered
ci phers were

hoaxes, we m ght expect the hoaxer to have chosen the
nunbers wth

little or no attention. However, the nunbers give rise to
various intricate

patterns. One of the patterns can be found by using the
Decl arati on of
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Dependence as a key for the first cipher. This yields no
di scerni bl e

I vords, but it does give sequences such as

abf def ghii j kl mmohpp. | Although this is not a perfect

al phabetical list, it is certainly not random

E'lanes Gllogly of the American Cryptogram Associ ati on
I's not convinced

that the Beal e ci phers are authentic. However, he
estimates that the

probability of such sequences appearing by chance is |ess
than one in a

hundred mllion mllion, suggesting that there is a

crypt ographic

principle underlying the first cipher. One theory is that
the Declaration is

i ndeed the key, but the resulting text requires a second
st age of

deci phernment; in other words, the first Beal e ci pher was
enci phered by a

t wo- st age process, so-called superenciphernent. If this is
so, then the

al phabeti cal sequence m ght have been put there as a sign
of

encouragenent, a hint that the first stage of deci phernent
has been

successful Iy conpl et ed.



Further evidence favoring the probity of the ciphers cones
from

hi storical research, which can be used to verify the story
of Thomas Beal e.

Peter Vieneister, a local historian, has gathered nmuch of
the research in his

book The Beal e Treasure--H story of a Mystery. Vieneister
began by asking if

there was any evidence that Thomas Beal e actual ly exi sted.
Usi ng the

census of 1790 and ot her docunents, Vieneister has

I dentified several

Thomas Beal es who were born in Virginia and whose
backgrounds fit the

few known details. Vieneister has also attenpted to
corroborate the other

details in the panphlet, such as Beale's trip to Santa Fe
and his di scovery

of gold. For exanple, there is a Cheyenne | egend dating
from around 1820

which tells of gold and silver being taken fromthe West
and buried in Eastern Muntains. Al so, the 1820 postnaster's
list in St. Louis contains a

"Thomas Beall," which fits in with the panphlet's claim

t hat Beal e passed

through the city in 1820 on his journey westward after

| eavi ng Lynchburg.

The pamphl et al so says that Beale sent a letter from St.
Louis in 1822.

So there does seemto be a basis for the tale of the Beale
ci phers, and

consequently it continues to enthrall cryptanal ysts and
treasure hunters,

such as Joseph Janci k, Marilyn Parsons and their dog

Muf fin. In February

1983 they were charged with "violation of a sepul cher,”

af ter bei ng caught

digging in the cenetery of Muntain View Church in the

m ddl e of the

ni ght. Having di scovered nothing other than a coffin, they
spent the rest of

the weekend in the county jail and were eventually fined



$500. These
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amat eur gravedi ggers can consol e thenselves with the
knowl edge that they

were hardly any | ess successful than Mel Fisher, the

prof essi onal treasure

hunt er who sal vaged $40 mllion worth of gold fromthe
sunken Spani sh

gal  eon Nuestra Senora de Atocba, which he discovered off
Key West, Florida,

in 1985. In Novenber 1989, Fisher received a tip-off from
a Beal e expert in

Fl ori da, who believed that Beal e's hoard was buried at

G ahamis MII in

Bedf ord County, Virginia. Supported by a team of wealthy
I nvestors, Fisher

bought the site under the nane of M. Voda, in order to
avoi d arousi ng any

suspicion. Despite a | engthy excavation, he discovered
not hi ng.

Sone treasure hunters have abandoned hope of cracking the
two unde- ci phered

sheets, and have concentrated instead on gl eaning cl ues
from

t he one ci pher that has been deci phered. For exanple, as
wel | as descri bing

the contents of the buried treasure, the solved cipher
states that it is

deposited "about four mles fromBuford s,” which probably
refers to the

community of Buford or, nore specifically, to Buford's
Tavern, |ocated at

the center of Figure 25. The cipher also nentions that
"the vault is

roughly lined with stone,” so nmany treasure hunters have
sear ched al ong

Goose Creek, a rich source of |arge stones. Each summer



t he region

attracts hopefuls, sonme arned with netal detectors, others
acconpani ed

by psychics or diviners. The nearby town of Bedford has a
nunber of

busi nesses which gladly hire out equi pnent, including

I ndustrial diggers.

Local farnmers tend to be | ess welcomng to the strangers,
who often trespass

on their |and, damage their fences and di g gi ant hol es.

Having read the tale of the Beal e ciphers, you m ght be
encouraged to

take up the challenge yourself. The lure of an unbroken
ni net eent h-century

ci pher, together with a treasure worth $20 nillion, m ght
prove

Irresistible. However, before you set off on the treasure
trail, take heed of

t he advice given by the author of the panphlet:

Before giving the papers to the public, |I would say a word
to those who may

take an interest in them and give thema little advice,
acquired by bitter experience.

It is, to devote only such tinme as can be spared from your
l egiti mate

business to the task, and if you can spare no tine, |et
the matter al one .

Agai n, never, as | have done, sacrifice your own and your
famly's interests

to what may prove an illusion; but, as | have already
sai d, when your day's

work is done, and you are confortably seated by your good
fire, a short tine

devoted to the subject can injure no one, and may bring
Its reward.

Figure 25 Part of a U S. Geol ogical Survey map of 1891
The circle has a radius of four

sj mles, and is centered on Buford's Tavern, a |l ocation
alluded to in the second ci pher.
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3 The Mechani zati on of Secrecy

At the end of the nineteenth century, cryptography was in
di sarray.

Ever since Babbage and Kasi ski had destroyed the security
of the

Vi genere cipher, cryptographers had been searching for a
new ci pher,

sonmet hing that woul d reestablish secret conmunicati on,

t hereby al |l ow ng

busi nessnen and the mlitary to exploit the imredi acy of
t he tel egraph

w t hout their comruni cations being stolen and deci phered.
Furthernore, at the turn of the century, the Italian
physi ci st Gugliel no Marconi

i nvented an even nore powerful form of tel ecomunication,
whi ch made

t he need for secure encryption even nore pressing.

In 1894, Marconi began experinenting with a curious
property of

el ectrical circuits. Under certain conditions, if one
circuit carried an electric

current, this could induce a current in another isolated
circuit sone

di stance away. By enhancing the design of the two
circuits, increasing the

power and addi ng aerials, Marconi could soon transmt and
receive

pul ses of information across distances of up to 2.5 km He
had i nvent ed

radi o. The tel egraph had al ready been established for half
a century, but

it required a wire to transport a nessage between sender
and receiver.

Marconi's system had the great advantage of being

W rel ess-the signal

traveled, as if by magic, through the air.



In 1896, in search of financial backing for his idea,

Mar coni em gr at ed

to Britain, where he filed his first patent. Continuing
hi s experinents, he

I ncreased the range of his radi o communi cations, first
transmtting a

nmessage 15 km across the Bristol Channel, and then 53 km
across the

Engli sh Channel to France. At the sane tine he began to

| ook for commerci al

applications for his invention, pointing out to potenti al
backers

the two main advantages of radio: it did not require the
construction of

expensi ve telegraph lines, and it had the potential to
send nessages
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bet ween ot herw se isolated |ocations. He pulled off a
magni ficent publicity

stunt in 1899, when he equi pped two ships with radi os so
that journalists

covering the Anerica's Cup, the world's nost inportant
yacht race,

could send reports back to New York for the foll ow ng
day's newspapers.

I nterest increased still further when Marconi shattered
the nyth that

radi o communi cation was limted by the horizon. Critics
had argued t hat

because radi o waves could not bend and follow the
curvature of the

Earth, radio comruni cation would be limted to a hundred
kil ometers or

so. Marconi attenpted to prove them wong by sending a
nmessage from



Pol dhu in Cornwall to St. John's in Newfoundl and, a

di st ance of

3,500 km I n Decenber 1901, for three hours each day, the
Pol dhu

transmtter sent the letter S (dot-dot-dot) over and over
again, while

Marconi stood on the windy cliffs of Newfoundl and trying
to detect the

radi o waves. Day after day, he westled to raise aloft a
giant kite, which in

turn hoisted his antenna high into the air. Alittle after
m dday on

Decenber 12, Marconi detected three faint dots, the first
transatl antic

radi o message. The expl anati on of Marconi's achi evenent
remai ned a

nystery until 1924, when physicists discovered the

I onosphere, a | ayer of

t he at nosphere whose | ower boundary is about 60 km above
the Earth.

The ionosphere acts as a mrror, allow ng radi o waves to
bounce of f it.

Radi o waves al so bounce off the Earth's surface, so radio
nmessages coul d

effectively reach anywhere in the world after a series of
refl ections

bet ween the i onosphere and the Earth.

Marconi's invention tantalized the mlitary, who viewed it
wWth a mxture

of desire and trepidation. The tactical advantages of
radi o are obvi ous:

it allows direct comruni cati on between any two points

wi t hout the

need for a wire between the |ocations. Laying such a wire
Is often inpractical,

soneti nes inpossible. Previously, a naval commander based
I n port

had no way of comrunicating with his ships, which m ght

di sappear for

nont hs on end, but radio would enable himto coordinate a
fl eet wherever

the ships mght be. Simlarly, radio would all ow generals
to direct



t heir canpai gns, keeping themin continual contact with
battal i ons,

regardl ess of their novenents. Al this is nmade possible
by the nature of

radi o waves, which emanate in all directions, and reach
recei vers wherever

they may be. However, this all-pervasive property of radio
Is also its greatest

mlitary weakness, because nmessages will inevitably reach
t he eneny as
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Vell as the intended recipient. Consequently, reliable
encryption becane

a necessity. If the eneny were going to be able to

I ntercept every radio

nmessage, then cryptographers had to find a way of
preventing themfrom

deci phering these nessages.

The m xed bl essings of radi o--ease of conmmunication and
ease of

I nterception-were brought into sharp focus at the outbreak
of the First

wWrld War. All sides were keen to exploit the power of
radi o, but were

al so unsure of how to guarantee security. Together, the
advent of radio

and the Great War intensified the need for effective
encryption. The hope

was that there would be a breakthrough, some new ci pher

t hat woul d

reestablish secrecy for mlitary commanders. However,

bet ween 1914 and

1918 there was to be no great discovery, nerely a
cat al ogue of cryptographic

failures. Codenakers conjured up several new ciphers, but
one by

one they were broken.

One of the nost fanmous wartinme ciphers was the German
ADFGVX



ci pher, introduced on March 5, 1918, just before the major
Ger man of f ensi ve

t hat began on March 21. Like any attack, the German thrust
woul d

benefit fromthe el enment of surprise, and a commttee of
crypt ographers

had sel ected the ADFGVX ci pher froma variety of
candi dat es, believing

that it offered the best security. In fact, they were
confident that it was unbreakable. The cipher's strength | ay
in its convoluted nature, a mxture

of a substitution and transposition (see Appendix F).

By the begi nning of June 1918, the German artillery was
only 100 km

fromParis, and was preparing for one final push. The only
hope for the

Allies was to break the ADFGVX cipher to find just where
t he Ger mans

were planning to punch through their defenses.
Fortunately, they had a

secret weapon, a cryptanal yst by the name of Georges

Pai nvin. This dark,

sl ender Frenchman with a penetrating m nd had recogni zed
his talent for

cryptographi c conundruns only after a chance neeting with
a menber of

the Bureau du Chiffre soon after the outbreak of war.
Thereafter, his

pricel ess skill was devoted to pinpointing the weaknesses
I n German

ci phers. He grappled day and night with the ADFGVX ci pher,
in the

process |losing 15 kg in weight.

Eventual ly, on the night of June 2, he cracked an ADFGVX
nmessage.

Pai nvin's breakthrough led to a spate of other

deci phernments, including a

nessage that contai ned the order "Rush nunitions. Even by
day i f not
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seen." The preanble to the nessage indicated that it was
sent from sonewhere

bet ween Mont di di er and Conpi egne, sone 80 kmto the north
of

Paris. The urgent need for munitions inplied that this was
to be the |l ocation

of the imm nent German thrust. Aerial reconnai ssance
confirnmed

that this was the case. Allied soldiers were sent to
reinforce this stretch of

the front line, and a week later the Gernman onsl aught
began. Havi ng | ost

the el enent of surprise, the German arny was beaten back
in a hellish

battle that |asted five days.

The breaki ng of the ADFGVX cipher typified cryptography
during the

First World War. Al though there was a flurry of new

ci phers, they were all

variations or conbinations of nineteenth-century ciphers
that had al ready

been broken. While sonme of theminitially offered
security, it was never

| ong before cryptanal ysts got the better of them The
bi ggest probl em for

cryptanal ysts was dealing with the sheer vol une of
traffic. Before the

advent of radio, intercepted nessages were rare and
precious itens, and

cryptanal ysts cheri shed each one. However, in the First
World War, the

anount of radio traffic was enornous, and every single
nmessage coul d be

I ntercepted, generating a steady flow of ciphertexts to
occupy the m nds of

the cryptanal ysts. It is estimated that the French

i ntercepted a hundred mllion

wor ds of Gernman conmmuni cations during the course of the
G eat War.

O all the wartine cryptanal ysts, the French were the nost
effective. When they entered the war, they already had the



strongest team of code-breakers

I n Europe, a consequence of the humliating French defeat
in the

Franco- Prussi an War. Napoleon |11, keen to restore his
declining popularity,

had i nvaded Prussia in 1870, but he had not antici pated
the alliance

between Prussia in the north and the southern Gernman
states. Led by

Oto von Bismarck, the Prussians steanrollered the French
arnmy, annexing

t he provinces of Al sace and Lorraine and bringing an end
to French

dom nati on of Europe. Thereafter, the continued threat of
the newy

united Germany seens to have been the spur for French
cryptanal ysts to

master the skills necessary to provide France with
detailed intelligence

about the plans of its eneny.

It was in this climte that Auguste Kerckhoffs wote his
treatise La

Cryptographic mlitaire. Al though Kerckhoffs was Dutch, he
spent nost of

his life in France, and his witings provided the French
wi th an excepti onal

guide to the principles of cryptanalysis. By the tine the
First Wrld

* Figure 26 Lieutenant CGeorges Painvin.

fc
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War had begun, three decades later, the French mlitary
had i npl enent ed

Kerckhoffs' ideas on an industrial scale. While | one
geni uses |ike Painvin



sought to break new ci phers, teans of experts, each with
speci al |y devel oped

skills for tackling a particul ar cipher, concentrated on
t he day-to-day

deci pherments. Tinme was of the essence, and conveyor-belt
crypt anal ysi s

could provide intelligence quickly and efficiently.

Sun-Tzu, author of the Art of War, a text on military
strategy dating from

the fourth century b.c., stated that: "Nothing should be
as favorably

regarded as intelligence; nothing should be as generously
rewarded as intelligence;

not hi ng shoul d be as confidential as the work of
intelligence.” The

French were fervent believers in the words of Sun-Tzu, and
in addition to

honing their cryptanalytic skills they al so devel oped
several ancillary

techni ques for gathering radio intelligence, nethods that
did not involve

deci phernment. For exanple, the French |istening posts

| earned to recognize

a radio operator's fist. Once encrypted, a nessage is sent
I n Morse code, as

a series of dots and dashes, and each operator can be

i dentified by his pauses,

the speed of transm ssion, and the relative | engths of
dots and dashes. A fi st

I's the equival ent of a recognizable style of handwiting.
As wel |l as operating

| i stening posts, the French established six direction
finding stations which

were able to detect where each nessage was com ng from
Each station

noved its antenna until the incom ng signal was strongest,
which identified

a direction for the source of a nessage. By conbining the
directional information

fromtwo or nore stations it was possible to | ocate the
exact source

of the eneny transm ssion. By conbining fist information
with direction



finding, it was possible to establish both the identity
and the | ocation of, say,

a particular battalion. French intelligence could then
track its path over the

course of several days, and potentially deduce its
destinati on and objecti ve.

This formof intelligence gathering, known as traffic
anal ysis, was particularly

val uabl e after the introduction of a new ci pher. Each new
ci pher woul d

make cryptanal ysts tenporarily inpotent, but even if a
message was i ndeci pherabl e

it could still yield information via traffic anal ysis.

The vigilance of the French was in sharp contrast to the
attitude of the

Germans, who entered the war with no mlitary
cryptanal yti c bureau. Not

until 1916 did they set up the Abhorchdi enst, an

organi zati on devoted to

intercepting Allied nessages. Part of the reason for their
tardiness in

establ i shing the Abhorchdi enst was that the German arny
had advanced
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| jnto French territory in the early phase of the war. The
French, as they

retreated, destroyed the [ andlines, forcing the advancing
Germans to rely On radios for communication. Wile this gave
the French a conti nuous

supply of German intercepts, the opposite was not true. As

t he French

were retreating back into their own territory, they stil

had access to their

- owWn
| andl i nes, and had no need to communi cate by radio. Wth a
| ack of

French radi o conmuni cati on, the Germans coul d not nake
many i nterceptions,

and hence they did not bother to develop their



cryptanal ytic
departnment until two years into the war.

The British and the Americans al so nade i nportant
contributions to

Al'lied cryptanal ysis. The supremacy of the Alied
codebreakers and their

I nfl uence on the Geat War are best illustrated by the
deci phernment of a

German telegramthat was intercepted by the British on
January 17, 1917.

The story of this deci phernment shows how cryptanal ysis can
affect the

course of war at the very highest |evel, and denonstrates
the potentially

devast ati ng repercussi ons of enploying i nadequate
encryption. Wthin a

matter of weeks, the deciphered tel egram would force
Anmerica to rethink

its policy of neutrality, thereby shifting the bal ance of
t he war.

Despite calls frompoliticians in Britain and America,

Pr esi dent

Wodrow W1 son had spent the first two years of the war
steadfastly refusing

to send Anerican troops to support the Allies. Besides not
wanting to

sacrifice his nation's youth on the bl oody battl efiel ds of
Eur ope, he was

convinced that the war could be ended only by a negoti at ed
settl enent,

and he believed that he could best serve the world if he
remai ned neutral

and acted as a nediator. In Novenber 1916, WI son saw hope
for a

settl enent when Gernmany appointed a new Foreign M nister,
Art hur

Zi mrermann, a jovial giant of a man who appeared to herald
a new era of

enl i ghtened German di pl onacy. Anerican newspapers ran
headl i nes such

as OUR FRI END ZI MVERVMANN and LI BERALI ZATI ON OF GERMANY,



and

one article proclained himas "one of the nobst auspicious
onens for the

future of German-Anmerican relations.
t he Aneri cans,

Zi mrer mann had no intention of pursuing peace. |Instead, he
was

plotting to extend Germany's mlitary aggression.

However, unknown to

Back in 1915, a subnerged CGerman U boat had been
responsi bl e for

si nking the ocean liner Lmtania, drowning 1,198
passengers, including

128 U.S. civilians. The loss of the Lmitania would have
drawn Anerica

108 The Code Book

into the war, were it not for Gernmany's reassurances that
henceforth U boats

woul d surface before attacking, a restriction that was

I ntended to

avoi d accidental attacks on civilian ships. However, on
January 9, 1917,

Zi mrer mann attended a nonentous neeting at the Gernman
castl e of

Pl ess, where the Suprene H gh Command was trying to

per suade t he

Kai ser that it was tine to renege on their prom se, and
enbark on a course

of unrestricted subnmarine warfare. German conmmanders knew
that their

U- boats were al nost invulnerable if they |aunched their
t or pedoes while

remai ni ng subnerged, and they believed that this woul d
prove to be the

deci sive factor in determ ning the outcone of the war.
Ger many had been

constructing a fleet of two hundred U boats, and the
Suprene High

Command argued that unrestricted U boat aggression would
cut off



Britain's supply lines and starve it into subm ssion
W thin six nonths.

A swft victory was essential. Unrestricted submarine
warfare and the

I nevitable sinking of U S. civilian ships would al nost
certainly provoke

Anmerica into declaring war on Germany. Bearing this in
m nd, Germany

needed to force an Allied surrender before Anerica could
mobilize its

troops and make an inpact in the European arena. By the
end of the

neeting at Pless, the Kaiser was convinced that a sw ft
victory could be

achi eved, and he signed an order to proceed with
unrestricted U boat warfare,

whi ch woul d take effect on February 1.

In the three weeks that remai ned, Zi mrernmann devi sed an
I nsurance

policy. If unrestricted U-boat warfare increased the

| i kel i hood of America

entering the war, then Zi mrermann had a plan that woul d
del ay and

weaken Anerican invol venent in Europe, and which m ght
even di scourage

it conpletely. Zimmermann's idea was to propose an
alliance with

Mexi co, and persuade the President of Mexico to invade
Anerica and

reclaimterritories such as Texas, New Mexico and Arizona.
Cer many

woul d support Mexico in its battle with their conmon
eneny, aiding it

financially and mlitarily.

Furthernore, Zi mrermann wanted the Mexican president to
act as a

nmedi at or and persuade Japan that it too should attack
Anerica. This way,

Germany woul d pose a threat to Anerica's East Coast, Japan
woul d attack

fromthe west, while Mexico invaded fromthe south.



Zi mrer mann' s

mai n notive was to pose Anerica such problens at hone that
it could

not afford to send troops to Europe. Thus Germany coul d
win the battle

Figure 27 Arthur Zi mrer mann.
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at sea, win the war in Europe and then withdraw fromthe
Amer i can canpai gn

On January 16, Zi mrer mann encapsul ated his proposal in a
telegramto the German Anbassador in Washi ngton, who woul d
t hen

retransmt it to the German Ambassador in Mexico, who
woul d finally

deliver it to the Mexican President. Figure 28 shows the
encrypted tel egraph;

the actual nessage is as follows:

W intend to begin unrestricted submarine warfare on the
first of February.

W shall endeavor in spite of this to keep the United
States neutral. In the

event of this not succeeding, we nmake Mexico a proposal of
alliance on the

foll owi ng basis: nmake war together, make peace together,
gener ous financi al

support, and an understanding on our part that Mexico is
to reconquer the

| ost territory in Texas, New Mexico and Arizona. The
settlement in detail is

|l eft to you.

You will informthe President [of Mexico] of the above
nost secretly, as

soon as the outbreak of war with the United States is
certain, and add the

suggestion that he should, on his own initiative, invite
Japan to i nmmedi ate

adherence and at the sane tine nedi ate between Japan and



our sel ves.

Pl ease call the President's attention to the fact that the
unrestricted

enpl oynent of our submarines now offers the prospect of
conmpel I'i ng Engl and

to make peace within a few nonths. Acknow edge receipt.

Zi mrer nann

Zi mrer mann had to encrypt his tel egram because Germany was
awar e

that the Allies were intercepting all its transatlantic
conmuni cati ons, a

consequence of Britain's first offensive action of the
war. Before dawn on

the first day of the First World War, the British ship

Tel coni a appr oached

the German coast under cover of darkness, dropped anchor,
and haul ed up

a clutch of undersea cables. These were Germany's
transatlantic cables-its

comuni cation links to the rest of the world. By the tine
t he sun had

risen, they had been severed. This act of sabotage was

ai med at destroying

Germany's nost secure neans of communi cati on, thereby
forcing Gernman

nmessages to be sent via insecure radio links or via cables
owned by

ot her countries. Zi nmermann was forced to send his
encrypted tel egram

via Sweden and, as a back-up, via the nore direct

Aneri can- owned cabl e.

Bot h routes touched Engl and, which neant that the text of
t he Zi mrer mann

telegram as it would beconme known, soon fell into British
hands.

The intercepted tel egramwas i nmedi ately sent to Room 40,
the Adm -
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il1ty"s cipher bureau, named after the office in which it

was initially

aused. Room 40 was a strange m xture of |inguists,

cl assi cal schol ars and

zzl e addicts, capable of the nost ingenious feats of
crypt anal ysis. For

apl e, the Reverend Montgonery, a gifted transl ator of
Ger man t heopcal

wor ks, had deci phered a secret nessage hidden in a
post card

dressed to Sir Henry Jones, 184 King's Road,
Ti ghnabr uai ch, Scotl and.
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Figure 28 The Zimermann tel egram as forwarded by von
Bernstorff, the Gernan

Anbassador in Washington, to Eckhardt, the German
Anbassador in Mexico City.
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Figure 28 The Zimermann tel egram as forwarded by von
Bernstorff, the Gernman

Anbassador in Washington, to Eckhardt, the German
Anbassador in Mexico City.
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The postcard had been sent from Turkey, so Sir Henry had
assuned t hat

It was fromhis son, a prisoner of the Turks. However, he
was puzzl ed

because the postcard was bl ank, and the address was
peculiar-the village of Tighnabruaich was so tiny that none
of the houses had nunbers and

there was no King's Road. Eventually, the Reverend

Mont gonery spotted

the postcard's cryptic nessage. The address alluded to the
Bi bl e, First

Book of Kings, Chapter 18, Verse 4. "(badi ah took a

hundr ed prophets,

and hid themfifty in a cave, and fed themw th bread and
water." Sir

Henry's son was sinply reassuring his famly that he was
bei ng wel |

| ooked after by his captors.

When the encrypted Zi mmermann tel egramarrived i n Room 40,
It was

Mont gonery who was made responsi ble for deciphering it,
along with

Ni gel de Grey, a publisher seconded fromthe firm of

W1l iam Hei nemann.

They saw i medi ately that they were dealing with a form of
encryption used only for high-level diplomatic
communi cati ons, and

tackled the telegramw th sone urgency. The deci phernent
was far from

trivial, but they were able to draw upon previous anal yses
of other simlarly

encrypted telegrans. Wthin a few hours the codebreaking
duo had



been able to recover a few chunks of text, enough to see
that they were

uncovering a nessage of the utnost inportance. Montgonery
and de

G ey persevered with their task, and by the end of the day
they coul d discern

the outline of Zinmermann's terrible plans. They realized
t he dreadf ul

i nplications of unrestricted U-boat warfare, but at the
same tine they

could see that the German Foreign M nister was encouragi ng
an attack on

America, which was likely to provoke President WIlson into
abandoni ng

Anerica's neutrality. The tel egram contai ned the deadli est
of threats, but

al so the possibility of America joining the Allies.

Mont gonery and de Grey took the partially deci phered
telegramto

Admral Sir WlliamHall, Director of Naval Intelligence,
expecting himto

pass the information to the Anericans, thereby draw ng
theminto the

war. However, Admral Hall nerely placed the partial

deci phernment in his

safe, encouraging his cryptanalysts to continue filling in
t he gaps. He was

reluctant to hand the Anericans an inconplete

deci phernment, in case

there was a vital caveat that had not yet been deci phered.
He al so had

anot her concern lurking in the back of his mnd. If the
British gave the

Aneri cans the deci phered Zi mmermann tel egram and the
Aner i cans
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| by publicly condemmi ng Ger many's proposed aggression,

t hen the

as woul d conclude that their nethod of encryption had been
br o- |



This woul d goad theminto devel oping a new and stronger
encryption

a, thus choking a vital channel of intelligence. In any
case, Hall was

that the all-out U boat onslaught would begin in just two
weeks, (in itself mght be enough to incite President WI son
I nt o decl aring

, on Germany. There was no point jeopardizing a val uabl e
source of

| i gence when the desired outconme m ght happen anyway.

February 1, as ordered by the Kaiser, Germany instigated
unre:ted

naval warfare. On February 2, Wodrow Wl son held a

cabi net

eting to decide the American response. On February 3, he
spoke to

Ongress and announced that America would continue to
remai n neu-,

acting as a peacenaker, not a conbatant. This was contrary
to Allied

Ger man expectations. American reluctance to join the
Allies left

liral Hall with no choice but to exploit the Zi mrer mann
tel egram

In the fortnight since Montgonery and de Grey had first
cont act ed

i1l, they had conpl eted the deci phernent. Furthernore,
Hal I had

bund a way of keeping Germany from suspecting that their
security had

cen breached. He realized that von Bernstorff, the German
Anbassador

I Washi ngton, would have forwarded the nessage to von
Eckhardt, the

Ser man Anbassador in Mexico, having first nade sone ninor
changes.

f For exanple, von Bernstorff would have renoved the

i nstructions ai ned

pat hinmsel f, and would al so have changed t he address. Von
Eckhardt woul d

then have delivered this revised version of the tel egram
unencrypted, to

the Mexican President. |f Hall could sonehow obtain this



Mexi can version

of the Zinmrermann telegram then it could be published in
t he

H newspapers and the Germans woul d assune that it had been
stol en from

t he Mexi can Governnent, not intercepted and cracked by the
British on

Its way to Anrerica. Hall contacted a British agent in

Mexi co, known only

as M. H, who in turn infiltrated the Mexican Tel egraph
Ofice. M. H

was able to obtain exactly what he needed--the Mexican
version of the

Zi mrer mann tel egram

It was this version of the telegramthat Hall handed to
Art hur Bal four,

the British Secretary of State for Foreign Affairs. On
February 23, Bal four

summoned the Anerican Anbassador, Walter Page, and
presented him

with the Zimermann telegram later calling this "the nost
dramati c
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war, when cryptographers were in a state of utter despair,
scientists ;n Anerica nmade an astoundi ng breakthrough. They
di scovered that the

Vi genere cipher could be used as the basis for a new, nore
f or mi dabl e

formof encryption. In fact, this new ci pher could offer
perfect security.

The fundanental weakness of the Vigenere cipher is its
cyclical nature.

If the keyword is five letters long, then every fifth

| etter of the plaintext is

encrypted according to the sane ci pher al phabet. If the
crypt anal yst can

Identify the |l ength of the keyword, the ciphertext can be
treated as a series

of five nonoal phabetic ci phers, and each one can be broken
by frequency

anal ysis. However, consider what happens as the keyword
gets | onger.

| magi ne a plaintext of 1,000 letters encrypted according
to the Vigenere

ci pher, and imagine that we are trying to cryptanal yze the
resul ting ciphertext.

I f the keyword used to enci pher the plaintext were only 5
|l etters | ong,

the final stage of cryptanalysis would require applying



frequency anal ysi s

to 5 sets of 200 letters, which is easy. But if the
keyword had been 20 letters

| ong, the final stage would be a frequency anal ysis of 20
sets of 50 letters,

which is considerably harder. And if the keyword had been
1,000 letters

| ong, you would be faced with frequency analysis of 1,000
sets of 1 letter

each, which is conpletely inpossible. In other words, if
the keyword (or

keyphrase) is as long as the nessage, then the

cryptanal ytic techni que

devel oped by Babbage and Kasiski wll not work.

Using a key as long as the nessage is all well and good,
but this requires

t he cryptographer to create a lengthy key. If the nessage
I s hundreds of

| etters long, the key al so needs to be hundreds of letters
| ong. Rat her than

inventing a long key fromscratch, it mght be tenpting to
base it on, say,

the lyrics of a song. Alternatively, the cryptographer
could pick up a book

on birdwat chi ng and base the key on a series of randonly
chosen bird

names. However, such shortcut keys are fundanental |y

f | aned.

In the follow ng exanple, | have enci phered a piece of

ci phertext using

t he Vigenere cipher, using a keyphrase that is as |ong as
t he nessage.

Al'l the cryptanal ytic techniques that | have previously
described will fail.

None the | ess, the nessage can be deci phered.

G phertext VHRVHEUZNFQDEZR WKF | D K
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A new system of cryptanalysis begins with the assunption
that the

| &phert ext contains sonme common words, such as the. Next,
we ran-omy

pl ace the at various points in the plaintext, as shown

bel ow, and

duce what sort of keyletters would be required to turn the
into the

propriate ciphertext. For exanple, if we pretend that the
Is the first

| vord of the plaintext, then what would this inply for the
first three letters

' of the key? The first letter of the key would encrypt t
into V. To work out

f'the first letter of the key, we take a Vi genere square,

| ook down the col um

headed by t until we reach V, and find that the letter

t hat begi ns that

rowis C. This process is repeated with h and e, which
woul d be encrypted

as H and R respectively, and eventually we have candi dates
for the first

three letters of the key, CAN. Al of this cones fromthe
assunption that the is the first word of the plaintext. W
place the in a few ot her positions,

and, once again, deduce the correspondi ng keyletters. (You
can

check the rel ationship between each plaintext letter and
ci phertext letter

by referring to the Vigenere square in Table 9.)

Ci phertext VHRVHEUZNFQDEZRWKF | DK

W have tested three the's against three arbitrary



fragnents of the

ci phertext, and generated three guesses as to the elenents
of certain parts

of the key. How can we tell whether any of the the's are
in the right position?

We suspect that the key consists of sensible words, and we
can use

this to our advantage. If a the is in a wong position, it
wi |l probably

result in a random sel ection of keyletters. However, if it
IS in a correct

position, the keyletters should nmake sone sense. For
exanple, the first

the yields the keyletters CAN, which is encouraging
because this is a

perfectly reasonable English syllable. It is possible that
this the is in the

correct position. The second the yields BSJ, which is a
very peculiar

conbi nati on of consonants, suggesting that the second the
I s probably a

m stake. The third the yields YPT, an unusual syll abl e but
one which is

worth further investigation. If YPT really were part of
the key, it would be

within a larger word, the only possibilities being
APCCALYPTI C, CRYPT

and EGYPT, and derivatives of these words. How can we find
out if one of

these words is part of the key? W can test each

hypot hesi s by inserting
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the three candi date words in the key, above the
appropri ate section of the
ci phertext, and working out the correspondi ng pl ai ntext:

Key CAN?7????APCCALYPTI C??

Pl ai ntext the? ? ? ? ?nqcbeot hexg? ?



G phertext VHRVHEUZNFQDEZRWKF | DK

Key CAN????7??2??2?CRYPT????
Plaintextt h e ?2?2?2?????? c i t h e ????

G phertext VHRVHEUZNFQDEZRWKF | DK

Key CAN?7???27??27??2?2EGYPT??7??

Ci phertext VHRVHEUZNFQDEZRWKF | DK

I f the candidate word is not part of the key, it wll
probably result in a

random pi ece of plaintext, but if it is part of the key
the resulting plaintext

shoul d make sone sense. Wth APOCALYPTIC as part of the
key the resulting

plaintext is gibberish of the highest quality. Wth CRYPT,
the resulting

plaintext is cithe, which is not an inconceivabl e piece of
pl ai nt ext. However,

I f EGYPT were part of the key it would generate atthe, a
nore prom sing

conbi nation of letters, probably representing the words at
t he.

For the tinme being |l et us assune that the nost |ikely
possibility is that

EGYPT is part of the key. Perhaps the key is a list of
countries. This would

suggest that CAN, the piece of the key that corresponds to
the first the, is

the start of CANADA. W can test this hypothesis by
wor ki ng out nore of

the plaintext, based on the assunption that CANADA, as
wel | as EGYPT, is

part of the key:



G phertext VHRVHEUZNFQDEZRWKF | DK

Qur assunption seens to be maki ng sense. CANADA inplies

t hat the

pl ai nt ext begins with thenee which perhaps is the start of
t he neeting.

Now t hat we have deduced sone nore letters of the

pl aintext, ting, we

can deduce the corresponding part of the key, which turns
out to be
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PAZ. Surely this is the beginning of BRAZIL. Using the
conbi nati on of

ANADABRAZI LEGYPT as the bul k of the key, we get the
foll ow ng decierrhent:

the neeting is at the 1111.

8, In order to find the final word of the plaintext, the
| ocati on of the neet,
the best strategy would be to conplete the key by testing
one by one

nanmes of all possible countries, and deducing the
resul ting plaintext,
he only sensible plaintext is derived if the final piece
of the key is CUBA:

1 j cey CANADABRAZ | LEGYPTCUBA
" Plaintext thenmeet i ng i sat thedock 1 C phertext

VHRMHEUZNFQDEZRWKF | DK

; Table 9 Vigenere square.
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So, a key that is as long as the nessage is not sufficient
t o guarantee

security. The insecurity in the exanple above arises
because the key was

constructed from neani ngful words. W began by randonmy

I nserting the



t hroughout the plaintext, and working out the
correspondi ng keyletters.

W could tell when we had put a the in the correct place,
because the

keyl etters | ooked as if they m ght be part of neani ngful
wor ds. Thereafter,

we used these snippets in the key to deduce whole words in
the key. In

turn this gave us nore snippets in the nmessage, which we
coul d expand

I nto whole words, and so on. This entire process of toing
and froing

bet ween t he nessage and the key was only possible because
t he key had

an i nherent structure and consisted of recogni zabl e words.
However, in

1918 cryptographers began experinenting with keys that
wer e devoid of

structure. The result was an unbreakabl e ci pher.

As the Great War drew to a close, Major Joseph Mauborgne,
head of

crypt ographic research for the U S. Arny, introduced the
concept of a

random key--one that consisted not of a recognizable
series of words, but

rat her a random series of letters. He advocated enpl oyi ng
t hese random

keys as part of a Vigenere cipher to give an unprecedented
| evel of security.

The first stage of Mauborgne's systemwas to conpile a

t hi ck pad

consi sting of hundreds of sheets of paper, each sheet
beari ng a uni que key

in the formof lines of randomy sequenced letters. There
woul d be two

copies of the pad, one for the sender and one for the
receiver. To encrypt

a nmessage, the sender would apply the Vigenere cipher
using the first

sheet of the pad as the key. Figure 30 shows three sheets
fromsuch a pad

(in reality each sheet would contain hundreds of letters),
foll owed by a



nmessage encrypted using the random key on the first sheet.
The receiver

can easily deci pher the ciphertext by using the identical
key and reversing

the Vigenere cipher. Once that nessage has been
successful ly sent,

recei ved and deci phered, both the sender and the receiver
destroy the

sheet that acted as the key, so that it is never used
agai n. \Wien the next

nessage i s encrypted, the next randomkey in the pad is
enpl oyed, which

I's al so subsequently destroyed, and so on. Because each
key is used once,

and only once, this systemis known as a onetine pad

ci pher.

The onetine pad ci pher overcones all previous weaknesses.
| magi ne

that the nessage attack the valley at dawn has been

enci phered as in Figure

30, sent via a radio transmtter and intercepted by the
eneny. The
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phertext is handed to an eneny cryptanal yst, who then
attenpts to decider

it. The first hurdle is that, by definition, there is no
repetition in a ran-i

key, so the nethod of Babbage and Kasi ski cannot break the
oneti ne

[ cipher. As an alternative, the eneny cryptanal yst m ght
try placing the

ord the in various places, and deduce the correspondi ng
pi ece of the key,

st as we did when we attenpted to deci pher the previous
nessage. |If the

ptanal yst tries putting the at the beginning of the
nmessage, which is

orrect, then the correspondi ng segnent of key would be
reveal ed as

I k/ xb, which is a random series of letters. If the



cryptanal yst tries placing

fihe so that it begins at the seventh letter of the
nessage, whi ch happens to

| be correct, then the correspondi ng segnent of key woul d
be reveal ed as

' QKJ, which is also a random series of letters. In other
wor ds, the cryptanaltyst

cannot tell whether the trial word is, or is not, in the
correct place.

In desperation, the cryptanal yst m ght consider an
exhaustive search of

"all possible keys. The ciphertext consists of 21 letters,
so the cryptanal yst

knows that the key consists of 21 letters. This means t hat
there are

roughl y 500, 000, 000, 000, 000, 000, 000, 000, 000, 000 possi bl e
keys to test,

which is conpletely beyond what is humanly or nechanically
f easi bl e.

However, even if the cryptanal yst could test all these
keys, there is an even

greater obstacle to be overcone. By checking every
possi bl e key the

Sheet 1
Sheet 2
Sheet 3
PL ME
01 WH
JABPR
Z QKJ Z
P1QZE
MFECE
LRTEAI
TSEBL



L GUXD
VCRCB
CYRUP
DACMR

Y NNRB
DUV NM
Z KWY1

Key PLMOEZQKJZLRTEAVCRCBY

Pl ai nt ext attacktheval | eyatdawn
C phertext PEFO& J RNULCE | YVVUCXL

Figure 30 Three sheets, each a potential key for a onetine
pad ci pher. The nessage is
enci phered usi ng Sheet 1.
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cryptanalyst will certainly find the right nessage-but
every wong nessage

wll also be reveal ed. For exanple, the foll ow ng key
applied to the

same ci phertext generates a conpletely different nessage:

Key MAAKTGKINDRTI FDBHKTS

Pl ai nt ext defendthehi 1 | atsunset
Ci phertext PEFO& JRNULCE | YWWUCXL

If all the different keys could be tested, every

concei vabl e 21-letter nessage

woul d be generated, and the cryptanal yst woul d be unabl e
to distinguish

bet ween the right one and all the others. This difficulty
woul d not

have arisen had the key been a series of words or a
phrase, because the

I ncorrect nessages woul d al nost certainly have been



associated with a

meani ngl ess key, whereas the correct nessage woul d be
associated with a

sensi bl e key.

The security of the onetine pad cipher is wholly due to
t he randommess

of the key. The key injects randommess into the

ci phertext, and if the

ci phertext is randomthen it has no patterns, no
structure, nothing the

cryptanal yst can latch onto. In fact, it can be

mat hematical |y proved that

It Is inpossible for a cryptanalyst to crack a nessage
encrypted with a onetine

pad ci pher. In other words, the onetine pad cipher is not
nerely

bel i eved to be unbreakable, just as the Vigenere cipher
was in the nineteenth

century, it really is absolutely secure. The onetine pad
of fers a guarantee

of secrecy: the Holy Grail of cryptography.

At |ast, cryptographers had found an unbreakabl e system of
encryption.

However, the perfection of the onetine pad ci pher did not
end t he

guest for secrecy: the truth of the matter is that it was
hardly ever used.

Al though it is perfect in theory, it is flawed in practice
because the ci pher

suffers fromtw fundanental difficulties. First, there is
t he practical problem

of meking large quantities of random keys. In a single day
an arny

m ght exchange hundreds of nessages, each containing

t housands of

characters, so radio operators would require a daily
supply of keys equi val ent

to mllions of randomy arranged |letters. Supplying so
many random

sequences of letters is an i mense task.

Sone early cryptographers assuned that they could generate



huge

anounts of random keys by haphazardly tapping away at a
typewiter. However,

whenever this was tried, the typist would tend to get into
t he habit of

1 WC . (*. ., nnn

ling a character using the |left hand, and then a character
usi ng the right
ad, and thereafter alternate between the two sides. This
m ght be a quick
| * of generating a key, but the resulting sequence has
structure, and i s no
er randomif the typist hits the letter D, fromthe |eft
side of the key-d,
then the next letter is predictable in as nuch as it is
probably from

right side of the keyboard. If a onetine pad key was to
be truly random
|letter fromthe left side of the keyboard shoul d be
foll owed by anot her
er fromthe left side of the keyboard on roughly half the
occasi ons.
Crypt ographers have cone to realize that it requires a
great deal of
tie, effort and noney to create a random key. The best
random keys are
eated by harnessing natural physical processes, such as
radi oactivity,
fhich is known to exhibit truly random behavi or. The
crypt ographer
auld place a lunp of radioactive material on a bench, and
detect its
tiissions with a Geiger counter. Sonetines the en ssions
fol |l ow each
| ot her in rapid succession, sonetines there are |ong
del ays-the tinme
| " between em ssions is unpredictable and random The
crypt ographer
could then connect a display to the CGeiger counter, which
rapidly cycles
t hrough the al phabet at a fixed rate, but which freezes



nonmentarily as

soon as an emssion is detected. Whatever letter is on the
di spl ay coul d

be used as the next letter of the random key. The di spl ay
restarts and once

agai n cycles through the al phabet until it is stopped at
random by t he

next em ssion, the letter frozen on the display is added
to the key, and so

on. This arrangenent woul d be guaranteed to generate a
truly random

key, but it is inpractical for day-to-day cryptography.

Even if you could fabricate enough random keys, there is a
second

problem nanely the difficulty of distributing them

| magi ne a battlefield

scenari o in which hundreds of radio operators are part of
t he same communi cati ons

network. To start with, every single person nust have

i denti cal

copi es of the onetine pad. Next, when new pads are issued,
t hey nust be

di stributed to everybody sinultaneously. Finally,
everybody nust remain in

step, making sure that they are using the right sheet of

t he onetine pad at

the right tine. Wdespread use of the onetine pad woul d
fill the battlefield

Wi th couriers and bookkeepers. Furthernore, if the eneny
captures just one

set of keys, then the whole comrunicati on systemis
conpr oni sed.

It mght be tenpting to cut down on the manufacture and
di stribution

of keys by reusing onetine pads, but this is a

crypt ographi c cardi nal sin.
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Reusing a onetine pad would all ow an eneny cryptanal yst to
deci pher



nmessages with relative ease. The technique used to prize
open two pieces

of ciphertext encrypted with the sane onetinme pad key is
explained in

Appendi x G but for the tinme being the inportant point is
that there can

be no shortcuts in using the onetinme pad cipher. The
sender and receiver

must use a new key for every nessage.

A onetine pad is practicable only for people who need
ultrasecure

communi cati on, and who can afford to neet the enornous
costs of manufacturing

and securely distributing the keys. For exanple, the
hot | i ne between

the presidents of Russia and Anerica is secured via a
oneti nme pad ci pher.

The practical flaws of the theoretically perfect onetine
pad nmeant t hat

Maubor gne's idea could never be used in the heat of
battle. In the aftermath

of the First Wrld War and all its cryptographic failures,
t he search

continued for a practical systemthat could be enployed in
the next conflict.

Fortunately for cryptographers, it would not be |ong

bef ore they

made a breakt hrough, sonething that woul d reestablish
secret conmuni cation

on the battlefield. In order to strengthen their ciphers,
crypt ographers

were forced to abandon their pencil-and-paper approach to
secrecy,

and exploit the very latest technology to scranble
messages.

The Devel opnment of Ci pher Machi nes--from G pher D sks
to the Enigma

The earliest cryptographic machine is the cipher disk,



Invented in the fifteenth

century by the Italian architect Leon Alberti, one of the
fathers of

t he pol yal phabetic ci pher. He took two copper disks, one
slightly | arger

than the other, and inscribed the al phabet around the edge
of both. By

placing the smaller disk on top of the |arger one and
fixing themwith a

needle to act as an axis, he constructed sonething simlar
to the cipher

di sk shown in Figure 31. The two di sks can be

I ndependently rotated so

that the two al phabets can have different relative
positions, and can thus

be used to encrypt a nessage with a sinple Caesar shift.
For exanple, to

encrypt a nessage with a Caesar shift of one place,
position the outer A

next to the inner B-the outer disk is the plain al phabet,
and the inner

di sk represents the cipher al phabet. Each letter in the
pl ai nt ext nessage is
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| j ooked up on the outer disk, and the corresponding letter
on the inner

; disk is witten down as part of the ciphertext. To send
a nessage with a

Caesar shift °f f~lve places, sinply rotate the disks so
that the outer Ais

next to the inner F, and then use the cipher disk inits
new setting.

Even though the cipher disk is a very basic device, it
does ease enci phernent,

and it endured for five centuries. The version shown in
Fi gure

31 was used in the American Gvil War. Figure 32 shows a
Code- o- G aph,

a ci pher disk used by the eponynous hero of Captain



M dni ght, one of the

early Anerican radio dramas. Listeners could obtain their
own Code- o- Graph

by witing to the program sponsors, Ovaltine, and

encl osing a

| abel from one of their containers. Cccasionally the
program woul d end

wth a secret nessage from Captain M dnight, which could
be deci phered

by loyal listeners using the Code-o-G aph.

The ci pher di sk can be thought of as a "scranbler," taking
each

plaintext letter and transformng it into sonething else.
The node of

operation described so far is straightforward, and the
resulting cipher is

Figure 31 A U S. Confederate cipher disk
used in the Anrerican Cvil War.
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relatively trivial to break, but the cipher disk can be
used in a nore conplicated

way. Its inventor, Alberti, suggested changing the setting
of the

di sk during the nessage, which in effect generates a

pol yal phabeti c ci pher

I nstead of a nonoal phabetic ci pher. For exanple, Alberti
coul d have used

his di sk to enci pher the word goodbye, using the keyword
LEON. He

woul d begin by setting his disk according to the first

| etter of the keyword,

noving the outer A next to the inner L. Then he woul d
enci pher



the first letter of the nessage, g, by finding it on the
outer disk and noting

the corresponding letter on the inner disk, whichis R To
enci pher the

second letter of the nessage, he would reset his disk
according to the second

| etter of the keyword, noving the outer A next to the

I nner E. Then

he woul d enci pher o by finding it on the outer disk and
noting the correspondi ng

| etter on the inner disk, which is S. The encryption
process

continues with the cipher disk being set according to the
keyletter O then

N, then back to L, and so on. Alberti has effectively
encrypted a nessage

kJsliifisJk

Figure 32 Captain M dnight's Code-o-G aph,
whi ch enci phers each plaintext letter (outer disk)
as a nunber (inner disk), rather than a letter.
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Busi ng the Vigenere cipher with his first nane acting as
the keyword. The
ci pher di sk speeds up encryption and reduces errors



conpared with peri
formng the encryption via a Vigenere square.

The inportant feature of using the cipher disk in this way
Is the fact

that the disk is changing its node of scranbling during
encryption.

Al though this extra | evel of conplication nmakes the ci pher
harder to

break, it does not meke it unbreakabl e, because we are
sinply dealing

wi th a nmechani zed version of the Vigenere cipher, and the
Vi gener e ci pher

was broken by Babbage and Kasi ski. However, five hundred
years after

Al berti, a nore conplex reincarnation of his cipher disk
would lead to a

new generation of ciphers, an order of nagnitude nore
difficult to crack

t han anyt hing previously used.

In 1918, the German inventor Arthur Scherbius and his
close friend

Richard Ritter founded the conpany of Scherbius & Ritter,
an i nnovative

engi neering firmthat dabbled in everything fromturbines
to heated pill ows.

Scherbius was in charge of research and devel opnent, and
was constantly

| ooki ng for new opportunities. One of his pet projects was
to

repl ace the i nadequate systens of cryptography used in the
First Wrld

War by swappi ng pencil -and- paper ciphers with a form of
encryption that

exploited twentieth-century technol ogy. Having studi ed

el ectrical engineering

I n Hanover and Muni ch, he devel oped a pi ece of

crypt ographi c

machi nery that was essentially an electrical version of

Al berti's cipher

di sk. Called Enigma, Scherbius's invention would becone

t he nost fearsone

system of encryption in history.



Scher bi us's Eni gnma nmachi ne consi sted of a nunber of

I ngeni ous conponents,

whi ch he conbined into a form dable and intricate cipher
machi ne. However, if we break the machine down into its
consti tuent

parts and rebuild it in stages, then its underlying
principles wll becone

apparent. The basic form of Scherbius's invention consists
of three elenents

connected by wires: a keyboard for inputting each

pl ai ntext letter,

a scranbling unit that encrypts each plaintext letter into
a correspondi ng

ci phertext letter, and a display board consisting of
various | anps for

I ndicating the ciphertext letter. Figure 33 shows a
stylized | ayout of the

machine, limted to a six-letter al phabet for sinplicity.
In order to

encrypt a plaintext letter, the operator presses the
appropriate plaintext

| etter on the keyboard, which sends an electric pulse

t hrough the central
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scranbling unit and out the other side, where it
i1 lum nates the correspondi ng
ci phertext letter on the | anpboard.

The scranbler, a thick rubber disk riddled with wires, is
t he nost

I nportant part of the machine. Fromthe keyboard, the

W res enter the

scranbler at six points, and then nake a series of tw sts
and turns wthin

the scranbl er before energing at six points on the other
side. The internal

wi rings of the scranbler determ ne how the plaintext
letters will be

encrypted. For exanple, in Figure 33 the wrings dictate
t hat :



typing in awll illumnate the |etter B, which neans that
ais encrypted as B,

typing in b will illumnate the letter A which neans that
b is encrypted as A,
typing in Cwll illumnate the letter D, which neans that
Cis encrypted as D,
typing in d wll illumnate the letter F, which neans that
d is encrypted as F,
typing in e wll illumnate the |letter E, which neans that
e is encrypted as E,
typing inf wll illumnate the letter C, which neans that

f is encrypted as C

The nessage cafe woul d be encrypted as DBCE. Wth this
basi ¢ setup, the

scranbl er essentially defines a cipher al phabet, and the
machi ne can be

used to inplenent a sinple nonoal phabetic substitution
ci pher.

However, Scherbius's idea was for the scranbler disk to
automatically

rotate by one-sixth of a revolution each tine a letter is
encrypted (or one-twenty-sixth

of a revolution for a conplete al phabet of 26 letters).

Fi gure

34(a) shows the sanme arrangenent as in Figure 33; once
again, typing in

the letter b will illumnate the letter A However, this
time, inmediately

after typing a letter and illum nating the |anpboard, the
scranbl er

revol ves by one-sixth of a revolution to the position
shown in Figure

34(b). Typing in the letter b again will nowillumnate a
different letter,

namely C. Immediately afterward, the scranbler rotates
once nore, to the

position shown in Figure 34(c). This time, typing in the
letter b wll

illTumnate E. Typing the letter b six tinmes in a row would



generate the

ci phertext ACE B DC. In other words, the cipher al phabet
changes after each

encryption, and the encryption of the letter b is
constantly changing. Wth

this rotating setup, the scranbler essentially defines six
ci pher al phabets,

and the machi ne can be used to inplenent a pol yal phabetic
ci pher.

The rotation of the scranmbler is the nost inportant
feature of Scherbius's

desi gn. However, as it stands the nmachi ne suffers from one
obvi ous

weakness. Typing b six tines will return the scranbler to
its original

Scr anbl er

Lanpboar d

_>B
A
->D
d>F
e>E

f -*C

Figure 33 A sinplified
versi on of the Enigma
machi ne with an al phabet

of just six letters. The nost
i nportant el enent of the
machine is the scranbl er.

By typing in b on the
keyboard, a current passes
into the scranbler, follows
the path of the interna

W ring, and then energes

so as illumnate the A | anp.
In short, b is encrypted as
A. The box to the right

I ndi cates how each of the



six letters is encrypted.

Scr anbl er
Lanpboar d

Figure 34 Every tine a
letter is typed into the
keyboard and encrypt ed,
the scranbl er rotates by
one place, thus changi ng
how each letter is
potentially encrypted. In
(a) the scranbler encrypts
b as A but in (b) the new
scranbl er orientation
encrypts b as C In (c),
after rotating one nore

pl ace, the scranbl er
encrypts b as E. After
encrypting four nore

|l etters, and rotating four
nore places, the scranbler
returns to its original
orientation.
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position, and typing b again and again will repeat the
pattern of encryption.

In general, cryptographers are keen to avoid repetition
because it leads to

regularity and structure in the ciphertext, synptons of a
weak ci pher. This



probl em can be alleviated by introducing a second
scranbl er di sk.

Figure 35 is a schematic of a cipher machine with two
scranbl ers.

Because of the difficulty of drawing a three-di nensional
scranbler with

three-dinensional internal wirings, Figure 35 shows only a
t wo- di mensi onal

representation. Each tine a letter is encrypted, the first
scranbl er

rotates by one space, or in terns of the two-dinensional
di agram each

Wi ring shirts down one place. In contrast, the second
scranbl er di sk

remai ns stationary for nost of the tinme. It noves only
after the first

scranbl er has made a conplete revolution. The first
scranbler is fitted

wth atooth, and it is only when this tooth reaches a
certain point that it

knocks the second scranbler on one pl ace.

In Figure 35(a), the first scranbler is in a position
where it is just about

to knock forward the second scranbler. Typing in and
encrypting a letter

noves the nechanismto the configuration shown in Figure
35(b), in

which the first scranbler has noved on one place, and the
second scranbl er

has al so been knocked on one place. Typing in and
encrypting

another letter again noves the first scranbler on one

pl ace, Figure 35(c),

but this tinme the second scranbl er has renai ned
stationary. The second

scranbler will not nove again until the first scranbler
conpl etes one revol ution,

which will take another five encryptions. This arrangenent
IS

simlar to a car odoneter-the rotor representing single
mles turns quite

qui ckly, and when it conpl etes one revolution by reaching



"9," it knocks
the rotor tepresenting tens of mles forward one pl ace.

The advant age of adding a second scranbler is that the
pattern of

encryption is not repeated until the second scranbler is
back where it

started, which requires six conplete revolutions of the
first scranbler, or

the encryption of 6 x 6, or 36 letters in total. In other
words, there are 36

di stinct scranbler settings, which is equivalent to

swi tchi ng between 36

ci pher al phabets. Wth a full al phabet of 26 letters, the
ci pher machi ne

woul d switch between 26 x 26, or 676 ci pher al phabets. So
by conbi ni ng

scranblers (sonetines called rotors), it is possible to
build an encryption

machi ne which is continually sw tching between different
ci pher al phabets.

The operator types in a particular |etter and, dependi ng
on the

(b)

Keyboard

2 scranbl ers
Lanpboar d

Figure 35 On adding a
second scranbler, the
pattern of encryption
does not repeat until
36 letters have been
enci phered, at which
poi nt both scranbl ers
have returned to their
original positions. To



sinplify the diagram

the scranblers are
represented in just two

di mensi ons; instead of
rotating one place, the

W rings nove down one
place. If a wire appears to
| eave the top or bottom

of a scranbler, its path
can be followed by
continuing fromthe
corresponding wire at the
bottomor top of the

sane scranbler. In (a), b
Is encrypted as D. After
encryption, the first
scranbl er rotates by one
pl ace, al so nudgi ng the
second scranbl er around
one place—+his happens
only once during each
conpl ete revol uti on of

the first wheel. This new
setting is showm in (b), in
which b is encrypted as F.
After encryption, the first
scranbl er rotates by one
pl ace, but this tine the
second scranbl er remains
fixed. This new setting is
shown in (c), in which b
IS encrypted as B.
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ure nmeans that it does not add to the nunber of cipher
al phabet s,

| owever, its benefits becone clear when we see how t he
machi ne was

aally used to encrypt and decrypt a nmessage.

An operator wi shes to send a secret nessage. Before
encryption begins,

ftbe operator nust first rotate the scranblers to a
particular starting position. There are 17,576 possible



arrangenents, and therefore 17,576 possible

starting positions. The initial setting of the scranblers
will determ ne

how t he nessage is encrypted. W can think of the Eni gna
machi ne in

terns of a general cipher system and the initial settings
are what determ ne

the exact details of the encryption. In other words, the
initial set

1

tings provide the key. The initial settings are usually
di ctated by a code-book,

which lists the key for each day, and which is avail able
to

everybody within the comuni cati ons network. Distributing
t he code- book

requires tinme and effort, but because only one key per day
i's

required, it could be arranged for a codebook contai ni ng
28 keys to be

sent out just once every four weeks. By conparison, if an
army were to

use a onetine pad cipher, it would require a new key for
every message,

and key distribution would be a nuch greater task. Once
the scranbl ers

have been set according to the codebook's daily

requi rement, the sender

can begin encrypting. He types in the first letter of the
message, Sees

which letter is illumnated on the | anpboard, and notes it
down as the

first letter of the ciphertext. Then, the first scranbler
havi ng automatically

st epped on by one place, the sender inputs the second

| etter of the

nmessage, and so on. Once he has generated the conplete

ci phertext, he

hands it to a radi o operator who transmts it to the

I nt ended receiver.

In order to deci pher the nessage, the receiver needs to
have anot her

Eni gma nachi ne and a copy of the codebook that contains
the initial



scranbl er settings for that day. He sets up the nachine
according to the

book, types in the ciphertext letter by letter, and the

| anpboard i ndi cat es

the plaintext. In other words, the sender typed in the

pl ai ntext to generate

the ci phertext, and now the receiver types in the

ci phertext to generate

t he pl ai nt ext -enci phernent and deci phernment are mrror
processes.

The ease of deciphernent is a consequence of the
reflector. From Figure

36 we can see that if we type in b and follow the

el ectrical path, we cone

back to D. Simlarly, if we type in d and foll ow the path,
t hen we cone

back to B. The nmachine encrypts a plaintext letter into a
ci phertext letter,
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and, as long as the machine is in the sane setting, it
w || decrypt the sane
ci phertext letter back into the sane plaintext letter.

It is clear that the key, and the codebook that contains
It, nust never

be allowed to fall into eneny hands. It is quite possible
t hat the eneny

m ght capture an Eni gma machi ne, but w thout know ng the
initial settings

used for encryption, they cannot easily decrypt an

I nt ercept ed nessage.

Wt hout the codebook, the eneny cryptanal yst nust resort
to

checking all the possible keys, which neans trying all the
17,576 possible

initial scrambler settings. The desperate cryptanal yst
woul d set up the captured

Eni gma machine with a particul ar scranbl er arrangenent,

I nput a

short piece of the ciphertext, and see if the output nakes
any sense. |f



not, he would change to a different scranbler arrangenent
and try again.

I f he can check one scranbl er arrangenent each m nute and
wor ks ni ght

and day, it would take al nost two weeks to check all the
settings. This is

a noderate | evel of security, but if the eneny set a dozen
peopl e on the

task, then all the settings could be checked within a day.
Scherbius therefore

decided to inprove the security of his invention by

I ncreasing the

nunmber of initial settings and thus the nunber of possible
keys.

He coul d have increased security by adding nore scranblers
(each new

scranbl er increases the nunber of keys by a factor of 26),
but this would

have increased the size of the Enigma machi ne. Instead, he
added two

other features. First, he sinply made the scranblers
renmovabl e and i nterchangeabl e.

So, for exanple, the first scranbler disk could be noved
to

the third position, and the third scranbler disk to the
first position. The

arrangenent of the scranblers affects the encryption, so

t he exact arrangenent

I's crucial to enciphernent and deci phernent. There are six
di fferent

ways to arrange the three scranblers, so this feature

I ncreases the nunber

of keys, or the nunmber of possible initial settings, by a
factor of six.

The second new feature was the insertion of a plugboard
bet ween t he

keyboard and the first scranbler. The plugboard allows the
sender to

i nsert cables which have the effect of swapping sone of
the letters before

they enter the scranbler. For exanple, a cable could be
used to connect



the a and b sockets of the plugboard, so that when the
crypt ographer

wants to encrypt the letter b, the electrical signal
actually follows the path

t hrough the scranblers that previously woul d have been the
path for the

| etter a, and vice versa. The Eni gma operator had six

cabl es, which neant
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ffhat six pairs of letters could be swapped, |eaving
fourteen letters

"unpl ugged and unswapped. The letters swapped by the

pl ugboard are part

of the machine's setting, and so nust be specified in the
codebook. Figure

37 shows the layout of the machine with the plugboard in
pl ace. Because the diagramdeals only with a six-letter

al phabet, only one pair of letters,

a and b, have been swapped.

There is one nore feature of Scherbius's design, known as
the ring, which has not yet been nentioned. Although the ring
does have sone

effect on encryption, it is the |east significant part of

t he whol e Eni gna

machi ne, and | have decided to ignore it for the purposes

of this discussion.

(Readers who would |ike to know about the exact role of

the ring

should refer to sonme of the books in the list of further
readi ng, such as Seizing the Enignma by David Kahn. This |ist
al so includes two Wb sites

contai ni ng excel l ent Eni gma enul ators, which allow you to
operate a virtual

Eni gma machi ne.)



Now t hat we know all the main elenents of Scherbius's

Eni gma

machi ne, we can work out the nunber of keys, by conbining
t he nunber

of possi bl e plugboard cablings with the nunber of possible
scranbl er

Lanpboard Keyboard Pl ugboard
3 scranblers

Ref | ect or

Figure 37 The plugboard sits between the keyboard and the
first scranbler. By

inserting cables it is possible to swap pairs of letters,
so that, in this case, bis

swapped with a. Now, b is encrypted by follow ng the path
previ ously associ at ed

with the encryption of a. In the real 26-letter Enigm

t he user woul d have six

cables for swapping six pairs of letters.
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arrangenents and orientations. The follow ng |ist shows
each vari abl e of

the machi ne and the correspondi ng nunber of possibilities
for each one:

Scrambl er orientations. Each of the 3 scranblers can be
set in one of 26 orientations. There are therefore
26 X 26 x 26 settings: 17,576



Scranbl er arrangenents. The three scranblers (1, 2 and 3)
can be positioned in any of the follow ng six orders:
123,132, 213, 231, 312, 321. 6

Pl ugboard. The nunber of ways of connecting, thereby

swappi ng, six pairs of letters out of 26 is enornous:
100, 391, 791, 500

Total. The total nunmber of keys is the nmultiple of these
t hree nunbers: 17,576 x 6 x 100, 391, 791, 500

=10, 000, 000, 000, 000, 000

As | ong as sender and receiver have agreed on the

pl ugboard cabl i ngs, the

order of the scranblers and their respective orientations,
all of which

specify the key, they can encrypt and decrypt nessages
easily. However,

an eneny interceptor who does not know the key woul d have
to check

every single one of the 10, 000, 000, 000, 000, 000 possi bl e
keys in order to

crack the ciphertext. To put this into context, a

persi stent cryptanal yst

who i s capabl e of checking one setting every m nute would
need | onger

than the age of the universe to check every setting. (In
fact, because | have

I gnored the effect of the rings in these cal culations, the
nunber of possible

keys is even larger, and the tine to break Eni gma even

| onger.)

Since by far the largest contribution to the nunber of
keys cones from
t he plugboard, you m ght wonder why Scherbi us bot hered



Wi th the scranblers.

On its own, the plugboard would provide a trivial cipher,
because it

woul d do nothing nore than act as a nonoal phabetic
substitution cipher,

swappi ng around just 12 letters. The problemw th the

pl ugboard is that

t he swaps do not change once encryption begins, so on its
own it would

generate a ciphertext that could be broken by frequency
anal ysis. The

scranbl ers contribute a small er nunber of keys, but their
setup is

continually changing, which neans that the resulting

ci phertext cannot be
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i feroken by frequency anal ysis. By conbining the

scranblers with the plug

board, Scherbius protected his nmachi ne agai nst frequency
analysis, and at the sane tine gave it an enornous nunber of
possi bl e keys.

Scherbius took out his first patent in 1918. Hi s cipher
machi ne was

contained in a conpact box neasuring only 34 x 28 x 15 cm
but it

wei ghed a hefty 12 kg. Figure 39 shows an Eni gma machi ne
with the outer

lid open, ready for use. It is possible to see the
keyboard where the plaintext

| etters are typed in, and, above it, the | anpboard which
di spl ays the

resulting ciphertext letter. Below the keyboard is the
pl ugboard; there are



nore than six pairs of letters swapped by the pl ugboard,
because this particul ar

Eni gma nmachine is a slightly later nodification of the
ori gi nal

nodel, which is the version that has been described so
far. Figure 40

shows an Enigma with the cover plate renoved to reveal
nore features, in

particular the three scranblers.

Scher bi us believed that Enigma was inpregnable, and that
Its cryptographic

strength woul d create a great demand for it. He tried to
mar ket

the ci pher machine to both the mlitary and the business
community,

Figure 38 Arthur Scherbi us.
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offering different versions to each. For exanple, he

of fered a basic version

of Enigma to businesses, and a | uxury diplomatic version
with a printer

rat her than a | anpboard to the Foreign O fice. The price
of an indi vi dual

unit was as nuch as $30,000 in today's prices.

Unfortunately, the high cost of the nachine di scouraged
potential buyers.

Busi nesses said that they could not afford Enigma's
security, but

Scherbi us believed that they could not afford to be
without it. He argued

that a vital nessage intercepted by a business rival could
cost a conpany

a fortune, but few businessnen took any notice of him The
Ger man

mlitary were equally unenthusiastic, because they were
oblivious to the



damage caused by their insecure ciphers during the G eat
War . For

exanpl e, they had been led to believe that the Zi mernmann
t el egram

had been stolen by Anerican spies in Mexico, and so they
bl amed t hat

failure on Mexican security. They still did not realize
that the tel egram

had in fact been intercepted and deci phered by the
British, and that the

Zi mrer mann debacl e was actually a failure of German

crypt ogr aphy.

Scherbius was not alone in his growing frustration. Three
ot her inventors

in three other countries had i ndependently and al nost

si mul t aneousl y

hit upon the idea of a cipher machi ne based on rotating
scranblers. In the

Net herl ands in 1919, Al exander Koch took out patent No.

10, 700, but he

failed to turn his rotor machine into a comercial success
and eventual ly

sold the patent rights in 1927. In Sweden, Arvid Danmm t ook
out a simlar

patent, but by the tine he died in 1927 he had also failed
to find a market.

In America, inventor Edward Hebern had conplete faith in
his invention,

t he so-called Sphinx of the Wreless, but his failure was
the greatest of all.

In the m d-1920s, Hebern began buil ding a $380, 000
factory, but

unfortunately this was a period when the nood in Anmerica
was changi ng

from paranoia to openness. The previ ous decade, in the
aftermath of the

First Wworld War, the U S. Governnent had established the
Aner i can

Bl ack Chanber, a highly effective cipher bureau staffed by
a team of

twenty cryptanal ysts, led by the flanboyant and brilliant
Her bert Yardl ey.



Later, Yardley wote that "The Bl ack Chanber, bolted,

hi dden, guarded,

sees all, hears all. Though the blinds are drawn and the
w ndows heavily

curtained, its far-seeking eyes penetrate the secret
conference chanbers at

Washi ngt on, Tokyo, London, Paris, Geneva, Rone. Its
sensitive ears catch

the faintest whisperings in the foreign capitals of the
worl d." The

Figure 39 An arny Eni gma machi ne ready for use.

Scranbl er unit
containing three
scranbl ers

Ref | ect or

Keyboard

Entry whee

Lanps (visible

after renoval

of | anpboard)

Pl ugboar d

Figure 40 An Eni gma machine with the inner |id opened,
reveal ing the three scranblers.
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fl Uneri can Bl ack Chanber solved 45,000 cryptograns in a
decade, but by

Khe time Hebern built his factory, Herbert Hoover had been
el ected Presi

f

dent and was attenpting to usher in a new era of trust in
I nt er nati onal

t-ggairs. He disbanded the Bl ack Chanber, and his
Secretary of State,

Henry Stinson, declared that "Gentl enmen should not read
each other's

§ fliail." If a nation believes that it is wong to read
t he nessages of others,

> then it also begins to believe that others wll not read
Its own nessages,

and it does not see the necessity for fancy cipher
machi nes. Hebern sold

" only twelve machines at a total price of roughly $1, 200,
and in 1926 he

was brought to trial by dissatisfied sharehol ders and
found guilty under

California' s Corporate Securities Act.

Fortunately for Scherbius, however, the German mlitary
were eventual ly

shocked into appreciating the value of his Eni gna machi ne,
t hanks

to two British docunents. The first was Wnston
Churchill's The Worl d

Crisis, published in 1923, which included a dramatic
account of how the

British had gai ned access to val uabl e German cryptographic
mat eri al :



At the beginning of Septenber 1914, the Gernan |i ght

crui ser Magdeburg was wrecked in the Baltic. The body of a
drowned German under-of ficer

was picked up by the Russians a few hours | ater, and
clasped in his bosom

by arnms rigid in death, were the cipher and signal books
of the German

navy and the mnutely squared maps of the North Sea and
Hel i gol and

Bi ght. On Septenber 6 the Russian Naval Attache canme to
see nme. He had

recei ved a nessage from Petrograd telling himwhat had
happened, and

that the Russian Admralty with the aid of the cipher and
si gnal books had

been able to decode portions at |east of the Gernman naval
nmessages. The

Russians felt that as the | eading naval Power, the British
Admralty ought to

have t hese books and charts. |If we would send a vessel to
Al exandrov, the

Russi an officers in charge of the books would bring them
t o Engl and.

This material had hel ped the cryptanal ysts in Room 40 to
crack Gernmany's

encrypted nessages on a regular basis. Finally, alnost a
decade | ater, the

Germans were nmade aware of this failure in their
communi cati ons security.

Al'so in 1923, the British Royal Navy published their
official history of the

First World War, which reiterated the fact that the

I nterception and cryptanal ysis

of German comruni cations had provided the Allies with a
cl ear

advant age. These proud achi evenents of British
Intelligence were a stark
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condemati on of those responsible for German security, who
then had to

admt in their own report that, "the German fl eet conmand,
whose radio

nmessages were intercepted and deci phered by the Engli sh,

pl ayed so to

speak with open cards against the British command. "

The German mlitary held an enquiry into howto avoid
repeating the

cryptographic fiascos of the First Wrld War, and

concl uded that the

Eni gma machi ne offered the best solution. By 1925
Scher bi us began

mass- produci ng Eni gmas, which went into mlitary service
the foll ow ng

year, and were subsequently used by the governnent and by
state-run

organi zati ons such as the railways. These Eni gnmas were
distinct fromthe

few machi nes that Scherbius had previously sold to the
busi ness comruni ty,

because the scranblers had different internal wrings.
Owners of a

commerci al Eni gma machine did not therefore have a

conpl ete know edge

of the governnment and mlitary versions.

Over the next two decades, the German mlitary woul d buy
over

30, 000 Eni gma machi nes. Scherbius's invention provided the
Ger man

mlitary with the nost secure system of cryptography in
the world, and at

t he outbreak of the Second World War their conmunications
wer e protected

by an unparalleled | evel of encryption. At tines, it
seened that the

Eni gma nmachine would play a vital role in ensuring Na/i
victory, but

instead it was ultimately part of Hitler's downfall.
Scherbius did not |ive

| ong enough to see the successes and failures of his

ci pher system 1In



1929, while driving a team of horses, he lost control of
his carriage and

crashed into a wall, dying on May 13 from i nternal

I njuri es.

Cracki ng the Enigma

In the years that followed the First World War, the
British cryptanal ysts

i n Room 40 continued to nmonitor German conmuni cations. In
1926

they began to intercept nessages which baffled them

conpl etely. Eni gma

had arrived, and as the nunber of Eni gma nachi nes

I ncreased, Room 40's

ability to gather intelligence dimnished rapidly. The
Ameri cans and the

French also tried to tackle the Enigma cipher, but their
attenpts were

equal ly disnmal, and they soon gave up hope of breaking it.
CGer many now

had the nbst secure communi cations in the world.

The speed with which the Allied cryptanal ysts abandoned
hope of

breaki ng Enignma was in sharp contrast to their

per severance just a decade

earlier in the First World War. Confronted with the
prospect of defeat, the

Al lied cryptanal ysts had worked ni ght and day to penetrate
Ger man

ci phers. It would appear that fear was the main driving
force, and that

adversity is one of the foundations of successful
codebreaking. Simlarly,

It was fear and adversity that gal vani zed French

cryptanal ysis at the end

of the nineteenth century, faced with the increasing m ght
of Ger nmany.

However, in the wake of the First Wirld War the Allies no
| onger feared

anybody. Germany had been crippled by defeat, the Alies
were in a dom nant



position, and as a result they seened to |lose their
cryptanal ytic zeal

Al'lied cryptanal ysts dw ndl ed in nunber and deteriorated
in quality.

One nation, however, could not afford to relax. After the
First Wrld

War, Pol and reestablished itself as an independent state,
but it was concerned

about threats to its newfound sovereignty. To the east |ay
Russi a,

a nation anbitious to spread its comrunism and to the
west |ay CGermany,

desperate to regain territory ceded to Poland after the
war. Sandw ched

bet ween these two enem es, the Poles were desperate for
intelligence

i nformation, and they fornmed a new ci pher bureau, the

Bi uro
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Szyfrow. |If necessity is the nother of invention, then
per haps adversity is

the nother of cryptanalysis. The success of the Biuro
Szyfrow is exenplified

by their success during the Russo-Polish War of 1919-20.
I n August

1920 al one, when the Soviet armes were at the gates of
Warsaw, the

Bi uro deci phered 400 eneny nessages. Their nonitoring of
Ger man

communi cati ons had been equally effective, until 1926,
when they too

encount ered the Eni gma nessages.

In charge of deciphering German nessages was Captain
Maksym | i an
C ezki, a commtted patriot who had grown up in the town



of Szanotuty,

a center of Polish nationalism Ci ezki had access to a
comrerci al version

of the Eni gnma nmachi ne, which revealed all the principles
of Scherbius's

I nvention. Unfortunately, the commercial version was
distinctly different

fromthe mlitary one in terns of the wirings inside each
scranbl er. Wt hout

knowi ng the wirings of the mlitary machine, G ezki had no
chance of

deci pheri ng nessages being sent by the German arny. He
becane so

despondent that at one point he even enpl oyed a
clairvoyant in a frantic

attenpt to conjure sone sense fromthe enci phered

I ntercepts. Not surprisingly,

the clairvoyant failed to nmake the breakthrough the Biuro
Szyfrow needed. Instead, it was left to a disaffected
German, Hans-Thil o

Schm dt, to make the first step toward breaking the Enigma
ci pher.

Hans-Thil o Schm dt was born in 1888 in Berlin, the second
son of a

di stingui shed professor and his aristocratic wife. Schm dt
enbar ked on a

career in the German Arny and fought in the First Wrld
War, but he was

not consi dered worthy enough to remain in the arny after
the drastic cuts

I npl enented as part of the Treaty of Versailles. He then
tried to nmake his

nanme as a busi nessnman, but his soap factory was forced to
cl ose because

of the postwar depression and hyperinflation, |eaving him
and his famly

destitute.

The hum liation of Schmdt's failures was conpounded by

t he success

of his elder brother, Rudol ph, who had al so fought in the
war, and who

was retained in the arnmy afterward. During the 1920s



Rudol ph rose

t hrough the ranks and was eventually pronoted to chief of
staff of the

Si gnal Corps. He was responsible for ensuring secure
communi cati ons,

and in fact it was Rudol ph who officially sanctioned the
arnmy's use of the

Eni gma ci pher.

After his business coll apsed, Hans-Thilo was forced to ask
hi s br ot her
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| for help, and Rudol ph arranged a job for himin Berlin
at the ChiffrierStelle,

the office responsible for admnistrating Germany's
encrypt ed

communi cations. This was Enigma's command center, a

t op- secret establishnent

dealing with highly sensitive informati on. When Hans-Thilo
noved to his new job, he left his famly behind in
Bavari a, where the cost

of living was affordable. He was living al one in expensive
Berlin, inpoverished

and i sol ated, envious of his perfect brother and resentful
t oward

a nation which had rejected him The result was

I nevitable. By selling

secret Enigma information to foreign powers, Hans-Thilo
Schm dt coul d

earn noney and gain revenge, damaging his country's
security and underm ni ng

his brother's organizati on.

On Novenber 8, 1931, Schm dt arrived at the G and Hotel in
Vervi ers,

Bel gium for a liaison with a French secret agent
codenaned Rex. In

exchange for 10,000 marks (equivalent to $30,000 in

t oday' s noney),

Schm dt al l owed Rex to phot ograph two docunents:

" Gebr auchsanwei sung



fur die Chiffriermaschine Enigma" and "Schliissel anl ei tung
fur

die Chiffriermaschi ne Eni gna.'
essentially

These docunents were

Figure 41 Hans-Thilo Schm dt.
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I nstructions for using the Enigma machi ne, and al t hough
there was no

explicit description of the wirings inside each scranbler,
t hey contai ned

the informati on needed to deduce those wrings.

Thanks to Schm dt's treachery, it was now possible for the
Allies to create

an accurate replica of the German mlitary Eni gna machi ne.
However ,

this was not enough to enable themto deci pher nessages
encrypted by

Eni gma. The strength of the cipher depends not on keeping
t he machi ne

secret, but on keeping the initial setting of the machine
(the key) secret. If

a cryptanal yst wants to deci pher an intercepted nessage,
then, in addition

to having a replica of the Enigma machine, he still has to
find which of

the millions of billions of possible keys was used to

enci pher it. A CGerman

menor andum put it thus: "It is assunmed in judging the

security of
the cryptosystemthat the eneny has at his disposition the
machi ne. "

The French Secret Service was clearly up to scratch,
havi ng found an

i nformant in Schm dt, and having obtained the docunents

t hat suggested

the wirings of the mlitary Enigma nmachine. |In conparison,



French crypt-anal ysts

wer e i nadequate, and seened unwilling and unable to
exploit this

newy acquired information. In the wake of the First Wrld
War they suffered

from overconfidence and | ack of notivation. The Bureau du
Chiffre

did not even bother trying to build a replica of the
mlitary Enigma

machi ne, because they were convinced that achieving the
next stage, finding

the key required to decipher a particular Eni gma nessage,
was i npossi bl e.

As it happened, ten years earlier the French had signed an
agreenent of

mlitary cooperation with the Poles. The Pol es had
expressed an interest in

anyt hi ng connected with Enigma, so in accordance with
their decade-old

agreenment the French sinply handed the phot ographs of

Schm dt's docunents

to their allies, and left the hopel ess task of cracking
Enigma to the

Biuro Szyfrow. The Biuro realized that the docunents were
only a

starting point, but unlike the French they had the fear of
I nvasi on to spur

t hem on. The Pol es convinced thensel ves that there nust be
a short cut

to finding the key to an Eni gma-encrypted nessage, and
that if they

applied sufficient effort, ingenuity and wit, they could
find that shortcut.

As well as revealing the internal wirings of the
scranblers, Schmdt's

docunents al so explained in detail the layout of the
codebooks used by the

Germans. Each nonth, Enignma operators received a new
codebook whi ch
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| speci fied which key should be used for each day. For
exanple, on the first

I day of the nonth, the codebook m ght specify the
foll owi ng day key:

(1) Pl ugboard settings: A/LP/ RT/ DB/ WK/ FQ' Y.
(2) Scrambl er arrangenent: 2-3-1.
; (3) Scranbler orientations: QCW

Toget her, the scranbler arrangenent and orientations are
known as the

scranbl er settings. To inplenment this particular day key,
t he Eni gma

operator would set up his Enigma nmachi ne as foll ows:

(1) Plugboard settings: Swap the letters A and L by
connecting themvia a | ead on the plugboard, and simlarly
swap P and R, then T and D, then

B and W then K and F, and then O and Y.

(2) Scrambl er arrangenent: Place the 2nd scranbler in the
1st slot of the nmachine, the 3rd scranbler in the 2nd sl ot,
and the 1st scranbler in

the 3rd slot.

(3) Scranbl er orientations: Each scranbler has an al phabet
engraved on its outer rim which allows the operator to set
it in a particular

orientation. In this case, the operator would rotate the
scranbler in

slot 1 so that Qis facing upward, rotate the scranbler in
slot 2 so that

Cis facing upward, and rotate the scranbler in slot 3 so
that Wis

faci ng upward.

One way of encrypting nessages would be for the sender to



encrypt all

the day's traffic according to the day key. This would
nmean that for a

whol e day at the start of each nessage all Enigma
operators woul d set

their machines according to the sane day key. Then, each
time a nessage

needed to be sent, it would be first typed into the
machi ne; the enci phered

out put woul d then be recorded, and handed to the radio
oper at or

for transm ssion. At the other end, the receiving radio
oper at or woul d

record the incomng nessage, hand it to the Enigna

oper ator, who woul d

type it into his nmachine, which would already be set to
the sanme day key.

The out put would be the original nessage.

This process is reasonably secure, but it is weakened by
t he repeat ed use

of a single day key to encrypt the hundreds of nessages
that m ght be sent

each day. In general, it is true to say that if a single
key is used to enci pher
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an enornous quantity of material, then it is easier for a
cryptanal yst to

deduce it. A large anmount of identically encrypted

mat erial provides a

cryptanalyst with a correspondingly | arger chance of

I dentifying the key.

For exanpl e, harking back to sinpler ciphers, it is nuch
easier to break a

nonoal phabetic ci pher wwth frequency analysis if there are
several pages of

encrypted material, as opposed to just a coupl e of

sent ences.

As an extra precaution, the Germans therefore took the
cl ever step of



using the day key settings to transmt a new nessage key
for each nessage.

The nessage keys woul d have the same plugboard settings
and scranbl er

arrangenent as the day key, but different scranbler
orientations. Because

t he new scranbler orientation would not be in the
codebook, the sender

had to transmt it securely to the receiver according to
the foll ow ng

process. First, the sender sets his nmachine according to

t he agreed day key,

whi ch includes a scranbler orientation, say QCW Next, he
random y

pi cks a new scranbler orientation for the nessage key, say
PCH. He then

enci phers PGH according to the day key. The nessage key is
typed into

the Enigma twi ce, just to provide a doubl e-check for the
recei ver. For

exanpl e, the sender m ght enci pher the nessage key PGH PGH
as Kl VBJE.

Note that the two PGH s are enciphered differently (the
first as KIV, the

second as BJ E) because the Enigma scranblers are rotating
after each letter,

and changi ng the overall node of encryption. The sender

t hen

changes his machine to the PGH setting and encrypts the
mai N nessage

according to this nmessage key. At the receiver's end, the
machine is

initially set according to the day key, QCW The first six
letters of the

I ncom ng nessage, KlIVBJE, are typed in and reveal PGHPCGH
The

recei ver then knows to reset his scranblers to PGH, the
nmessage key, and

can then deci pher the main body of the nessage.

This is equivalent to the sender and receiver agreeing on
a main cipher

key. Then, instead of using this single nmain cipher key to
encrypt every



nmessage, they use it nerely to encrypt a new ci pher key
for each nessage,

and then encrypt the actual nmessage according to the new
ci pher key.

Had t he Germans not enpl oyed nessage keys, then

ever yt hi ng- - per haps

t housands of nessages containing mllions of

| etters--woul d have been

sent using the sane day key. However, if the day key is
only used to transmt

t he nessage keys, then it encrypts only a limted anount
of text. If

there are 1,000 nessage keys sent in a day, then the day
key encrypts only
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1,000 letters. And because each nessage key is picked at
random and i s

to enci pher only one nmessage, then it encrypts a limted
anount of

, perhaps just a few hundred characters.

At first sight the system seened to be inpregnabl e, but

t he Polish

fjpiyptanal ysts were undaunted. They were prepared to
expl ore every

Bavenue in order to find a weakness in the Enigma nmachi ne
and its use of

j;tlay and nessage keys. Forenpbst in the battle agai nst
Eni gma was a new

breed of cryptanalyst. For centuries, it had been assuned
t hat the best

cryptanal ysts were experts in the structure of |anguage,
but the arrival of

Eni gma pronpted the Poles to alter their recruiting
policy. Enigma was a

mechani cal ci pher, and the Biuro Szyfrow reasoned that a
nore scientific

mnd m ght stand a better chance of breaking it. The Biuro
organi zed a

course on cryptography and invited twenty nat hemati ci ans,
each of them



sworn to an oath of secrecy. The mat hemati ci ans were all
fromthe

uni versity at Poznan. Although not the nobst respected
academ c institution

in Poland, it had the advantage of being l|ocated in the
west of the

country, in territory that had been part of Germany until
1918. These

mat hemati ci ans were therefore fluent in German.

Three of the twenty denonstrated an aptitude for solving
ci phers, and

were recruited into the Biuro. The nost gifted of them was
Mari an

Rej ewski, a timd, spectacled twenty-three-year-old who
had previously

studied statistics in order to pursue a career in

I nsurance. Al though a conpetent

student at the university, it was within the Biuro Szyfrow
t hat he was

to find his true calling. He served his apprenticeship by
breaki ng a series of

traditional ciphers before noving on to the nore

f or bi ddi ng chal | enge of

Eni gma. Working entirely alone, he concentrated all of his
energies on the

intricacies of Scherbius's machine. As a nat hematici an, he
would try to

anal yze every aspect of the machine's operation, probing
the effect of the

scranbl ers and the plugboard cablings. However, as with
all mat hemati cs,

his work required inspiration as well as logic. As another
wartime mat hemati cal

cryptanal yst put it, the creative codebreaker nust
"perforce comrune

daily with dark spirits to acconplish his feats of nenta
jujitsu.”

Rej ewski's strategy for attacking Eni gna focused on the
fact that

repetition is the eneny of security: repetition leads to
patterns, and crypt-anal ysts

thrive on patterns. The nost obvious repetition in the



Eni gma
encryption was the nessage key, which was enci phered tw ce
at the
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begi nning of every nessage. |If the operator chose the
nmessage key ULJ,

then he would encrypt it twice so that ULJ ULJ m ght be
enci phered as

PEFNWZ, whi ch he would then send at the start before the
act ual

message. The Germans had demanded this repetition in order
to avoid

m st akes caused by radio interference or operator error.
But they did not

foresee that this would jeopardize the security of the
machi ne.

Each day, Rejewski would find hinself with a new batch of
I nt ercepted

nessages. They all began with the six letters of the
repeated three-letter

nmessage key, all encrypted according to the sanme agreed
day key. For

exanpl e, he mght receive four nmessages that began with
the follow ng

encrypt ed nessage keys:

1st 2nd 3rd4th5th6th

1st nmessage L 0 KRGM

2nd nmessage MV TXZE

3rd nessage J K TMPE

4th message DV YP ZX

In each case, the 1st and 4th letters are encryptions of
the same letter



nanmely the first letter of the nessage key. Al so, the 2nd
and 5th letters are

encryptions of the sanme letter, nanely the second letter
of the nessage

key, and the 3rd and 6th letters are encryptions of the
sane |letter, nanely

the third letter of the nessage key. For exanple, in the
first nmessage L and

R are encryptions of the sane letter, the first letter of
t he nessage key. The

reason why this sane letter is encrypted differently,
first as L and then as

R, is that between the two encryptions the first Enigma
scranbl er has

noved on three steps, changing the overall node of
scranbl i ng.

The fact that L and R are encryptions of the sane letter
al l owed Rej ewski

to deduce sone slight constraint on the initial setup of
t he nmachi ne.

The initial scranbler setting, which is unknown, encrypted
the first letter of

t he day key, which is also unknown, into L, and then
anot her scranbl er setting,

three steps on fromthe initial setting, which is still
unknown,

encrypted the sane letter of the day key, which is al so
still unknown, into R

This constraint mght seemvague, as it is full of
unknowns, but at | east

it denponstrates that the letters L and R are intinately
related by the initial

setting of the Enigma machine, the day key. As each new
nmessage i s intercepted,

It Is possible to identify other relationships between the
1st and
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4th letters of the repeated nessage key. Al these
rel ationships are reflections



of the initial setting of the Enigna machi ne. For exanpl e,
t he

second nessage above tells us that Mand X are rel ated,
the third tells us

that J and Mare related, and the fourth that D and P are
rel ated. Rejewski

began to summari ze these relationships by tabulating them
For the four

nessages we have so far, the table would reflect the

rel ati onshi ps between (L,R), (MX), (J,M and (D, P):

1st letter ABCDEFGH JKLMNOPQRSTUVWKYZ
4th letter PMR X

| f Rej ewski had access to enough nessages in a single day,
t hen he would

be able to conplete the al phabet of relationships. The
follow ng table

shows such a conpl eted set of rel ationshi ps:

1st letter ABCDEFGH JKLMNOPQRSTUWKYZ
4th letter FOHPLWOGCBMVRXUYCZ | TNJ EASDK

»

Figure 42 Marian Rej ewski .
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Rej ewski had no idea of the day key, and he had no idea
whi ch nessage

keys were being chosen, but he did know that they resulted
in this table of

rel ati onshi ps. Had the day key been different, then the
tabl e of relationships

woul d have been conpletely different. The next question
was



whet her there existed any way of determ ning the day key
by | ooki ng at the

tabl e of relationships. Rejewski began to | ook for
patterns within the table,

structures that mght indicate the day key. Eventually, he
began to study

one particular type of pattern, which featured chains of

| etters. For exanpl e,

in the table, A on the top rowis linked to F on the
bottom row, so next

he would | ook up F on the top row. It turns out that Fis
linked to W and

so he would |l ook up Won the top row And it turns out
that Wis linked to

A, which is where we started. The chain has been
conpl et ed.

Wth the remaining letters in the al phabet, Rejewski would
generat e

nore chains. He listed all the chains, and noted the
nunber of links in

each one:

A->F -> W-> A
B->Q> Z -> K
C"H->G->0 -IJ»wX
-> S -

L -» R

p»C
u-> |



3 |links

9 links
7 1inks
7 1inks

So far, we have only considered the Iinks between the 1st
and 4th letters

of the six-letter repeated key. In fact, Rejewski would
repeat this whole

exercise for the relationshi ps between the 2nd and 5th

| etters, and the 3rd

and 6th letters, identifying the chains in each case and
t he nunber of

links in each chain.

Rej ewski noticed that the chains changed each day.
Sonetines there

were |ots of short chains, sonetines just a few | ong
chai ns. And, of

course, the letters within the chains changed. The
characteristics of the

chains were clearly a result of the day key setting--a
conmpl ex consequence

of the plugboard settings, the scranbler arrangenent and
t he

scranbl er orientations. However, there renuained the
guesti on of how

Rej ewski could determ ne the day key fromthese chains.
Wi ch of

10, 000, 000, 000, 000, 000 possi ble day keys was related to a
particul ar pattern

of chains? The nunber of possibilities was sinply too
great.

It was at this point that Rejewski had a profound insight.
Al t hough t he

pl ugboard and scranbl er settings both affect the details
of the chai ns,
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heir contributions can to sone extent be disentangled. In
particul ar,

fthere is one aspect of the chains which is wholly
dependent on the scramljjler

settings, and which has nothing to do with the plugboard
settings: \ the nunbers of links in the chains is purely a
consequence of the scran

bi er settings. For instance, |et us take the exanpl e above
and pretend that

the day key required the letters S and G to be swapped as
part of the plugboard

settings. If we change this elenent of the day key, by
removi ng the

cable that swaps S and G and use it to swap, say, T and K
I nstead, then the

chai ns woul d change to the foll ow ng:

A-> F-»W» A

B+(PZAT>V+ESL>RC>H»S>0>Y>D- >P»C IJ» M X» GK- » N U>J

3 links
9 links
7 |Iinks
7 links

Sone of the letters in the chains have changed, but,
crucially, the nunber

of links in each chain remains constant. Rejewski had
identified a facet of

the chains that was solely a reflection of the scranbler
settings.

The total nunber of scranbler settings is the nunber of
scranbl er

arrangenents (6) nultiplied by the nunber of scranbler
orientations

(17,576) which cones to 105, 456. So, instead of having to
worry about



whi ch of the 10, 000, 000, 000, 000, 000 day keys was
associated with a

particul ar set of chains, Rejewski could busy hinself wth
a drastically

si npl er problem which of the 105, 456 scranbl er settings
was associ at ed

with the nunbers of links within a set of chains? This
nunber is still |arge,

but it is roughly one hundred billion times smaller than
t he total nunber

of possible day keys. In short, the task has becone one
hundred billion

tines easier, certainly within the real mof human
endeavor.

Rej ewski proceeded as follows. Thanks to Hans-Thilo
Schmdt's

espi onage, he had access to replica Enigm machines. Hs
t eam began the

| abori ous chore of checking each of 105,456 scranbler
settings, and catal ogui ng

the chain lengths that were generated by each one. It took
an

entire year to conplete the catal ogue, but once the Biuro
had accunul at ed

the data, Rejewski could finally begin to unravel the

Eni gma ci pher.

Each day, he would | ook at the encrypted nessage keys, the
first six

letters of all the intercepted nessages, and use the

I nformation to build

his table of relationships. This would allow himto trace
t he chains, and
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establish the nunber of links in each chain. For exanpl e,
anal yzi ng the 1st

and 4th letters mght result in four chains with 3, 9, 7
and 7 |inks.

Anal yzing the 2nd and 5th letters mght also result in
four chains, with 2,



3, 9 and 12 links. Analyzing the 3rd and 6th letters m ght
result in five

chains with 5, 5, 5, 3 and 8 |links. As yet, Rejewski still
had no i dea of the

day key, but he knew that it resulted in 3 sets of chains
with the follow ng

nunber of chains and |inks in each one:

4 chains fromthe 1st and 4th letters, with 3, 9, 7 and 7
| i nks.

4chains fromthe 2nd and 5th letters, with 2, 3, 9 and 12
i nks.

5chains fromthe 3rd and 6th letters, wwth 5, 5, 5, 3 and
8 |inks.

Rej ewski could now go to his catal ogue, which contained
every scranbl er

setting indexed according to the sort of chains it would
generate. Having

found the catal ogue entry that contained the right nunber
of chains with

t he appropriate nunber of links in each one, he

i mredi ately knew t he

scranbl er settings for that particul ar day key. The chains
were effectively

fingerprints, the evidence that betrayed the initial
scranbl er arrangenent

and orientations. Rejewski was working just like a
detective who ni ght

find a fingerprint at the scene of a crine, and then use a
dat abase to

match it to a suspect.

Al t hough he had identified the scranbler part of the day
key, Rejewski

still had to establish the plugboard settings. Although
there are about a
hundred billion possibilities for the plugboard settings,

this was a relatively
straightforward task. Rejewski would begin by setting the



scranbl ers

in his Enigma replica according to the newly established
scranbl er part of

the day kpy. He would then renove all cables fromthe

pl ugboard, so that

t he plugboard had no effect. Finally, he would take a

pi ece of intercepted

ci phertext and type it in to the Enigma machine. This
woul d largely result

i n gi bberish, because the plugboard cablings were unknown
and m ssi ng.

However, every so often vaguely recogni zabl e phrases woul d
appear, such

as alliveinbelrin-presumably, this should be "arrive in
Berlin." If this

assunption is correct, then it would inply that the
letters R and L should

be connected and swapped by a plugboard cable, while A |,
V, E, B and N

shoul d not. By anal yzi ng other phrases it would be
possible to identify

the other five pairs of letters that had been swapped by
t he pl ugboard.

Havi ng established the plugboard settings, and having

al ready di scover ed
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H e scranbler settings, Rejewski had the conpl ete day key,
and coul d then
| deci pher any nessage sent that day.

Rej ewski had vastly sinplified the task of finding the day
key by

| divorcing the problemof finding the scranbler settings
fromthe problem

of finding the plugboard settings. On their own, both of
t hese probl ens

fv y/ere solvable. Oiginally, we estimated that it would
take nore than the
lifetime of the universe to check every possible Enignma



key. However,

Rej ewski had spent only a year conpiling his catal ogue of
chai n | engt hs,

and thereafter he could find the day key before the day
was out. Once he

had the day key, he possessed the sane information as the
I nt ended

recei ver and so coul d deci pher nessages just as easily.

Fol | owi ng Rej ewski's breakthrough, Gernman comruni cati ons
becane

transparent. Pol and was not at war with Germany, but there
was a threat

of invasion, and Polish relief at conquering Eni gna was
nevert hel ess

i mense. |If they could find out what the Gernman generals
had in mnd

for them there was a chance that they could defend

t hensel ves. The fate

of the Polish nation had depended on Rejewski, and he did
not di sappoi nt

his country. Rejewski's attack on Enigna is one of the
truly great

acconpl i shnments of cryptanalysis. | have had to sumup his
work in just

a few pages, and so have omtted many of the technical
details, and all of

the dead ends. Enigma is a conplicated cipher machi ne, and
breaking it

required i mense intellectual force. My sinplifications
shoul d not m sl ead

you into underestimati ng Rej ewski's extraordi nary

achi evenent .

The Polish success in breaking the Enigma ci pher can be
attributed to

three factors: fear, mathematics and espi onage. Wt hout
the fear of

i nvasi on, the Poles woul d have been di scouraged by the
apparent invulnerability

of the Enigma cipher. Wthout mathematics, Rejewski would
not have been able to anal yze the chains. And w t hout
Schm dt, code-naned

"Asche," and his docunments, the wirings of the scranblers



woul d

not have been known, and cryptanal ysis could not even have
begun.

Rej ewski did not hesitate to express the debt he owed
Schm dt: "Asche's

docunents were wel coned |i ke nmanna from heaven, and al
doors were

I mredi atel y opened. "

The Pol es successfully used Rejewski's technique for
several years.

When Hermann Goring visited Warsaw in 1934, he was totally
unawar e of

the fact that his communi cations were being intercepted
and deci pher ed.
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As he and other German dignitaries laid a weath at the
Tonb of the

Unknown Sol di er next to the offices of the Biuro Szyfrow,
Rej ewski coul d

stare down at themfrom his wi ndow, content in the

know edge that he

could read their nost secret conmuni cati ons.

Even when the Germans nmade a mnor alteration to the way
they transmtted

messages, Rejewski fought back. Hi s old catal ogue of chain
| engt hs

was usel ess, but rather than rewiting the catal ogue he
devi sed a mechani zed

version of his catal oguing system which could
automatically search

for the correct scranbler settings. Rejewski's invention
was an adaptati on of

the Enigma machine, able to rapidly check each of the
17,576 settings until

it spotted a match. Because of the six possible scranbler
arrangenents, it

was necessary to have six of Rejewski's machi nes wor ki ng
in parallel, each

one representing one of the possible arrangenents.



Toget her, they forned a

unit that was about a neter high, capable of finding the
day key in roughly

two hours. The units were call ed bonbes, a nane that m ght
reflect the ticking

noi se they made whil e checking scranbler settings.
Alternatively, it is

said that Rejewski got his inspiration for the machines
while at a cafe eating

a bonbe, an ice cream shaped into a hem sphere. The bonbes
effectively

mechani zed the process of deciphernent. It was a natural
response to

Eni gma, which was a nechani zati on of enci phernent.

For nost of the 1930s, Rejewski and his coll eagues worked
tirelessly

to uncover the Enignma keys. Month after nonth, the team
woul d have to

deal with the stresses and strains of cryptanal ysis,
continually having to

fix mechanical failures in the bonbes, continually having
to deal wth the

never - endi ng supply of encrypted intercepts. Their lives
becane dom nat ed

by the pursuit of the day key, that vital piece of

i nformati on that

woul d reveal the nmeaning of the encrypted nessages.
However, unknown

to the Polish codebreakers, nmuch of their work was
unnecessary. The chi ef

of the Biuro, Major Gm do Langer, already had the Enigma
day keys, but

he kept them hidden, tucked away in his desk.

Langer, via the French, was still receiving information
from Schm dt.

The German spy's nefarious activities did not end in 1931
with the delivery

of the two docunents on the operation of Enignma, but

conti nued for

anot her seven years. He net the French secret agent Rex on
twenty occasi ons,

often in secluded al pine chalets where privacy was



guar ant eed. At
every neeting, Schm dt handed over one or nore codebooks,
each one
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containing a nonth's worth of day keys. These were the
codebooks t hat

were distributed to all German Eni gnma operators, and they
cont ai ned al

the information that was needed to enci pher and deci pher
nmessages. In

total, he provided codebooks that contai ned 38 nonths
wort h of day

keys. The keys woul d have saved Rej ewski an enornous
anount of tine

and effort, shortcutting the necessity for bonbes and
spari ng nmanpower

that coul d have been used in other sections of the Biuro.
However, the

remar kably astute Langer decided not to tell Rejewski that
t he keys

exi sted. By depriving Rejewski of the keys, Langer
bel i eved he was preparing

himfor the inevitable tinme when the keys would no | onger
be

avail able. He knew that if war broke out it would be

| npossi bl e for

Schmdt to continue to attend covert neetings, and

Rej ewski woul d then

be forced to be self-sufficient. Langer thought that

Rej ewski shoul d practice

sel f-sufficiency in peacetine, as preparation for what |ay
ahead.

Rej ewski's skills eventually reached their [imt in
Decenber 1938, when

German cryptographers increased Enignma's security. Enigm
operators

were all given two new scranblers, so that the scranbler
ar r angenent

m ght involve any three of the five avail able scranblers.
Previously there



were only three scranblers (labeled 1, 2 and 3) to choose
from and only

six ways to arrange them but now that there were two
extra scranbl ers

(l abel ed 4 and 5) to choose from the nunber of
arrangenents rose to 60,

as shown in Table 10. Rejewski's first challenge was to
wor k out the internal

wirings of the two new scranblers. More worryingly, he
also had to

build ten tinmes as nmany bonbes, each representing a

di fferent scranbler

arrangenent. The sheer cost of building such a battery of
bonmbes was fifteen

times the Biuro's entire annual equi prent budget. The
fol |l owi ng

nonth the situation worsened when the nunber of plugboard
cabl es

I ncreased fromsix to ten. Instead of twelve letters being
swapped before

entering the scranblers, there were now twenty swapped

| etters. The nunber

of possible keys increased to 159, 000, 000, 000, 000, 000, 000.

In 1938 Polish interceptions and deci phernents had been at
t heir peak,

but by the beginning of 1939 the new scranblers and extra
pl ugboard

cables stemmed the flow of intelligence. Rejewski, who had
pushed forward

t he boundaries of cryptanalysis in previous years, was
conf ounded.

He had proved that Enignma was not an unbreakabl e ci pher,
but w t hout

the resources required to check every scranbler setting he
could not find
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t he day key, and deci phernent was inpossible. Under such
desperate

ci rcunstances Langer m ght have been tenpted to hand over
t he keys



that had been obtained by Schm dt, but the keys were no

| onger being

delivered. Just before the introduction of the new
scranbl ers, Schm dt

had broken off contact with agent Rex. For seven years he
had supplied

keys which were superfl uous because of Polish innovation.
Now, j ust

when the Pol es needed the keys, they were no | onger
avai |l abl e.

The new i nvul nerability of Enigma was a devastating bl ow
to Pol and,

because Eni gma was not nerely a neans of conmmunication, it
was at the

heart of Hitler's blitzkrieg strategy. The concept of
blitzkrieg ("lightning

war") involved rapid, intense, coordinated attack, which
meant that |arge

tank divisions would have to comuni cate with one anot her
and with

infantry and artillery. Furthernore, |and forces would be
backed up by air

support from di ve- bonbi ng St ukas, which would rely on
effective and

secure conmuni cation between the front-line troops and the
airfields. The

et hos of blitzkrieg was "speed of attack through speed of
communi cations. "

If the Poles could not break Enigma, they had no hope of
st oppi ng the

Ger man onsl aught, which was clearly only a matter of
nont hs away.

Germany al ready occupi ed the Sudetenland, and on April 27,
1939, it

wi thdrew fromits nonaggression treaty w th Pol and.
Htler's anti-Polish rhetoric becanme increasingly vitriolic.
Langer was determ ned that if

Pol and was i nvaded, then its cryptanal ytic breakthroughs,
whi ch had so

far been kept secret fromthe Allies, should not be |ost.

I f Pol and coul d

not benefit from Rejewski's work, then at |least the Allies
shoul d have the



Tabl e 10 Possi bl e arrangenents with five scranbl ers.

Arrangenents
with three scranblers

Extra arrangenents available with two extra scranblers

123

132

213

231

312

321

124 125134 135 142 143 145 152 153
154 214 215 234 235 241 243 245 251
253 254 314 315 324 325 341 342 345
351352354412 413 415421 423 425
431432 435 451 452 453 512 513 514
521523524 531 532534 541 542 543
Figure 43 General Heinz CGuderian's command post vehicle.
An Eni gma machi ne can be

seen in use in the bottomleft.
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chance to try and build on it. Perhaps Britain and France,

with their extra
resources, could fully exploit the concept of the bonbe.



On June 30, Major Langer tel egraphed his French and
British counterparts,

inviting themto Warsaw to di scuss sonme urgent matters
concerni ng

Eni gma. On July 24, senior French and British

cryptanal ysts arrived at the

Bi uro's headquarters, not know ng quite what to expect.
Langer ushered

theminto a roomin which stood an object covered with a
bl ack cloth. He

pul l ed away the cloth, dramatically revealing one of

Rej ewski ' s bonbes.

The audi ence were astoni shed as they heard how Rej ewski
had been

breaki ng Enigna for years. The Pol es were a decade ahead
of anybody el se

in the world. The French were particularly astonished,
because the Polish

wor k had been based on the results of French espi onage.
The French had

handed the information from Schm dt to the Pol es because
t hey believed

it to be of no value, but the Poles had proved them w ong.

As a final surprise, Langer offered the British and French
two spare

Eni gma replicas and blueprints for the bonbes, which were
to be shipped

in diplomatic bags to Paris. Fromthere, on August 16, one
of the Eni gma

machi nes was forwarded to London. It was snuggl ed across

t he Channel

as part of the baggage of the playwight Sacha Guitry and
his wfe, the

actress Yvonne Printenps, so as not to arouse the
suspi ci on of Gernman

spies who would be nonitoring the ports. Two weeks | ater,
on Sept enber

1, Htler invaded Pol and and the war began.

The CGeese that Never Cackl ed



For thirteen years the British and the French had assuned
that the Eni gma

ci pher was unbreakabl e, but now there was hope. The Poli sh
revel ati ons

had denonstrated that the Enigma cipher was flawed, which
boosted the

norale of Allied cryptanal ysts. Polish progress had ground
to a halt on the

I ntroduction of the new scranbl ers and extra pl ugboard
cabl es, but the

fact remained that Enigma was no | onger considered a
perfect cipher.

The Pol i sh breakthroughs al so denonstrated to the Allies

t he val ue of

enpl oyi ng mat hemati ci ans as codebreakers. In Britain, Room
40 had

al ways been dom nated by linguists and cl assicists, but
now there was a

concerted effort to balance the staff with mathemati ci ans
and scienti sts.

They were recruited largely via the ol d-boy network, with
t hose i nside
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ft Room 40 contacting their fornmer Oxford and Canbri dge
col |l eges. There

| -was also an old-girl network which recruited wonen
under graduates from

B pl aces such as Newnham Col | ege and G rton Col | ege,
Canbri dge.

The new recruits were not brought to Room 40 in London,
but instead

went to Bl etchley Park, Buckinghanshire, the honme of the
Gover nnent

Code and Cypher School (GC&CS), a newy forned

codebr eaki ng organi zati on

t hat was taking over from Room 40. Bletchley Park coul d
house

a much larger staff, which was inportant because a del uge



of encrypted

I ntercepts was expected as soon as the war started. During
the First Wrld

War, CGermany had transmitted two mllion words a nonth,

but it was

anticipated that the greater availability of radios in the
Second World War

could result in the transmssion of two mllion words a
day.

At the center of Bletchley Park was a | arge Victorian
Tudor - Got hi ¢

mansi on built by the nineteenth-century financier Sir
Her bert Leon. The

mansion, with its library, dining hall and ornate
bal | room provided the

Figure 44 In August 1939, Britain's senior codebreakers
visited Bletchley Park to assess its

suitability as the site for the new Governnent Code and
Cypher School. To avoi d arousing

suspicion fromlocals, they clained to be part of Captain
Ri dl ey's shooting party.
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central admnistration for the whole of the Bl etchley
operation. Conmmander

Al astair Denniston, the director of GC&CS, had a
ground-f | oor

of fi ce overl ooking the gardens, a view that was soon
spoi l ed by the

erection of nunerous huts. These nmakeshift wooden
bui | di ngs housed

t he vari ous codebreaking activities. For exanple, Hut 6
speci alized in

attacking the German Arny's Enignma conmuni cations. Hut 6
passed its

decrypts to Hut 3, where intelligence operatives

transl ated the nessages,



and attenpted to exploit the information. Hut 8
specialized in the naval

Eni gma, and they passed their decrypts to Hut 4 for
translation and intelligence

gathering. Initially, Bletchley Park had a staff of only
two hundred,

but within five years the mansion and the huts woul d house
seven

t housand nen and wonen.

During the autumm of 1939, the scientists and

mat hemat i ci ans at

Bletchley | earned the intricacies of the Enigma cipher and
rapi dly mastered

the Polish techniques. Bletchley had nore staff and
resources than

the Polish Biuro Szyfrow, and were thus able to cope with
the | arger selection

of scranblers and the fact that Enigma was now ten tines
harder to

break. Every twenty-four hours the British codebreakers
went through the

same routine. At mdnight, German Eni gma operators woul d
change to a

new day key, at which point whatever breakthroughs

Bl et chl ey had

achi eved the previous day could no | onger be used to

deci pher nessages.

The codebreakers now had to begin the task of trying to

i dentify the new

day key. It could take several hours, but as soon as they
had di scovered

the Enigma settings for that day, the Bletchley staff
coul d begin to deci pher

the German nessages that had al ready accunul at ed,

reveal ing information

that was invaluable to the war effort.

Surprise is an inval uabl e weapon for a commander to have
at his disposal.

But if Bletchley could break into Enigma, German plans
woul d

becone transparent and the British would be able to read
the m nds of



the German Hi gh Command. |f the British could pick up news
of an

I mm nent attack, they could send reinforcenents or take
evasi ve action. |If

t hey coul d deci pher German di scussions of their own
weaknesses, the

Allies would be able to focus their offensives. The

Bl et chl ey deci phernents

were of the utnost inportance. For exanple, when Germany
I nvaded Denmark and Norway in April 1940, Bletchley
provi ded a

detailed picture of German operations. Simlarly, during
the Battle of
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Britain, the cryptanalysts were able to give advance
war ni ng of bonbi ng

raids, including tinmes and |ocations. They could al so give
conti nual

updates on the state of the Luftwaffe, such as the nunber
of pl anes that

had been | ost and the speed with which they were being
repl aced.

Bl etchl ey would send all this information to M6
headquarters, who

woul d forward it to the War Office, the Alr Mnistry and
the Admralty.

In between influencing the course of the war, the

crypt anal ysts occasionally

found tinme to relax. According to Mal col m Muggeri dge, who
served in

the secret service and visited Bletchley, rounders, a
version of Softball, was

a favorite pastine:

Every day after |uncheon when the weat her was propitious
t he ci pher crackers

pl ayed rounders on the manor-house | awn, assumng the
quasi - seri ous



manner dons affect when engaged in activities likely to be
regarded as frivol ous

or insignificant in conparison with their weightier

studi es. Thus they

woul d di spute sonme point about the ganme with the sane
fervor as they

m ght the question of free wll or determ nism or whether
the worl d began

with a big bang or a process of continuing creation.

Figure 45 Bletchley's codebreakers relax with a gane of
rounders.
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Once they had mastered the Polish techni ques, the

Bl etchl ey cryptanal ysts

began to invent their own shortcuts for finding the Eni gna
keys. For

exanple, they cottoned on to the fact that the Gernman

Eni gma operators

woul d occasionally choose obvi ous nessage keys. For each
nmessage, the operator was supposed to select a different
nessage key, three letters chosen

at random However, in the heat of battle, rather than
straining their

| magi nations to pick a random key, the overworked

operat ors woul d

sonmetimes pick three consecutive letters fromthe Enigma
keyboard (Figure

46), such as QAE or BNM These predictabl e nessage keys
becane

known as allies. Another type of cilly was the repeated
use of the sane

nmessage key, perhaps the initials of the operator's
girlfriend--indeed, one

such set of initials, CI.L., my have been the origin of
the term Before

cracki ng Enigma the hard way, it becane routine for the
cryptanal ysts to

try out the cillies, and their hunches woul d soneti nes pay



of f.

Gllies were not weaknesses of the Eni gna machi ne, rather
t hey were

weaknesses in the way the machi ne was bei ng used. Human
error at nore

senior levels also conprom sed the security of the Enigma
ci pher. Those

responsi bl e for conpiling the codebooks had to decide

whi ch scranbl ers

woul d be used each day, and in which positions. They tried
to ensure

that the scranbler settings were unpredictable by not

al l owi ng any scranbl er

to remain in the sanme position for two days in a row. So,
i f we

| abel the scranblers 1,2,3,4 and 5, then on the first day
it would be possible

to have the arrangenent 134, and on the second day it
woul d be

possi ble to have 215, but not 214, because scranbl er
nunber 4 i s not

allowed to remain in the sane position for two days in a
row. This m ght

seem a sensi bl e strategy because the scranblers are
constantly changi ng

position, but enforcing such a rule actually nmakes life
easier for the crypt-analyst.

Excl udi ng certain arrangenents to avoid a scranbl er
remai ni ng

(Q(wW (B (R (T (2)(y)Q (0)
(p) (y) (x) (a) (?) (b)cn) (m (1)

Figure 46 Layout of the Enignma keyboard.
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In the sane position neant that the codebook conpilers
reduced by hal f



t he nunber of possible scranbler arrangenents. The

Bl etchl ey cryptanal ysts

real i zed what was happeni ng and made the nost of it. Once
t hey

i dentified the scranbler arrangenent for one day, they
coul d i medi ately

rule out half the scranbler arrangenents for the next day.
Hence, their

wor kl oad was reduced by hal f.

Simlarly, there was a rule that the plugboard settings
could not include

a swap between any letter and its nei ghbor, which neant
that S could be

swapped with any letter except R and T. The theory was

t hat such obvi ous

swappi ngs shoul d be deliberately avoi ded, but once again
the inplenentation

of arule drastically reduced the nunber of possible keys.

This search for new cryptanal ytic shortcuts was necessary
because the

Eni gma nmachi ne continued to evol ve during the course of
the war. The

cryptanal ysts were continually forced to i nnovate, to
redesi gn and refine

t he bonmbes, and to devise wholly new strategi es. Part of
t he reason for

their success was the bizarre conbination of

mat hemati ci ans, scientists,

| i ngui sts, classicists, chess grandnmasters and crossword
addicts within each

hut. An intractabl e problem woul d be passed around the hut
until it

reached soneone who had the right nental tools to solve
it, or reached

soneone who could at |east partially solve it before
passing it on again.

CGordon Wl chman, who was in charge of Hut 6, described his
teamas "a

pack of hounds trying to pick up the scent." There were
many great crypt-anal ysts

and many significant breakthroughs, and it woul d take
sever al



| arge vol unes to describe the individual contributions in
detail. However,

if there is one figure who deserves to be singled out, it
is Alan Turing, who

I dentified Enignma's greatest weakness and ruthl essly
exploited it. Thanks

to Turing, it becane possible to crack the Enigma cipher
under even the

nost difficult circunstances.

Al an Turing was conceived in the autum of 1911 in
Chatrapur, a town

near Madras in southern India, where his father Julius
Turing was a nenber

of the Indian civil service. Julius and his w fe Ethel
wer e det er m ned

that their son should be born in Britain, and returned to
London, where

Al an was born on June 23, 1912. His father returned to

| ndi a soon

afterward and his nother followed just fifteen nonths

| ater, |eaving Al an

in the care of nannies and friends until he was ol d enough
to attend

boar di ng school .
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In 1926, at the age of fourteen, Turing becane a pupil at
Sher bor ne

School, in Dorset. The start of his first term coincided
with the CGeneral

Strike, but Turing was determned to attend the first day,
and he cycl ed

100 km unacconpani ed from Sout hanpton to Sherborne, a feat
t hat was

reported in the | ocal newspaper. By the end of his first
year at the school

he had gained a reputation as a shy, awkward boy whose
only skills were

in the area of science. The aimof Sherborne was to turn
boys into wel |l -rounded

men, fit to rule the Enpire, but Turing did not share this



anbi ti on
and had a generally unhappy schooli ng.

H's only real friend at Sherborne was Christopher Morcom
who, |ike

Turing, had an interest in science. Together they

di scussed the |atest scientific

news and conducted their own experinents. The relationship
fired

Taring's intellectual curiosity, but, nore inportantly, it
al so had a profound

enotional effect on him Andrew Hodges, Turing's

bi ogr apher,

wote that "This was first love ... It had that sense of
surrender, and a

hei ght ened awareness, as of brilliant col or bursting upon

a bl ack and

white world." Their friendship |lasted four years, but
Morcom seens to

have been unaware of the depth of feeling Turing had for
him Then, during

their final year at Sherborne, Turing |lost forever the
chance to tell him

how he felt. On Thursday, February 13, 1930, Chri stopher
Mor com suddenl y

di ed of tubercul osis.

Turing was devastated by the | oss of the only person he
woul d ever

truly love. Hs way of coming to ternms wwth Morcom s death
was to focus

on his scientific studies in an attenpt to fulfill his
friend's potential. Mrcom

who appeared to be the nore gifted of the two boys, had

al ready

won a schol arship to Canbridge University. Turing believed
It was his

duty also to win a place at Canbridge, and then to nake

t he di scoveries

his friend woul d ot herwi se have nade. He asked
Chri st opher's nother for

a photograph, and when it arrived he wote back to thank
her: "He is on

nmy table now, encouraging ne to work hard."



In 1931, Turing gained adm ssion to King's Coll ege,

Canbri dge. He

arrived during a period of intense debate about the nature
of mat hemati cs

and | ogic, and was surrounded by sone of the |eading

voi ces, such as

Bertrand Russell, Alfred North Witehead and Ludw g
Wttgenstein. At

the center of the argunent was the issue of

underidability, a controversi al

noti on devel oped by the logician Kurt Godel. It had al ways
been assuned

Figure 47 Alan Turi ng.
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that, in theory at least, all mathematical questions could
be answer ed.

However, Godel denonstrated that there could exist a
mnority of questions

whi ch were beyond the reach of |ogical proof, so-called
undeci dabl e

guestions. Mathematicians were traumati zed by the news

t hat mat hemati cs

was not the all-powerful discipline they had al ways
believed it to be.

They attenpted to sal vage their subject by trying to find
a way of identifying

t he awkward undeci dabl e questions, so that they could put
t hem safely

to one side. It was this objective that eventually
inspired Turing to wite his

nost influential mathematical paper, "On Conputabl e
Nunmbers," publi shed

In 1937. In Breaking the Code, Hugh Wiitenore's play about
the life

of Turing, a character asks Turing the neaning of his
paper. He replies, "It's

about right and wong. In general terns. It's a technical
paper in mathemati cal

logic, but it's also about the difficulty of telling right



from w ong.
Peopl e t hi nk--nost people think--that in mathematics we
al ways know
what is right and what is wong. Not so. Not any nore."

In his attenpt to identify undeci dabl e questions, Turing's
paper

descri bed an i magi nary nmachi ne that was designed to
performa particul ar

mat henmati cal operation, or algorithm In other words, the
machi ne

woul d be capabl e of running through a fixed, prescribed
series of steps

whi ch woul d, for exanple, multiply two nunbers. Turing
envi saged t hat

the nunbers to be nmultiplied could be fed into the machine
via a paper

tape, rather like the punched tape that is used to feed a
tune into a

Pi anol a. The answer to the nultiplication would be out put
vi a anot her

tape. Turing inmagi ned a whol e series of these so-called
Turing machi nes, each specially designed to tackle a
particul ar task, such as dividing, squaring

or factoring. Then Turing took a nore radical step.

He i magi ned a machi ne whose internal workings could be
altered so

that it could performall the functions of all conceivable
Turi ng machi nes.

The alterations would be nade by inserting carefully

sel ected tapes, which

transformed the single flexible machine into a dividing
machi ne, a nultiplying

machi ne, or any other type of machine. Turing called this
hypot heti cal

device a universal Turing machi ne because it would be
capabl e of

answering any question that could | ogically be answered.
Unfortunately, it

turned out that it is not always logically possible to
answer a question about

the undecidability of another question, and so even the
uni versal Turing



machi ne was unable to identify every undeci dabl e questi on.
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Mat hemat i ci ans who read Turing's paper were di sappoi nted
t hat

Godel 's nonster had not been subdued but, as a consol ation
prize, Turing

had gi ven themthe blueprint for the nodern programmabl e
conmput er.

Turing knew of Babbage's work, and the universal Turing
machi ne can be

seen as a reincarnation of Difference Engine No. 2. In
fact, Turing had

gone nuch further, and provided conputing with a solid

t heoreti cal

basi s, inbuing the conputer with a hitherto uni magi nabl e
potenti al .

It was still the 1930s though, and the technol ogy did not
exist to turn the

uni versal Turing machine into a reality. However, Turing
was not at all dismayed

that his theories were ahead of what was technically
feasible. He

nmerely wanted recognition fromw thin the mat henati cal
communi ty,

who i ndeed appl auded his paper as one of the nost

I nportant breakt hroughs

of the century. He was still only twenty-six.

This was a particularly happy and successful period for
Turing. During

the 1930s he rose through the ranks to becone a fell ow of
King's Col | ege,

home of the world's intellectual elite. He led the |ife of
an archetypal

Canbri dge don, m xing pure mathematics with nore trivial
activities. In

1938 he nade a point of seeing the film Snow White and the
Seven Dwarfs, containing the nenorable scene in which the
W cked Wtch dunks an

apple in poison. Afterward his coll eagues heard Turi ng
continually repeating



the macabre chant, "Dip the apple in the brew, Let the
sl eepi ng death
seep through.™

Turing cherished his years at Canbridge. In addition to
hi s academ c

success, he found hinself in a tolerant and supportive
envi ronnment .

Honosexual ity was | argely accepted within the university,
whi ch neant

that he was free to engage in a series of relationships

Wi t hout having to

worry about who mght find out, and what others m ght say.
Al t hough he

had no serious long-termrelationships, he seened to be
content with his

life. Then, in 1939, Turing's academ c career was brought
to an abrupt

halt. The Governnment Code and Cypher School invited himto
becone a

cryptanal yst at Bl etchl ey, and on Septenber 4, 1939, the
day after Neville

Chanberl ain decl ared war on Germany, Turing noved fromthe
opul ence

of the Canbridge quadrangle to the Crown I nn at Shenl ey

Br ook End.

Each day he cycled 5 km from Shenl ey Brook End to

Bl et chl ey Park,

where he spent part of his tine in the huts contributing
to the routine

codebreaking effort, and part of his time in the Bletchley
t hi nk t ank,
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formerly Sir Herbert Leon's apple, pear and plum store.
The think tank

was where the cryptanal ysts brainstornmed their way through
new pr obl ens,

or anticipated how to tackle problens that mght arise in
the future.

Turing focused on what would happen if the German mlitary



changed

their system of exchangi ng nessage keys. Bletchley's early
successes relied

on Rejewski's work, which exploited the fact that Enigma
operators

encrypted each nessage key twice (for exanple, if the
nmessage key was

YCB, the operator would enci pher YGBYGB). This repetition
was supposed

to ensure that the receiver did not make a m stake, but it
created a

chink in the security of Enigma. British cryptanal ysts
guessed it woul d not

be | ong before the Germans noticed that the repeated key
was comnproni sing

t he Eni gma ci pher, at which point the Enigma operators
woul d be

told to abandon the repetition, thus confounding

Bl etchl ey's current

codebr eaki ng techniques. It was Turing's job to find an
alternative way to

attack Enignma, one that did not rely on a repeated nessage
key.

As the weeks passed, Turing realized that Bl etchley was
accunul ating a

vast l|ibrary of decrypted nessages, and he noticed that
many of them

conformed to a rigid structure. By studying old decrypted
nessages, he

bel i eved he could sonetinmes predict part of the contents
of an undeci phered

nessage, based on when it was sent and its source. For
exanpl e,

experi ence showed that the Germans sent a regul ar

enci phered weat her

report shortly after 6 A M each day. So, an encrypted
message i ntercepted

at 6:05 AM would be alnpst certain to contain wetter,
the German word
for "weather."
organi zati on
meant that such nessages were highly reginented in style,
so Turing

The rigorous protocol used by any mlitary



coul d even be confident about the [ ocation of wetter
within the

encrypted nmessage. For exanple, experience mght tell him
that the first

six letters of a particular ciphertext corresponded to the
plaintext letters

wetter. Wien a piece of plaintext can be associated with a
pi ece of

ci phertext, this conbination is known as a crib.

Turing was sure that he could exploit the cribs to crack
Enigma. If he

had a ci phertext and he knew that a specific section of
It, say ETIWPX,

represented wetter, then the challenge was to identify the
settings of the

Eni gma machi ne that woul d transformwetter into ETIWPX
The

straightforward, but inpractical, way to do this would be
for the cryptanal yst

to take an Enigma machine, type in wetter and see if the
correct

Cracking the Enigma 171

ci phertext energed. |If not, then the cryptanal yst woul d
change the settings

of the machi ne, by swappi ng plugboard cabl es, and swappi ng
or reorienting scranblers, and then type in wetter again. If
t he correct

ci phertext did not energe, the cryptanal yst woul d change
the settings

again, and again, and again, until he found the right one.
The only

problemwi th this trial and error approach was the fact
that there were

159, 000, 000, 000, 000, 000, 000 possible settings to check, so
finding the one

that transfornmed wetter into ETJWPX was a seeningly

| npossi bl e task.

To sinplify the problem Turing attenpted to foll ow
Rej ewski's strategy



of disentangling the settings. He wanted to divorce the
probl em of fi nding

the scranbler settings (finding which scranbler is in

whi ch slot, and

what their respective orientations are) fromthe problem
of finding the

pl ugboard cablings. For exanple, if he could find
sonmething in the crib

that had nothing to do with the plugboard cablings, then
he coul d

feasi bly check each of the remaining 1,054,560 possible
scranbl er conbi nati ons

(60 arrangenents x 17,576 orientations). Having found the
correct

scranbl er settings, he could then deduce the plugboard
cabl i ngs.

Eventual ly, his mnd settled on a particular type of crib
whi ch cont ai ned

Internal |loops, simlar to the chains exploited by

Rej ewski . Rejewski's

chains linked letters within the repeated nessage key.
However, Turing's

| oops had nothing to do with the nessage key, as he was
wor ki ng on the

assunption that soon the Germans woul d stop sendi ng
repeat ed nessage

keys. Instead, Turing s |oops connected pl aintext and
ci phertext letters

within a crib. For exanple, the crib shown in Figure 48
contains a | oop.

Eni gma setting
S
S+ S+2

r i

S+3 S+4 S+5

p«’.

GQuessed pl ai nt ext
w

T

e



e =
* @
-

Known ci phert ext
ET J
WP X

* *

1|

Figure 48 One of Turing's cribs, showi ng a | oop.
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Renenber, cribs are only guesses, but if we assune that
this crib is correct,

we can link the letters w*E, e-*T, t->Was part of a

| oop. Al though we

know none of the Enigma machi ne settings, we can | abel the
first setting,

whatever it is, S. Inthis first setting we know that wis
encrypted as E. After

this encryption, the first scranbler clicks around one

pl ace to setting Stl,

and the letter e is enciphered as T. The scranbler clicks
forward anot her

pl ace and encrypts a letter that is not part of the |oop,
SO we ignore this

encryption. The scranbler clicks forward one nore place
and, once again,

we reach a letter that is part of the loop. In setting
S+3, we know that the

letter t is enciphered as W In summary, we know t hat

In setting S, Enigma encrypts Was E.
In setting S+, Enigma encrypts e as T.
In setting S+3, Enigma encrypts t as W



So far the | oop seens |ike nothing nore than a curious
pattern, but Turing

rigorously followed the inplications of the rel ationships
Wi thin the |oop,

and saw that they provided himw th the drastic shortcut
he needed in

order to break Enigna. Instead of working with just one
Eni gma nachi ne

to test every setting, Turing began to inmagine three
separ ate machi nes, each

dealing with the enci phernment of one el ement of the | oop.
The first

machi ne would try to encipher winto E, the second woul d
try to encipher

einto T, and the thirdt into W The three machi nes woul d
all have identical

settings, except that the second would have its scranbler
orientations

noved forward one place with respect to the first, a
setting | abel ed S+l ,

and the third would have its scranbler orientations noved
forward three

pl aces with respect to the first, a setting | abeled S+3.
Turing then pictured

a frenzied cryptanal yst, continually changi ng pl ugboard
cabl es, swappi ng

scranbl er arrangenents and changing their orientations in
order to

achi eve the correct encryptions. Whatever cables were
changed in the first

machi ne woul d al so be changed in the other two. Watever
scranbl er

arrangenents were changed in the first nmachi ne woul d al so
be changed in

the other two. And, crucially, whatever scranbler
orientation was set in the

first machi ne, the second woul d have the sane orientation
but st epped

forward one place, and the third would have the sane
orientation but

stepped forward three pl aces.



Turing does not seemto have achi eved nmuch. The
cryptanal yst still has
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to check all 159, 000, 000, 000, 000, 000, 000 possi bl e
settings, and, to nake

matters worse, he now has to do it sinultaneously on al

t hree machi nes

I nstead of just one. However, the next stage of Turing's
| dea transforns

the challenge, and vastly sinplifies it. He inagi ned
connecting the three

machi nes by running electrical wires between the inputs
and the outputs

of each machine, as shown in Figure 49. In effect, the
loop in the crib is

paral l el ed by the | oop of the electrical circuit. Turing
pi ctured the

machi nes changi ng their plugboard and scranbl er settings,
as descri bed

above, but only when all the settings are correct for all
t hree machi nes

would the circuit be conpleted, allowing a current to flow
t hr ough al

three machines. If Turing incorporated a lightbulb within
the circuit, then

the current would illumnate it, signaling that the
correct settings had
been found. At this point, the three nmachines still have

to check up to

159, 000, 000, 000, 000, 000, 000 possible settings in order to
i1lum nate the

bul b. However, everything done so far has nerely been
preparation for

Turing's final |logical |eap, which would nmake the task
over a hundred mllion

mllion tines easier in one fell swoop.

Turing had constructed his electrical circuit in such a
way as to nullify

the effect of the plugboard, thereby allowng himto

I gnore the billions of



pl ugboard settings. Figure 49 shows that the first Enigna
has the electric

current entering the scranblers and energi ng at sone
unknown | etter,

which we shall call Lj. The current then flows through the
pl ugboard,

which transforns L j into E. This letter E is connected
via awre to the letter

e in the second Enigma, and as the current flows through

t he second

pl ugboard it is transfornmed back to Lj. In other words,
the two plugboards

cancel each other out. Simlarly, the current energing
fromthe

scranblers in the second Enigna enters the plugboard at | £
before being transforned into T. This letter T is connected
via awre to the letter t in

the third Enigma, and as the current flows through the
third plugboard it

Is transfornmed back to | _2-1In

short, the plugboards cancel thenselves out

t hroughout the whole circuit, so Turing could ignore them
conpl etely.

Turing needed only to connect the output of the first set
of scranblers,

Lj, directly to the input of the second set of scranblers,
also Ij, and so on.

Unfortunately, he did not know the value of the letter 1],
so he had to

connect all 26 outputs of the first set of scranblers to
all 26 correspondi ng

i nputs in the second set of scranblers, and so on. In
effect, there were now
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26 electrical |oops, and each one would have a |ightbulb
to signal the conpletion

of an electrical circuit. The three sets of scranblers
could then sinply

check each of the 17,576 orientations, with the second set
of scranbl ers



al ways one step ahead of the first set, and the third set
of scranblers two

st eps ahead of the second set. Eventually, when the
correct scranbler orientations

had been found, one of the circuits would be conpl eted and
t he

bul b would be illumnnated. |If the scranblers changed
orientation every

second, it would take just five hours to check all the
orientations.

Only two problens remained. First, it could be that the

t hree machi nes

are running with the wong scranbl er arrangenent, because
t he Eni gma

machi ne operates with any three of the five avail able
scranblers, placed in

any order, giving sixty possible arrangements. Hence, if
all 17,576 orientations

have been checked, and the | anp has not been ill um nated,
it is

then necessary to try another of the sixty scranbler
arrangenents, and to

keep on trying other arrangenents until the circuit is
conpl eted. Alternatively,

the cryptanal yst coul d have sixty sets of three Eni gnmas
running in

paral |l el .

The second probleminvol ved finding the plugboard
cabl i ngs, once the

scranbl er arrangenent and orientations had been
established. This is relatively

sinple. Using an Enigma nmachine with the correct scranbler
arr angenent

and orientations, the cryptanal yst types in the ciphertext
and | ooks at

the energing plaintext. If the result is tewer rather
than wetter, then it is

cl ear that plugboard cables should be inserted so as to
swap w and t. Typing

in other bits of ciphertext would reveal other plugboard
cabl i ngs.



The conbination of crib, |oops and electrically connected
machi nes

resulted in a remi kabl e pi ece of cryptanalysis, and only
Turing, with his

uni que background in mat hematical machi nes, could ever
have cone up

wthit. H's nusings on the inmaginary Turing nmachi nes were
I ntended to

answer esoteric questions about nathenati cal

undeci dability, but this

purely academ c research had put himin the right frame of
m nd for

designing a practical machi ne capable of solving very real
probl ens.

Bl etchl ey was able to find 100,000 pounds to turn Turing's
I dea i nto working

devi ces, which were dubbed bonbes because their nechani cal
approach bore

a passing resenbl ance to Rejewski's bonbe. Each of
Turing' s bonbes was to

consi st of twelve sets of electrically |Iinked Eni gna
scranbl ers, and woul d

thus be able to cope wth nmuch | onger |oops of letters.
The conpl ete unit

Pl ugboar d
3 scranbl ers

Ref | ect or

Setting S



L2

Setting S + 1

Setting S + 3

Figure 49 The loop in the crib can be paralleled by an
el ectrical |oop. Three Enigma

machi nes are set up in identical ways, except that the
second one has its first scranbler

noved forward one place (setting S+ 1), and the third has
its scranbl er noved forward

two further places (setting S + 3). The out put of each
Enigma is then connected to the

I nput of the next one. The three sets of scranblers then
click around in unison until the

circuit is conplete and the light illumnates. At this
poi nt the correct setting has been

found. In the diagram above, the circuit is conplete,
corresponding to the correct setting.
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woul d be about two neters tall, two neters long and a
nmeter wi de. Turing

finalized the design at the begi nning of 1940, and the job
of construction

was given to the British Tabul ati ng Machinery factory at
Let chwort h.

Wiile waiting for the bonbes to be delivered, Turing
conti nued his

day-to-day work at Bletchley. News of his breakthrough
soon spread

anong the other senior cryptanal ysts, who recogni zed t hat
he was a singularly

gi fted codebreaker. According to Peter Hlton, a fellow
Bl et chl ey

codebreaker, "Al an Turing was obviously a genius, but he
was an

approachable, friendly genius. He was always wlling to
take tine and

trouble to explain his ideas; but he was no narrow
specialist, so that his

versatile thought ranged over a vast area of the exact
sci ences. "

However, everything at the Governnent Code and Cypher
School was

top secret, so nobody outside of Bletchley Park was aware
of Turing's

remar kabl e achi evenent. For exanple, his parents had
absol utely no idea

that Al an was even a codebreaker, let alone Britain's

f orenpst cryptanal yst.

He had once told his nother that he was involved in sone
f or m of

mlitary research, but he did not el aborate. She was
nmerely di sappoi nted

that this had not resulted in a nore respectabl e haircut
for her scruffy son.

Al t hough Bl etchley was run by the mlitary, they had
conceded that they

woul d have to tolerate the scruffiness and eccentricities
of these "professor



types." Turing rarely bothered to shave, his nails were
stuffed with dirt,

and his clothes were a mass of creases. \Wether the
mlitary would al so

have tol erated his honbsexuality remai ns unknown. Jack
Good, a veteran

of Bletchley, commented: "Fortunately the authorities did
not know t hat

Turing was a honosexual. Qtherwi se we m ght have |ost the
war . "

The first prototype bonbe, christened Victory, arrived at
Bl et chl ey on

March 14, 1940. The machi ne was put into operation

i mredi ately, but the

initial results were |l ess than satisfactory. The nachi ne
turned out to be

much sl ower than expected, taking up to a week to find a
particul ar key.

There was a concerted effort to increase the bonbe's
efficiency, and a

nodi fi ed design was subnmtted a few weeks later. It would
t ake four nore

nonths to build the upgraded bonbe. In the neantine, the
cryptanal ysts

had to cope with the calamty they had antici pated. On My
1, 1940, the

Germans changed their key exchange protocol. They no

| onger repeated

t he nessage key, and thereupon the nunber of successful
Eni gma deci phernent s

dropped dramatically. The information bl ackout |asted
unti |
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August 8, when the new bonbe arrived. Christened Agnus
Dei, or Agnes i$br short, this machine was to fulfill all
Turing' s expectations.

Wthin eighteen nonths there were fifteen nore bonbes in
operati on,
exploiting cribs, checking scranbler settings and



reveal i ng keys, each one
ff clattering like a mllion knitting needles. If

everything was going well, a
bonbe m ght find an Enigma key within an hour. Once the
pl ugboard

cablings and the scranbler settings (the nessage key) had
been establ i shed

for a particular nessage, it was easy to deduce the day
key. Al the

ot her nessages sent that sane day could then be

deci pher ed.

Even t hough the bonbes represented a vital breakthrough in
crypt anal ysi s,

deci phernment had not becone a formality. There were many
hurdl es to overcone before the bonbes could even begin to
| ook for a

| s key. For exanple, to operate a bonbe you first needed a
crib. The senior \ codebreakers would give cribs to the bonbe
operators, but there was no

guar antee that the codebreakers had guessed the correct
nmeani ng of the

ci phertext. And even if they did have the right crib, it

m ght be in the

wrong pl ace--the cryptanal ysts m ght have guessed that an
encrypt ed nessage

contained a certain phrase, but associated that phrase
with the wong

pi ece of the ciphertext. However, there was a neat trick
for checking

whether a crib was in the correct position.

In the following crib, the cryptanal yst is confident that
the plaintext is

right, but he is not sure if he has matched it with the
correct letters in the

ci phertext.

GQuessed pl ai ntext wetternul |sechs

Known ci phertext | PRENLVWKMIJ J SXCPLEJWQ



One of the features of the Enignma nmachine was its
inability to encipher a

|l etter as itself, which was a consequence of the
reflector. The letter a could

never be enci phered as A the letter b could never be

enci phered as B, and

so on. The particular crib above nust therefore be

m sal i gned, because

the first e in wetter is matched with an E in the

ci phertext. To find the

correct alignnment, we sinply slide the plaintext and the
ci phertext relative

to each other until no letter is paired with itself. If we
shift the plaintext

one place to the left, the match still fails because this
time the first s in

sechs is matched with S in the ciphertext. However, if we
shift the plaintext

one place to the right there are no illegal enciphernents.
This crib is
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therefore likely to be in the right place, and could be
used as the basis for
a bonbe deci phernent:

GQuessed pl ai nt ext wetternul |l sechs

Known ci phertext | PRENLVWKMJ J SXCPLEJWQ

The intelligence gathered at Bl etchl ey was passed on to
only the nost

senior mlitary figures and sel ected nenbers of the war
cabi net. Wnston

Churchill was fully aware of the inportance of the

Bl et chl ey deci phernents,



and on Septenber 6, 1941, he visited the codebreakers. On
meet i ng

some of the cryptanal ysts, he was surprised by the bizarre
m xture of

peopl e who were providing himw th such val uabl e
information; in addition

to the mathematicians and |inguists, there was an
authority on porcel ain,

a curator fromthe Prague Museum the British chess
chanpi on and

numer ous bridge experts. Churchill nuttered to Sir Stewart
Menzi es,

Fi gure 50 A bonbe in action.
OM t

* W

[
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t-Jjead of the Secret Intelligence Service, "I told you to
| eave no stone

? unturned, but | didn't expect you to take nme so
literally." Despite the

comrent, he had a great fondness for the notley crew,
calling them"the

geese who | aid gol den eggs and never cackled."”



The visit was intended to boost the norale of the

codebr eakers by

showi ng themthat their work was appreciated at the very
hi ghest | evel. It

al so had the effect of giving Turing and his coll eagues
the confidence to

approach Churchill directly when a crisis | ooned. To nake
t he nost of

t he bonmbes, Turing needed nore staff, but his requests had
been bl ocked

by Commander Edward Travis, who had taken over as Director
of

Bl etchl ey, and who felt that he could not justify
recruiting nore people.

On Cctober 21, 1941, the cryptanal ysts took the

I nsubordi nate step of

ignoring Travis and witing directly to Churchill.

Dear Prine M nister,

Sonme weeks ago you paid us the honor of a visit, and we
bel i eve that you

regard our work as inportant. You will have seen that,
thanks |l argely to the

energy and foresight of Coomander Travis, we have been
wel | supplied

with the "bonbes" for the breaking of the German Eni gna
codes. W

t hi nk, however, that you ought to know that this work is
bei ng hel d up,

and in sone cases is not being done at all, principally
because we cannot

get sufficient staff to deal with it. Qur reason for
witing to you direct is

that for nonths we have done everything that we possibly
can through the

normal channel s, and that we despair of any early

| mprovenent w t hout

your intervention .

We are, Sir, Your obedi ent servants,



A M Turing

WG Wl chman
C.H OD. Al exander
P.S. MIner-Barry

Churchill had no hesitation in respondi ng. He inmediately
I ssued a
menorandum to his principal staff officer:

ACTI ON THI S DAY

Make sure they have all they want on extrenme priority and
report to ne
that this has been done.

| A stage conpany

(<)

4 The cMect route*

preferred bj the

E««ni i heads (two

yPOF dsSj S)

9 Ome of the ever-gree&i (6)
10 Scented (8)

12 Ccars* with an apt finish (5)
13 Much that could

be got fr$f& a

tinber Ht-r ch;ml

(tivo words"*5»4)

ACROSS

115 We have not hi ng
| artd are t« debt

i (3)

| (6 Pretend (5)

| 17 is ibis town
£ready for a flood?

; (6)
\ 22 The Iff He fellow
| has s&me beer." It

* makes ne ! o*>e



| colour, I **y (6)

| 24 Fashi «n of a

1 famous French

j faraily (5)

1 2? Tree (3)

I1i Cite itifghi of
course use this

fcftol to c»re an

appl *-j CAM}

31 Once used for unofficial cur* r°rtey (5)
32 Those wel |

brought u|> helji

t hese over stiles (two words--4, 4}
33 A sport in a

harry (6)

14 Is file tvorksliap
that turns oi*t tfeK |»arf of it notor a Nusb*hosh affair?
(8)

35 An i HMIQ naiifth
funetiyniftg (4)

DOMN

1O ficial tasti-uttion
n«t t« for|~f{

| fee "erviinfs (8>
2Said to fce 7

remedy f«J" a

burn (two were!*

- S3)

3 Ki acJof aKas(9)

5 A dl sagr eeaf ek*

eoMpj psy ()
60t't*Eof *» maj f have
(o i hk noney for

their debts unless of ccturse their creditors do it to Ibe
debts (5)

7 Boar Uwm should

fee able t*> suit
siti>t»ie {")

8 Ge»r <6)

11 Business with

the end in sight (6)
14 The right sort of
woman |i* star! a

danme school (3)



18" The War"

(anag) { «)

19 When tant nmeri ng

take care to hit this (two
wor ds) - - $>4)

20 Maki ng sound

as a bell (9)

21 Half a fortnigh) of aid (8)
23 Bin), dish of

eoin (3)

25 This sign of the

Zodi a« has n»

connection with The Fishes (ft)

2&A preservative of

twth (6)

29 Fanmpbus* scul ptor

(5)

30Thi « part of-the | oconpotive
t' ngi ne w«nl d

sound famliar to

the golfer (5)

Figure 51 The Daily Tel egraph crossword used as a test to
recruit new codebreakers (the
solution is in Appendix H).
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Henceforth there were to be no nore barriers to
recruitnment or nmaterials.

By the end of 1942 there were 49 bonbes, and a new bonbe
station was

opened at Gayhurst Manor, just north of Bletchley. As part
of the recruitnent

drive, the Governnent Code and Cypher School placed a
letter in

the Daily Tel egraph. They issued an anonynous chal | enge to
Its readers,

asking if anybody coul d sol ve the newspaper's crossword
(Figure 51) in

under 12 mnutes. It was felt that crossword experts m ght



al so be good

codebr eakers, conplenenting the scientific mnds that were
al ready at

Bl et chl ey-but of course, none of this was nmentioned in the
newspaper .

The 25 readers who replied were invited to Fleet Street to
take a crossword

test. Five of them conpleted the crossword within the
allotted tine, and

anot her had only one word m ssing when the 12 m nutes had
expired. A

few weeks later, all six were interviewed by mlitary
intelligence and

recruited as codebreakers at Bl etchley Park.

Ki dnappi ng Codebooks

So far in this chapter, the Enigma traffic has been
treated as one gi ant

comruni cations system but in fact there were several

di stinct networKks.

The German Arny in North Africa, for instance, had its own
separ ate network,

and their Enigma operators had codebooks that were
different from

those used in Europe. Hence, if Bletchley succeeded in

I dentifying the

North African day key, it would be able to decipher all

t he German nessages

sent from North Africa that day, but the North African day
key

woul d be of no use in cracking the nessages being
transmtted i n Europe.

Simlarly, the Luftwaffe had its own comuni cations
network, and so in

order to decipher all Luftwaffe traffic, Bletchley would
have to unravel

the Luftwaffe day key.

Sonme networks were harder to break into than others. The
Kri egs-mari ne
network was the hardest of all, because the Gernman Navy



oper at ed

a nore sophisticated version of the Enigma machi ne. For
exanpl e,

t he Naval Eni gma operators had a choice of eight

scranbl ers, not | ust

five, which neant that there were al nbst six tinmes as many
scranbl er

arrangenents, and therefore alnost six tines as many keys
for Bletchley

to check. The other difference in the Naval Eni gna
concerned the reflector,

whi ch was responsible for sending the electrical signal
back t hrough
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the scranblers. In the standard Enigma the refl ector was
al ways fixed in

one particular orientation, but in the Naval Enigma the
reflector could be

fixed in any one of 26 orientations. Hence the nunber of
possi bl e keys

was further increased by a factor of 26.

Cryptanal ysis of the Naval Eni gma was nade even harder by
t he Naval

operators, who were careful not to send stereotypical
nessages, thus

depriving Bletchley of cribs. Furthernore, the
Kriegsmarine also instituted

a nore secure systemfor selecting and transmtting
nessage keys.

Extra scranblers, a variable reflector, nonstereotypical
nessages and a

new system for exchangi ng nessage keys all contributed to
maki ng Ger man

Naval comruni cations inpenetrable.

Bletchley's failure to crack the Naval Enigna neant that
the Kriegsmarine

were steadily gaining the upper hand in the Battle of the
Atl anti c.

Adm ral Karl Donitz had devel oped a highly effective



t wo- st age strat egy

for naval warfare, which began with his U boats spreading
out and

scouring the Atlantic in search of Allied convoys. As soon
as one of them

spotted a target, it would initiate the next stage of the
strategy by calling

the other U-boats to the scene. The attack woul d comence
only when a

| ar ge pack of U boats had been assenbled. For this
strategy of coordi nated

attack to succeed, it was essential that the Kriegsmarine
had access

to secure communi cation. The Naval Enigma provi ded such
conmuni cat i on,

and the U boat attacks had a devastating inpact on the
Al'lied shipping

t hat was supplying Britain with nmuch-needed food and

ar manent s.

As | ong as U boat conmuni cations renai ned secure, the
Al'lies had no

| dea of the | ocations of the U-boats, and could not plan
safe routes for the

convoys. It seened as if the Admralty's only strategy for
pi npoi nting the

| ocation of U-boats was by | ooking at the sites of sunken
British ships.

Bet ween June 1940 and June 1941 the Allies | ost an average
of 50 ships each

nont h, and they were in danger of not being able to build
new shi ps

gui ckly enough to replace them Besides the intolerable
destruction of

ships, there was also a terrible human cost--50,000 Allied
seanen di ed during

the war. Unl ess these | osses could be drastically reduced,
Britain was in

danger of losing the Battle of the Atlantic, which would
have neant | osing

the war. Churchill would later wite, "Amd the torrent of
vi ol ent events

one anxiety reigned suprene. Battles m ght be won or |ost,
enterprises



m ght succeed or mscarry, territories m ght be gai ned or
quitted, but dom
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Inating all our power to carry on war, or even keep
ourselves alive, lay our

mastery of the ocean routes and the free approach and
entry to our ports.”

The Polish experience and the case of Hans-Thil o Schm dt
had taught

Bletchley Park that if intellectual endeavor fails to
break a cipher, then it

I s necessary to rely on espionage, infiltration and theft
In order to obtain

t he eneny keys. Cccasionally, Bletchley would nmake a

br eakt hr ough

agai nst the Naval Enigma, thanks to a clever ploy by the
RAF. British

pl anes would lay mnes in a particular |ocation, provoking
German vessel s

to send out warnings to other craft. These Eni gna
encrypted war ni ngs

woul d inevitably contain a map reference, but crucially
this map reference

woul d al ready be known by the British, so it could be used
as a

crib. I'n other words, Bletchley knew that a particul ar

pi ece of ciphertext

represented a particular set of coordi nates. Sow ng m nes
to obtain cribs,

known as "gardening," required the RAF to fly speci al

m ssions, so this

could not be done on a regular basis. Bletchley had to
find anot her way

of breaking the Naval Enigna.

An alternative strategy for cracking the Naval Enigma
depended on

stealing keys. One of the nost intrepid plans for stealing
keys was concoct ed

by lan Fl em ng, creator of Janes Bond and a nenber of



Naval

Intelligence during the war. He suggested crashing a
captured Gernman

bomber in the English Channel, close to a German ship. The
Ger man

sailors would then approach the plane to rescue their

conr ades, whereupon

the aircrew, British pilots pretending to be Gernman, woul d
board

the ship and capture its codebooks. These Gernan codebooks
cont ai ned

the information that was required for establishing the
encryption key, and

because ships were often away from base for |ong peri ods,

t he codebooks

woul d be valid for at | east a nonth. By capturing such
codebooks, Bl etchl ey

woul d be able to deci pher the Naval Enigma for an entire
nont h.

After approving Flem ng' s plan, known as Operation
Rut hl ess, British

Intelligence began preparing a Hei nkel bonber for the
crash | andi ng, and

assenbl ed an aircrew of Gernman-speaki ng Englishnmen. The
pl an was

scheduled for a date early in the nonth, so as to capture
a fresh codebook.

Fl emi ng went to Dover to oversee the operation, but
unfortunately there

was no German shipping in the area so the plan was

post poned i ndefinitely.

Four days l|ater, Frank Birch, who headed the Naval section
at

Bl etchl ey, recorded the reaction of Turing and his
col | eague Peter Tw nn:
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"Turing and Tw nn cane to ne |ike undertakers cheated of a
ni ce corpse



two days ago, all in a stew about the cancel ati on of
Operati on Ruthless.”

In due course Operation Ruthless was cancel ed, but Gernman
Naval

codebooks were eventually captured during a spate of
daring raids on

weat her ships and U boats. These so-called "pinches" gave
Bl etchl ey the

docunents it needed to bring an end to the intelligence
bl ackout. Wth

t he Naval Enigma transparent, Bletchley could pinpoint the
| ocati on of

U-boats, and the Battle of the Atlantic began to swng in
favor of the

Al'lies. Convoys could be steered clear of U boats, and
British destroyers

could even begin to go on the offensive, seeking out and
si nki ng U-boats.

It was vital that the German Hi gh Command never suspected
t hat the

Al'li es had pinched Eni gma codebooks. If the Germans found
that their

security had been conprom sed, they would upgrade their
Eni gma

machi nes, and Bl etchley would be back to square one. As
with the

Zi mrer mann tel egram epi sode, the British took various
precautions to

avoi d arousi ng suspicion, such as sinking a German vessel
af ter pinching

its codebooks. This woul d persuade Admral Donitz that the
ci pher

material had found its way to the bottom of the sea, and
not fallen into

British hands.

Once material had been secretly captured, further
precautions had to

be taken before exploiting the resulting intelligence. For
exanpl e, the

Eni gma deci phernents gave the | ocations of nunerous
U-boats, but it



woul d have been unwi se to have attacked every single one
of them

because a sudden unexpl ained increase in British success
woul d warn

Germany that its comruni cati ons were bei ng deci phered.
Consequent |l vy,

the Allies would all ow sone U-boats to escape, and woul d
attack others

only when a spotter plane had been sent out first, thus
justifying the

approach of a destroyer sonme hours later. Alternatively,
the Allies m ght

send fake nessages describing sightings of U boats, which
| i kewi se provided

sufficient explanation for the ensuing attack.

Despite this policy of mnimzing telltale signs that

Eni gma had been

broken, British actions did sonetines rai se concerns anong
Cer many' s

security experts. On one occasion, Bletchley deciphered an
Eni gma nessage

giving the exact location of a group of German tankers and
supply

ships, nine in total. The Admralty decided not to sink
all of the ships in

case a clean sweep of targets aroused German suspi ci ons.

| nstead, they
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i nfornmed destroyers of the exact |ocation of just seven of
t he ships, which

shoul d have all owed the Gedania and the Gonzenheimto
escape unhar ned.

The seven targeted ships were indeed sunk, but Royal Navy
destroyers accidentally

encountered the two ships that were supposed to be spared,
and

al so sank them The destroyers did not know about Eni gma
or the policy

of not arousing suspicion--they nerely believed they were
doi ng their



duty. Back in Berlin, Admral Kurt Fricke instigated an
I nvestigation into

this and other simlar attacks, exploring the possibility
that the British had

broken Eni gma. The report concluded that the nunerous

| o0sses were

either the result of natural m sfortune, or caused by a
British spy who had

infiltrated the Kriegsmarine. The breaki ng of Eni gma was
consi der ed

| npossi bl e and i nconcei vabl e.

The Anonynous Cryptanal ysts

As well as breaking the German Eni gna ci pher, Bletchley
Park al so succeeded

I n deci phering Italian and Japanese nessages. The

I ntelligence that

energed fromthese three sources was given the codenane
Utra, and the

Utra Intelligence files were responsible for giving the
Al lies a clear advantage

in all the major arenas of conflict. In North Africa,
Utra helped to

destroy German supply lines and inforned the Allies of the
status of General

Ronmel 's forces, enabling the Eighth Arny to fight back
agai nst the

German advances. U tra al so warned of the German invasion
of G eece,

which allowed British troops to retreat w thout heavy

| osses. In fact, Utra

provi ded accurate reports on the eneny's situation

t hroughout the entire

Mediterranean. This information was particul arly val uabl e
when the

Allies landed in Italy and Sicily in 1943.

In 1944, Utra played a major role in the Allied invasion
of Europe. For

exanple, in the nonths prior to D-Day, the Bletchley

deci phernents provi ded



a detailed picture of the German troop concentrations
al ong the

French coast. Sir Harry Hinsley, official historian of
British Intelligence

during the war, wote:

As U tra accunul ated, it adm nistered sone unpl easant
shocks. In particular,

it revealed in the second half of May-follow ng earlier

di st urbi ng

i ndi cations that the Germans were concluding that the area
bet ween Le

Havre and Cherbourg was a |likely, and perhaps even the
mai n, 1 nvasion
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area--that they were sending reinforcenments to Nornandy
and the Cherbourg

peni nsula. But this evidence arrived in tine to enable the
Allies to

nodi fy the plans for the I andings on and behind the Utah
beach; and it is

a singular fact that before the expedition sailed the
Allied estimate of the

nunber, identification, and | ocation of the eneny's
divisions in the west,

fifty-eight in all, was accurate in all but two itens that
were to be of operational
| mport ance.

Thr oughout the war, the Bl etchley codebreakers knew t hat
t hei r deci phernents

were vital, and Churchill's visit to Bletchley had

r ei nforced

this point. But the cryptanal ysts were never given any
operational details

or told how their deciphernments were bei ng used. For
exanpl e, the

codebreakers were given no information about the date for



D- Day, and

they arranged a dance for the evening before the |andings.
This worried

Commander Travis, the Director of Bletchley and the only
person on site

who was privy to the plans for D-Day. He could not tel
the Hut 6 Dance

Commttee to cancel the event because this would have been
a clear hint

that a major offensive was in the offing, and as such a
breach of security.

The dance was allowed to go ahead. As it happened, bad
weat her post poned

the | andings for twenty-four hours, so the codebreakers
had tinme

to recover fromthe frivolities. On the day of the

| andi ngs, the French

resi stance destroyed | andlines, forcing the Germans to
conmuni cat e

solely by radio, which in turn gave Bletchley the
opportunity to intercept

and deci pher even nore nessages. At the turning point of
t he war,

Bl etchl ey was able to provide an even nore detail ed

pi cture of GCernman

mlitary operations.

Stuart MIner-Barry, one of the Hut 6 cryptanal ysts,
wote: "I do not

| magi ne that any war since classical tinmes, if ever, has
been fought in

whi ch one side read consistently the main mlitary and
naval intelligence

of the other.” An Anerican report cane to a simlar
conclusion: "Utra

created in senior staffs and at the political summt a
state of m nd which

transformed the taking of decisions. To feel that you know
your eneny is

a vastly conforting feeling. It grows inperceptibly over
time if you regularly

and intimately observe his thoughts and ways and habits
and

actions. Know edge of this kind makes your own pl anning



| ess tentative
and nore assured, |less harrow ng and nore buoyant."

It has been argued, albeit controversially, that Bletchley
Park' s achi eve
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fjnents were the decisive factor in the Allied victory.
What is certain is that

? the Bletchl ey codebreakers significantly shortened the
war. This becones

evident by rerunning the Battle of the Atlantic and
specul ati ng what

? m ght have happened wi thout the benefit of Utra
intelligence. To begin

wi th, nore ships and supplies would certainly have been

| ost to the dom nant

U boat fleet, which would have conprom sed the vital |ink
to

Anerica and forced the Allies to divert nmanpower and
resources into the

bui |l di ng of new ships. H storians have estimated that this
woul d have

del ayed Allied plans by several nonths, which would have
meant post poni ng

the D-Day invasion until at |least the follow ng year.
According to

Sir Harry Hinsley, "the war, instead of finishing in 1945,
woul d have

ended in 1948 had the Governnent Code and Cypher School
not been

able to read the Eni gma cyphers and produce the Utra
intelligence.”

During this period of delay, additional |ives would have
been lost in

Europe, and Hitler would have been able to nake greater
use of his V-weapons,

i nflicting damage throughout southern Engl and. The

hi stori an

Davi d Kahn summari zes the inpact of breaking Enigma: "It
saved |ives.



Not only Allied and Russian lives but, by shortening the
war, Cer man,

Italian, and Japanese lives as well. Sone people alive
after World VWar 11

m ght not have been but for these solutions. That is the
debt that the

worl d owes to the codebreakers; that is the crowning human
val ue of their

triunphs.”

After the war, Bletchley's acconplishnments renai ned a

cl osely guarded

secret. Having successful ly deci phered nessages during the
war, Britain

wanted to continue its intelligence operations, and was
reluctant to

divulge its capabilities. In fact, Britain had captured

t housands of Eni gna

machi nes, and distributed themanong its forner col onies,
who bel i eved

that the cipher was as secure as it had seened to the
Germans. The British

did nothing to disabuse themof this belief, and routinely
deci pher ed

their secret communications in the years that foll owed.

Meanwhi | e, the Governnent Code and Cypher School at

Bl et chl ey

Park was cl osed, and the thousands of nen and wonen who
had contri but ed

to the creation of Utra were di sbhanded. The bonbes were
di smantl ed, and every scrap of paper that related to the
warti nme

deci pherments was either |ocked away or burned. Britain's
codebr eaki ng

activities were officially transferred to the newy forned
Gover nnment
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Communi cati ons Headquarters (GCHQ in London, which was

noved
to Cheltenhamin 1952. Although sone of the cryptanal ysts



noved to

GCHQ nost of themreturned to their civilian |ives, sworn
to secrecy,

unable to reveal their pivotal role in the Alied war
effort. Wile those

who had fought conventional battles could talk of their
her oi ¢ achi evenent s,

t hose who had fought intellectual battles of no | ess

signi ficance

had to endure the enbarrassnent of having to evade

guesti ons about

their wartinme activities. Gordon Wl chman recounted how
one of the

young cryptanal ysts working wwth himin Hut 6 had received
a scat hing

|l etter fromhis old headmaster, accusing himof being a

di sgrace to his

school for not being at the front. Derek Taunt, who al so
wor ked i n Hut

6, summed up the true contribution of his colleagues: "Qur
happy band

may not have been with King Harry on St. Crispin's Day,
but we had certainly

not been abed and have no reason to think ourselves
accurs't for

havi ng been where we were."

After three decades of silence, the secrecy over Bletchley
Park eventually

canme to an end in the early 1970s. Captain RW

W nt er bot ham who

had been responsible for distributing the Utra
intelligence, began to

badger the British Governnment, arguing that the
Conmonweal th countries

had st opped using the Enigma cipher and that there was now
not hi ng to be gained by concealing the fact that Britain
had broken it.

The intelligence services reluctantly agreed, and
permtted himto wite a

book about the work done at Bl etchley Park. Published in

t he summer of

1974, Wnterbotham s book The Utra Secret was the signal
that Bl etchl ey



personnel were at |last free to discuss their wartine
activities. Gordon

Vel chman felt enornmous relief: "After the war | stil

avoi ded di scussi ons

of wartinme events for fear that | mght reveal infornmation
obtai ned from

Utra rather than from sone published account... | felt
that this turn of

events released ne fromny wartine pledge of secrecy."”

Those who had contributed so much to the war effort could
now

recei ve the recognition they deserved. Possibly the nost
remar kabl e consequence

of Wnterbotham s revel ati ons was that Rejewski realized
t he

staggering consequences of his prewar breakthroughs

agai nst Eni gna.

After the invasion of Poland, Rejewski had escaped to
France, and when

France was overrun he fled to Britain. It would seem

nat ural that he

shoul d have becone part of the British Enigma effort, but
I nst ead he was

Cracking the Enigma 189

; jelegated to tackling nenial ciphers at a m nor
intelligence unit in Box-noor,

near Henmel Henpstead. It is not clear why such a brilliant
m nd

was excluded fromBletchley Park, but as a result he was
conpl etely

unaware of the activities of the Governnent Code and
Cypher School .

Until the publication of Wnterbotham s book, Rejewski had
no idea that his ideas had provided the foundation for the
routi ne deci phernent of

Eni gma t hr oughout the war.

For sone, the publication of Wnterbotham s book canme too
| at e.
Many years after the death of Alastair Denniston



Bletchley's first director,

hi s daughter received a letter fromone of his coll eagues:
“Your father

was a great man in whose debt all English-speaki ng people
will remain for

a very long tinme, if not forever. That so few shoul d know
exactly what he

didis the sad part."

Al an Turing was anot her cryptanalyst who did not live |ong
enough to

recei ve any public recognition. Instead of being accl ai ned
a hero, he was

persecuted for his honobsexuality. In 1952, while reporting
a burglary to

the police, he naively reveal ed that he was having a
honosexual rel ationship.

The police felt they had no option but to arrest and
charge himwth

"G oss I ndecency contrary to Section 11 of the Crim nal
Law Anendnent

Act 1885." The newspapers reported the subsequent trial
and convi cti on,

and Turing was publicly humli at ed.

Turing's secret had been exposed, and his sexuality was
now public

knowl edge. The British Governnent withdrew his security

cl earance. He

was forbidden to work on research projects relating to the
devel opnent of

the computer. He was forced to consult a psychiatrist and
had to undergo

hor none treat nent, which nmade hi minpotent and obese. Over
t he next

two years he becane severely depressed, and on June 7,
1954, he went to

his bedroom carrying wwth hima jar of cyanide sol ution
and an appl e.

Twenty years earlier he had chanted the rhyne of the
Wcked Wtch: "D p

the apple in the brew, Let the sleeping death seep

t hrough.” Now he was

ready to obey her incantation. He dipped the apple in the



cyani de and

took several bites. At the age of just forty-two, one of
the true geniuses of

cryptanal ysis commtted suicide.

I N
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Wiile British codebreakers were breaking the Gernman Eni gna
ci pher

and altering the course of the war in Europe, Anerican
codebr eakers

were having an equally inportant influence on events in
the Pacific arena

by cracki ng the Japanese machi ne ci pher known as Purpl e.
For exanpl e,

I n June 1942 the Anericans deci phered a nessage outlining
a Japanese

plan to draw U.S. Naval forces to the Aleutian |Islands by
faki ng an

attack, which would allow the Japanese Navy to take their
real objective,

M dway | sl and. Although Anmerican ships played along with

t he plan by

| eavi ng M dway, they never strayed far away. When Anerican
crypt anal ysts

I ntercepted and deci phered the Japanese order to attack

M dway,

the ships were able to return swftly and defend the

I sland in one of the

nost inportant battles of the entire Pacific war.
According to Adm ral

Chester Nimtz, the Anerican victory at Mdway "was
essentially a victory

of intelligence. In attenpting surprise, the Japanese were
t hensel ves

surprised. "

Al nost a year later, Anmerican cryptanalysts identified a
nmessage t hat

showed the itinerary for a visit to the northern Sol onon
| sl ands by Adm ral



| soruko Yanmanot o, Commander-in-Chi ef of the Japanese

Fl eet.

Nimtz decided to send fighter aircraft to intercept
Yamanot o' s pl ane and

shoot hi m down. Yamanoto, renowned for being conpul sively
punct ual ,

approached his destination at exactly 8:00 AM, just as
stated in the intercepted

schedul e. There to neet himwere ei ghteen Anerican P-38

fighters.

They succeeded in killing one of the nost influential
figures of the Japanese

H gh Conmand.

Al t hough Purpl e and Eni gma, the Japanese and Ger man

ci phers, were

eventual |y broken, they did offer sonme security when they
were initially

I npl enented and provided real challenges for Anmerican and
British
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cryptanal ysts. In fact, had the ci pher nmachi nes been used
properly-w th-out

repeat ed nessage keys, without cillies, wthout
restrictions on plugboard

settings and scranbl er arrangenents, and w thout

st ereotypi cal nessages

which resulted in cribs--it is quite possible that they

m ght never

have been broken at all.

The true strength and potential of nachine ciphers was
denonst r at ed

by the Typex (or Type X) cipher machi ne used by the
British arny and air

force, and the SI GABA (or M 143-C) ci pher nmachi ne used by
the Anerican



mlitary. Both these machi nes were nore conplex than the
Eni gma

machi ne and both were used properly, and therefore they
remai ned

unbr oken t hroughout the war. Allied cryptographers were
confident that

conpl i cated el ectronechani cal machi ne ci phers could
guar ant ee secure

comruni cati on. However, conplicated machi ne ci phers are
not the only

way of sending secure nmessages. |ndeed, one of the nost
secure forns of

encryption used in the Second Wrld War was al so one of
t he sinplest.

During the Pacific canpaign, Anerican conmanders began to
realize

t hat ci pher machi nes, such as SI GABA, had a fundanent al

dr awback.

Al t hough el ectromechani cal encryption offered relatively
hi gh | evel s of

security, it was painfully slow. Messages had to be typed
into the machi ne

| etter by letter, the output had to be noted down letter
by letter, and then

the conpl eted ciphertext had to be transmtted by the
radi o operator. The

radi o operator who received the enci phered nessage then
had to pass it

on to a ci pher expert, who would carefully select the
correct key, and type

the ciphertext into a ci pher machine, to decipher it

|l etter by letter. The

time and space required for this delicate operation is
avai |l abl e at headquarters

or onboard a ship, but machi ne encryption was not ideally
suited

to nore hostile and intense environnents, such as the

i sl ands of the

Pacific. One war correspondent described the difficulties
of communi cati on

during the heat of jungle battle: "Wen the fighting
becane

confined to a snmall area, everything had to nove on a



split-second

schedul e. There was not tinme for enciphering and

deci phering. At such

times, the King's English becane a | ast resort--the
prof aner the better."

Unfortunately for the Anmericans, many Japanese sol diers
had attended

Anerican colleges and were fluent in English, including
the profanities.

Val uabl e i nformati on about Anerican strategy and tactics
was falling into

t he hands of the eneny.

The Language Barrier 193

One of the first to react to this problemwas Philip
Johnston, an engi neer

based in Los Angeles, who was too old to fight but still
wanted to contri bute

to the war effort. At the beginning of 1942 he began to
fornul ate

an encryption systeminspired by his chil dhood

experi ences. The son of

a Protestant m ssionary, Johnston had grown up on the
Navaj o reservations

of Arizona, and as a result he had becone fully imersed
i n Navaj o

culture. He was one of the few people outside the tribe
who coul d speak

their | anguage fluently, which allowed himto act as an

I nterpreter for

di scussi ons between the Navaj o and governnment agents. H's
work in this

capacity culmnated in a visit to the Wite House, when,
as a ni ne-year-old,

Johnston translated for two Navaj os who were appealing to
Pr esi dent

Theodore Roosevelt for fairer treatnent for their
community. Fully aware

of how i npenetrabl e the | anguage was for those outside the
tribe,

Johnston was struck by the notion that Navaj o, or any

ot her Native Anerican



| anguage, could act as a virtually unbreakabl e code. If
each battalion

in the Pacific enployed a pair of Native Americans as
radi o operators,

secure conmuni cation coul d be guarant eed.

He took his idea to Lieutenant Col onel Janes E. Jones, the
area signal

officer at Canp Elliott, just outside San Diego. Merely by
throwing a few

Navaj o phrases at the bew | dered officer, Johnston was
abl e to persuade

himthat the idea was worthy of serious consideration. A
fortnight |ater he

returned with two Navaj os, ready to conduct a test
denmonstration in front

of senior marine officers. The Navajos were isolated from
each other, and

one was given six typical nmessages in English, which he
translated into

Navaj o and transmitted to his colleague via a radio. The
Navaj o receiver

transl ated the nessages back into English, wote them
down, and handed

themover to the officers, who conpared themwth the
originals. The

game of Navaj o whi spers proved to be flaw ess, and the
mari ne officers

aut horized a pilot project and ordered recruitnment to
begi n i medi ately.

Before recruiting anybody, however, Lieutenant Col onel
Jones and

Philip Johnston had to deci de whether to conduct the pil ot
study with the

Navaj o, or select another tribe. Johnston had used Navajo
men for his

original denonstration because he had personal connections
with the

tribe, but this did not necessarily make them the ideal
choi ce. The nost

| mportant selection criterion was sinply a question of
nunbers: the

marines needed to find a tri be capable of supplying a



| ar ge nunber of
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men who were fluent in English and literate. The | ack of
gover nnent

I nvestnment neant that the literacy rate was very | ow on
nost of the reservations,

and attention was therefore focused on the four | argest
tribes: the

Navaj o, the Sioux, the Chippewa and the Pi ma- Papago.

The Navajo was the largest tribe, but also the |east
literate, while the

Pi ma- Papago was the nost |iterate but nuch fewer in
nunber. There was little

to choose between the four tribes, and ultimtely the
deci sion rested on

another critical factor. According to the official report
on Johnston's i dea:

The Navajo is the only tribe in the United States that has
not been infested

wth German students during the past twenty years. These
Ger mans, studying

the various tribal dialects under the guise of art
students, anthropol ogi sts,

etc., have undoubtedly attained a good working know edge
of all tribal

di al ects except Navajo. For this reason the Navajo is the
only tribe avail abl e

of fering conplete security for the type of work under
consideration. It

shoul d al so be noted that the Navajo tribal dialect is
conpletely unintelligible

to all other tribes and all other people, with the
possi bl e exception of as

many as 28 Americans who have made a study of the dialect.
This dialect is

equivalent to a secret code to the eneny, and admrably
suited for rapid,

secure conmuni cati on.



At the tine of Arerica's entry into the Second World War,
the Navajo

were living in harsh conditions and being treated as

i nferior people. Yet

their tribal council supported the war effort and decl ared
their loyalty:

"There exists no purer concentration of Americani smthan
anong t he

First Anericans."” The Navaj os were so eager to fight that
sonme of them

| i ed about their age, or gorged thensel ves on bunches of
bananas and

swal | owed great quantities of water in order to reach the
m ni mum wei ght

requi rement of 55 kg. Simlarly, there was no difficulty
in finding suitable

candi dates to serve as Navaj o code tal kers, as they were
to becone known.

Wthin four nonths of the bonbing of Pearl Harbor, 29
Navaj os, sone

as young as fifteen, began an ei ght-week comruni cations
course with the

Mari ne Cor ps.

Before training could begin, the Marine Corps had to
overcome a

probl em that had plagued the only other code to have been
based on a

Nati ve Anmerican | anguage. In Northern France during the
First Wrld

War, Captain E.W Horner of Conpany D, 141st Infantry,
ordered that

ei ght men fromthe Choctaw tri be be enployed as radio
operators. Qovi -
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| ously none of the eneny understood their |anguage, so
t he Choct aw

| provided secure communi cations. However, this encryption



syst em was

fundanmental |y fl awed because the Choctaw | anguage had no
equi val ent

1 for nodern mlitary jargon. A specific technical termin
a nessage m ght

therefore have to be translated into a vague Choct aw
expression, with the

8 risk that this could be msinterpreted by the receiver.

The sanme probl em woul d have arisen with the Navajo

| anguage, but

the Marine Corps planned to construct a | exicon of Navajo
terms to

repl ace ot herw se untransl atabl e English words, thus
renovi ng any anbi guiti es.

The trainees helped to conpile the | exicon, tending to
choose

wor ds describing the natural world to indicate specific
mlitary termns.

Thus, the nanes of birds were used for planes, and fish
for ships (Table

11). Commandi ng officers becane "war chiefs,” platoons
wer e "nud-cl ans, "

fortifications turned into "cave dwellings" and nortars
wer e

known as "guns that squat."

Even though the conplete | exi con contai ned 274 words,
there was still

the problemof translating | ess predictable words and the
nanmes of people

and places. The solution was to devise an encoded phonetic
al phabet

for spelling out difficult words. For exanple, the word
"Paci fic" would be

spelled out as "pig, ant, cat, ice, fox, ice, cat," which
woul d then be transl ated

into Navaj o as bi-sodi h, wol-Ila-chee, noasi, tkin, na-e,

t Ki n,

noasi. The conpl ete Navaj o al phabet is given in Table 12.
Wthin eight



weeks, the trainee code tal kers had | earned the entire
| exi con and al pha-

Tabl e

11 Navaj o codewords for planes and ships.
Fi ghter pl ane
Hunm ngbi rd

Da- heti h-h
bservati on pl ane
o

Ne- asj ah

Tor pedo pl ane
Swal | ow
Taschi zzi e

Bonber

Buzzard

Jay-sho

Di ve- bonber

Chi cken hawk

G ni

Bonbs

Eggs

A-ye-shi
Amphi bi ous vehicl e
Frog

Chal

Battl eship

Whal e

Lo-tso

Destroyer

Shar k

Ca-lo

Subnari ne

lron fish

Besh-1 o0
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bet, thus obviating the need for codebooks which m ght
fall into eneny

hands. For the Navajos, conmitting everything to nenory
was trivial

because traditionally their | anguage had no witten
script, so they were



used to nenorizing their folk stories and famly

histories. As WIIliam McCabe, one of the trainees, said, "In
Navaj o everything is in the nenory-songs,

prayers, everything. That's the way we were raised."”

At the end of their training, the Navajos were put to the
test. Senders

transl ated a series of nessages from English into Navajo,
transmtted them and then receivers translated the nessages
back into English, using

the nenori zed | exi con and al phabet when necessary. The
results were

wor d- perfect. To check the strength of the system a
recording of the transm ssions

was given to Navy Intelligence, the unit that had cracked
Pur pl e,

t he toughest Japanese cipher. After three weeks of intense
crypt anal ysi s,

t he Naval codebreakers were still baffled by the nessages.
They cal l ed the

Navaj o | anguage a "weird succession of guttural, nasal,

t ongue-tw sting

sounds... we couldn't even transcribe it, nmuch | ess crack
it." The Navajo

code was judged a success. Two Navaj o sol diers, John
Benal | y and Johnny

Manuel ito, were asked to stay and train the next batch of
recruits, while

the other 27 Navaj o code tal kers were assigned to four
regi ments and sent

to the Pacific.

Tabl e 12 The Navaj o al phabet code.

A

Ant
Wl | achee
N

Nut
Neshchee
B

Bear



Shush

O

o

Ne- ahsj sh
C

Cat

Moasi

P

Pi g

Bi - sodi h
D

Deer

Be

Q

Qui ver
Ca-yeilth
E

El k

Dzeh

R

Rabbi t
Gah

Goat
Klizzie
T

Tur key
Than-zi e
H

Hor se
Lin

U

Ue

No- dai h
1

l ce
Tki n

V



Vi ct or

A- kehdi gl i ni
J

Jackass Tkel echogi
w

Weasel

G oei h

K

Ki d
Klizzieyazzi
X

Cross

Al - an- asdzoh
L

Lanb

Di behyazzi

Y

Yucca
Tsahaszi h

M

Mouse

Na- ast so- si
Z

Zi nc
Beshdogl i z
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Japanese forces had attacked Pearl Harbor on Decenber 7,
1941, and

not long after they dominated |arge parts of the western
Paci fic. Japanese

troops overran the Anmerican garrison on Guam on Decenber
10, they

t ook Guadal canal, one of the islands in the Sol onon chain,
on Decenber

13, Hong Kong capi tul ated on Decenber 25, and U.S. troops
on the

Phi | i ppi nes surrendered on January 2,1942. The Japanese

pl anned to consolidate

their control of the Pacific the follow ng sunmer by
bui | di ng an

airfield on Guadal canal, creating a base for bonbers which
woul d enabl e

themto destroy Allied supply lines, thus nmaking any



Al'lied counterattack

al nost i npossible. Adm ral Ernest King, Chief of Anerican
Naval

Qperations, urged an attack on the island before the
airfield was conpl et ed,

and on August 7, the 1st Marine D vision spearheaded an
I nvasi on

of Guadal canal. The initial |anding parties included the
first group of

code tal kers to see action.

Al t hough the Navaj os were confident that their skills
woul d be a bl essing

to the marines, their first attenpts generated only
confusi on. Many of
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Figure 52 The first 29 Navajo code tal kers pose for a
traditional graduation photograph.
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the regul ar signal operators were unaware of this new
code, and they sent

pani c nmessages all over the island, stating that the
Japanese were broadcasting

on Anerican frequencies. The colonel in charge imediately
hal ted Navaj o communi cations until he could convince

hi rsel f that the

systemwas worth pursuing. One of the code tal kers



recal | ed how t he
Navaj o code was eventual |y brought back into service:

The col onel had an idea. He said he would keep us on one
condition: that |

could outrace his "white code"--a nechanical ticking
cylinder thing. W both

sent nmessages, by white cylinder and by ny voice. Both of
us received

answers and the race was to see who coul d decode his
answer first. | was

asked, "How long will it take you? Two hours?" "More |ike
two mnutes," |

answered. The other guy was still decoding when | got the
roger on ny return

nmessage in about four and a half mnutes. | said,

"Col onel, when are you

going to give up on that cylinder thing?" He didn't say
anything. He just Ilit

up his pipe and wal ked away.

The code tal kers soon proved their worth on the

battl efield. During

one episode on the island of Saipan, a battalion of

mari nes took over

positions previously held by Japanese sol diers, who had
retreated. Suddenly

a sal vo expl oded nearby. They were under friendly fire
fromfellow

Ameri cans who were unaware of their advance. The mari nes
radi oed

back in English explaining their position, but the salvos
conti nued

because the attacking Anerican troops suspected that the
nmessages were

from Japanese inpersonators trying to fool them It was
only when a

Navaj 0 nessage was sent that the attackers saw their

m st ake and hal t ed

the assault. A Navajo nessage coul d never be faked, and
coul d al ways be

t rust ed.



The reputation of the code tal kers soon spread, and by the
end of 1942

there was a request for 83 nore nen. The Navajo were to
serve in all six

Mari ne Corps divisions, and were sonetinmes borrowed by

ot her

Anmerican forces. Their war of words soon turned the
Navaj os i nto heroes.

O her soldiers would offer to carry their radi os and
rifles, and they were

even given personal bodyguards, partly to protect them
fromtheir own

conrades. On at | east three occasions code tal kers were
m st aken for

Japanese soldiers and captured by fell ow Areri cans. They
wer e rel eased

only when col | eagues fromtheir own battalion vouched for
t hem
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The inpenetrability of the Navajo code was all down to the
fact that

Navaj o bel ongs to the Na-Dene famly of |anguages, which
has no |ink

Wi th any Asian or European | anguage. For exanple, a Navajo
verb is conjugated

not solely according to its subject, but also according to
Its

object. The verb endi ng depends on which category the

obj ect bel ongs

to: long (e.g., pipe, pencil), slender and flexible (e.qg.,
snake, thong), granular

(e.g., sugar, salt), bundled (e.g., hay), viscous (e.g.,
mud, feces) and

many others. The verb wll also incorporate adverbs, and
will reflect

whet her or not the speaker has experienced what he or she
I s tal ki ng

about, or whether it is hearsay. Consequently, a single
verb can be equi val ent

to a whole sentence, naking it virtually inpossible for



foreigners to
di sentangl e its neani ng.

Despite its strengths, the Navajo code still suffered from
two significant

flaws. First, words that were neither in the natural
Navaj o vocabul ary nor

in the list of 274 authorized codewdrds had to be spelled
out using the

speci al al phabet. This was tinme-consunmng, so it was

deci ded to add

anot her 234 common terns to the | exicon. For exanple,
nations were

gi ven Navaj o ni cknanes: "Rolled Hat" for Australia,
"Bounded by Water"

for Britain, "Braided Hair "for China, "lron Hat" for

Ger many, "Floating

Land" for the Philippines, and "Sheep Pain" for Spain.

The second probl em concerned those words that would still
have to be

spelled out. If it becane clear to the Japanese that words
wer e bei ng

spelled out, they would realize that they coul d use
frequency analysis to

I dentify which Navajo words represented which letters. It
woul d soon

beconme obvi ous that the nost conmonly used word was dzeh,
whi ch

means "el k" and which represents e, the nost commonly used
| etter of

the English al phabet. Just spelling out the nanme of the

i sl and Guadal canal

and repeating the word wol -1 a-chee (ant) four tines would
be a big clue

as to what word represented the letter a. The sol ution was
to add nore

words to act as extra substitutes (honophones) for the
commonl y used

letters. Two extra words were introduced as alternatives
for each of the six

commonest letters (e, t, a, o, i, n), and one extra word
for the six next

commonest letters (s, h, r, d, 1, u). The letter a, for



exanpl e, could now

al so be substituted by the words be-la-sana (apple) or
tse-ni hl (axe).

Thereafter, Guadal canal could be spelled with only one
repetition:

klizzie, shi-da, wol-la-chee, |ha-cha-eh, be-la-sana,
di behyazzi e,
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cryptanalysts is simlar to that which is faced by

ar chaeol ogi sts attenpting

to deci pher a long-forgotten | anguage, perhaps witten in
an extinct

script. If anything, the archaeol ogi cal challenge is nuch
nore severe. For

exanpl e, while the Japanese had a continuous stream of
Navaj o wor ds

which they could attenpt to identify, the information
avai l able to the

ar chaeol ogi st can sonetines be just a snmall collection of
clay tabl ets.

Furthernore, the archaeol ogi cal codebreaker often has no
| dea of the context

or contents of an ancient text, clues which mlitary
codebr eakers can

normally rely on to help themcrack a cipher.

Deci phering anci ent texts seens an al nost hopel ess
pursuit, yet many

men and wonen have devoted thenselves to this arduous
enterprise.

Their obsession is driven by the desire to understand the
writings of our

ancestors, allowing us to speak their words and catch a
glinpse of their

t houghts and lives. Perhaps this appetite for cracking
ancient scripts is

best summari zed by Maurice Pope, the author of The Story
of Deci phernent: "Deciphernments are by far the nost gl anorous
achi evenents of schol arship.

There is a touch of magi c about unknown witing,
especially when it

comes fromthe renote past, and a corresponding glory is



bound to attach

itself to the person who first solves its nystery."”

The deci phernent of ancient scripts is not part of the
ongoi ng evol utionary

battl e between codenmakers and codebreakers, because,

al t hough

there are codebreakers in the shape of archaeol ogi sts,
there are no code- makers.

That is to say, in npost cases of archaeol ogi cal

deci pher nent

there was no deliberate attenpt by the original scribe to
hi de t he neani ng

of the text. The remainder of this chapter, which is a

di scussi on of

ar chaeol ogi cal deci phernments, is therefore a slight detour
fromthe

book's mai n thene. However, the principles of

ar chaeol ogi cal deci pher nent

are essentially the sane as those of conventional mlitary
cryptanal ysis. Indeed, many mlitary codebreakers have
been attracted by

the chal l enge of unraveling an ancient script. This is

pr obabl y

because archaeol ogi cal deci phernents make a refreshing
change from

mlitary codebreaking, offering a purely intellectual
puzzl e rather than a

mlitary challenge. In other words, the notivation is
curiosity rather than

ani nosi ty.

The nost fanous, and arguably the nost romantic, of al
deci phernent s

was the cracking of Egyptian hieroglyphics. For centuries,
hi er ogl yphi cs

1
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ai ned a nystery, and archaeol ogi sts could do no nore than
specul ate
their meani ng. However, thanks to a classic piece of



codebr eaki ng, ~the hieroglyphs were eventual |y deci phered,
and ever since archaeol ogi sts

| ¥%ave been able to read firsthand accounts of the history,
culture and beliefs of the ancient Egyptians. The

deci phernment of hieroglyphics has bridged the mllennia
bet ween ourselves and the civilization of the pharaohs.

The earliest hieroglyphics date back to 3000 b.c., and
this form of

ornate witing endured for the next three and a half

t housand years.

Al t hough the el aborate synbols of hieroglyphics were ideal
for the walls

of majestic tenples (the G eek word hierogl yphi ca neans
"sacred carvings"),

they were overly conplicated for keeping track of nundane
transacti ons.

Hence, evolving in parallel with hieroglyphics was

hi eratic, an everyday

script in which each hieroglyphic synbol was replaced by a
stylized representation

whi ch was qui cker and easier to wite. In about 600 b.c.,
hieratic

was replaced by an even sinpler script known as denoti c,

t he nanme bei ng

derived fromthe G eek denoti ka neani ng "popul ar,"” which
reflects its secul ar

function. Hieroglyphics, hieratic and denotic are
essentially the sane

script--one could al nost regard themas nerely different
fonts.

Al'l three fornms of witing are phonetic, which is to say
that the characters

| argely represent distinct sounds, just like the letters
in the English

al phabet. For over three thousand years the ancient
Egypti ans used these

scripts in every aspect of their lives, just as we use
witing today. Then,

toward the end of the fourth century a.d., within a
generation, the Egyptian

scripts vanished. The | ast databl e exanpl es of ancient
Egyptian witing



are to be found on the island of Philae. A hieroglyphic
tenple inscription

was carved in a.d. 394, and a piece of denotic graffiti
has been dated to

a.d. 450. The spread of the Christian Church was

responsi ble for the

extinction of the Egyptian scripts, outlawi ng their use in
order to eradicate

any link with Egypt's pagan past. The ancient scripts were
repl aced with

Coptic, a script consisting of 24 letters fromthe G eek
al phabet suppl enent ed

by six denotic characters used for Egyptian sounds not
expressed

in Geek. The dom nance of Coptic was so conplete that the
ability to

read hierogl yphics, denotic and hieratic vani shed. The
anci ent Egypti an

| anguage conti nued to be spoken, and evolved into what
becanme known

as the Coptic | anguage, but in due course both the Coptic
| anguage and

script were displaced by the spread of Arabic in the

el eventh century. The
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final linguistic link to Egypt's ancient kingdons had been
br oken, and the

knowl edge needed to read the tales of the pharaohs was

| ost.

Interest in hieroglyphics was reawakened in the
seventeenth century,

when Pope Sixtus V reorgani zed the city of Rome accordi ng
to a new

net wor k of avenues, erecting obelisks brought from Egypt
at each intersection.

Schol ars attenpted to deci pher the neanings of the

hi er ogl yphs

on the obelisks, but were hindered by a fal se assunpti on:
nobody was

prepared to accept that the hieroglyphs could possibly



represent phonetic

characters, or phonograns. The idea of phonetic spelling
was t hought to be

t oo advanced for such an ancient civilization. Instead,
sevent eent h-century

schol ars were convi nced that the hieroglyphs were

semagr ans- - that

these intricate characters represented whol e i deas, and
wer e not hi ng nore

than primtive picture witing. The belief that

hi erogl yphics is nerely picture

witing was even commonly held by foreigners who visited
Egypt

whi | e hieroglyphics was still a living script. Di odorus
Siculus, a Geek historian

of the first century b.c., wote:

Now it happens that the forns of the Egyptians' letters
take the shape of all

kinds of living creatures and of the extremties of the
human body and of

i nplements . . . For their witing does not express the
I ntended i dea by a

conbi nati on of syllables, one with another, but by the
out war d appear ance

of what has been copied and by the netaphorical neaning
| npressed upon

the nmenory by practice. ... So the hawk synbolizes for

t hem everyt hi ng

whi ch happens qui ckly because this creature is just about
the fastest of

wi nged animals. And the idea is transferred, through the
appropriate

nmet aphorical transfer, to all swift things and to those
t hings to which speed

IS appropriate.

In the |ight of such accounts, perhaps it is not so
surprising that

sevent eent h-century scholars attenpted to deci pher the
hi er ogl yphs by

I nterpreting each one as a whole idea. For exanple, in



1652 the Cernman

Jesuit priest Athanasius Kircher published a dictionary of
al l egorical interpretations

entitled (Edi pus agyptiacus, and used it to produce a
series of

wei rd and wonderful translations. A handful of

hi er ogl yphs, which we now

know nerely represent the nanme of the pharaoh Apries, were
transl ated by

Kircher as: "the benefits of the divine Gsiris are to be
procured by neans

of sacred cerenonies and of the chain of the Genii, in
order that the benefits

of the Nile may be obtained." Today Kircher's translations
seem | udi -
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crous, but their inmpact on other woul d-be deci pherers was
| mense.

Kircher was nore than just an Egyptologist: he wote a
book on cryptography,

constructed a nusical fountain, invented the magic lantern
(a precursor

of cinema), and | owered hinself into the crater of

Vesuvi us, earning

himself the title of "father of vul canology."” The Jesuit
priest was w dely

acknow edged to be the nost respected scholar of his age,
and consequently

his ideas were to influence generations of future
Egypt ol ogi st s.

A century and a half after Kircher, in the sumer of 1798,
the antiquities

of ancient Egypt fell under renewed scrutiny when Napol eon
Bonaparte di spatched a team of historians, scientists and
draftsmen to foll ow

in the wake of his invading army. These academ cs, or

" Peki nese

dogs" as the soldiers called them did a remarkable job of
mappi ng, draw ng,



transcri bing, neasuring and recordi ng everything they

W tnessed. In

1799, the French schol ars encountered the single nost
famous sl ab of

stone in the history of archaeol ogy, found by a troop of
French sol diers

stationed at Fort Julien in the town of Rosetta in the
Nile Delta. The soldiers

had been given the task of denolishing an ancient wall to
clear the

way for an extension to the fort. Built into the wall was
a stone bearing a

remar kabl e set of inscriptions: the sanme piece of text had
been i nscri bed

on the stone three tines, in Geek, denotic and

hi er ogl yphi cs. The

Rosetta Stone, as it becane known, appeared to be the
equi val ent of a

cryptanalytic crib, just like the cribs that hel ped the
codebr eakers at

Bl etchley Park to break into Enigma. The G eek, which
could easily be

read, was in effect a piece of plaintext which could be
conpared with the

denoti c and hi erogl yphic ciphertexts. The Rosetta Stone
was potentially

a nmeans of unraveling the nmeaning of the ancient Egyptian
synbol s.

The scholars i medi ately recogni zed the stone's

signi ficance, and sent

It to the National Institute in Cairo for detail ed study.
However, before

the institute could enbark on any serious research, it
becane cl ear that

the French arny was on the verge of being defeated by the
advanci ng

British forces. The French noved the Rosetta Stone from
Cairo to the relative

safety of Alexandria, but ironically, when the French
finally surrendered,

Article XVI of the Treaty of Capitul ation handed all the
antiquities

In Alexandria to the British, whereas those in Cairo were



allowed to

return to France. In 1802, the priceless slab of black
basalt (neasuring 118

cmin height, 77 cmin width and 30 cmin thickness, and
wei ghing three

Figure 54 The Rosetta Stone, inscribed in 196 b.c. and
redi scovered in 1799, contains

the same text witten in three different scripts:

hi erogl yphics at the top, denotic in the

m ddl e and Greek at the bottom
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guarters of a ton) was sent to Portsnmouth onboard HVS
L' Egypti enne, and

| ater that year it took up residence at the British
Museum where it has

remai ned ever since.

The translation of the G eek soon revealed that the
Rosetta Stone bore

a decree fromthe general council of Egyptian priests

I ssued in 196 b.c. The

text records the benefits that the Pharaoh Ptol eny had
best owed upon the

peopl e of Egypt, and details the honors that the priests
had, in return,

pi | ed upon the pharaoh. For exanple, they declared that
festival shal

be kept for King Ptoleny, the ever-living, the bel oved of
Pt ah, the god

Epi phanes Eucharistos, yearly in the tenples throughout
the land from

the 1st of Troth for five days, in which they shall wear
garl ands and perform

sacrifices and libations and the other usual honors." I|f
the other two

I nscriptions contained the identical decree, the

deci phernment of the hieroglyphic

and denotic texts would seemto be straightforward.
However,

three significant hurdles remained. First, the Rosetta



Stone is seriously

damaged, as can be seen in Figure 54. The G eek text

consi sts of 54 |ines,

of which the last 26 are damaged. The denotic consists of
32 lines, of

whi ch the beginnings of the first 14 |ines are damaged
(note that denotic

and hieroglyphics are witten fromright to left). The

hi erogl yphic text is in

the worst condition, with half the |ines m ssing
conpletely, and the

remaining 14 lines (corresponding to the last 28 |lines of
the G eek text)

partly m ssing. The second barrier to deci phernent is that
the two Egyptian

scripts convey the ancient Egyptian | anguage, which nobody
had

spoken for at |east eight centuries. Wile it was possible
to find a set of

Egypti an synbol s which corresponded to a set of Geek

wor ds, whi ch

woul d enabl e archaeol ogi sts to work out the neaning of the
Egypti an

synbols, it was inpossible to establish the sound of the
Egypti an words.

Unl ess archaeol ogi sts knew how the Egyptian words were
spoken, they

coul d not deduce the phonetics of the synbols. Finally,
the intell ectual

| egacy of Kircher still encouraged archaeol ogists to think
of Egyptian witing

In terns of semagrans, rather than phonograns, and hence

f ew peopl e

even consi dered attenpting a phonetic deci phernment of

hi er ogl yphi cs.

One of the first scholars to question the prejudice that
hi er ogl yphi cs

was picture witing was the English prodigy and pol ymath
Thomas Young.

Born in 1773 in MIlverton, Sonerset, Young was able to
read fluently at

the age of two. By the age of fourteen he had studied
Greek, Latin, French,
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pl acing netal rings around a living eyeball, he showed
that focusing did

not require distortion of the whole eye, and postul ated
that the internal

lens did all the work. His interest in optics led him
toward physics, and

anot her series of discoveries. He published "The

Undul atory Theory of

Light," a classic paper on the nature of light; he created
a new and better

expl anation of tides; he formally defined the concept of
energy and he

publ i shed groundbreaki ng papers on the subject of

el asticity. Young

seened to be able to tackle problens in al nost any

subj ect, but this was

not entirely to his advantage. His mnd was so easily
fasci nated that he

woul d | eap from subject to subject, enbarking on a new
probl em before

polishing off the | ast one.

When Young heard about the Rosetta Stone, it becane an
irresistible

chal l enge. In the summer of 1814 he set off on his annual
holiday to the

coastal resort of Wrthing, taking with hima copy of the



three inscriptions.

Young's breakt hrough cane when he focused on a set of

hi er ogl yphs

surrounded by a | oop, called a cartouche. H's hunch was

t hat these

hi er ogl yphs were ringed because they represented sonething
of great significance,

possi bly the nane of the Pharaoh Ptol eny, because his

G eek

name, Ptol emai os, was nentioned in the Geek text. If this
were the case,

It would enabl e Young to di scover the phonetics of the
correspondi ng

hi er ogl yphs, because a pharaoh's nanme woul d be pronounced
roughly the

same regardl ess of the |anguage. The Ptol eny cartouche is
repeat ed six

times on the Rosetta Stone, sonetines in a so-called
standard versi on,

and sonetinmes in a |onger, nore el aborate version. Young
assuned t hat

Tabl e 13 Young's deci phernent of ( °fl ~\\ Pj, the
cartouche
of Ptol emai os (standard version) fromthe Rosetta Stone.

Hi er ogl yph
Young' s sound val ue
Actual sound val ue

> " 70TV TUVO

opti onal
0

_£Es>

lo or ole
1



ma or m

m
\\

i

I or vy

(1

osh or CS
S
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t he | onger version was the nane of Ptoleny with the
addition of titles, so

he concentrated on the synbols that appeared in the
st andard versi on,

guessi ng sound val ues for each hieroglyph (Table 13).

Al t hough he did not know it at the tinme, Young nmanaged to
correl ate

nost of the hieroglyphs with their correct sound val ues.
Fortunately, he

had pl aced the first two hieroglyphs (O e>), which
appeared one above

the other, in their correct phonetic order. The scribe has
positioned the

hi erogl yphs in this way for aesthetic reasons, at the
expense of phonetic

clarity. Scribes tended to wite in such a way as to avoid
gaps and maintain

vi sual harnony; sonetines they would even swap letters
around in

direct contradiction to any sensible phonetic spelling,
nmerely to increase

the beauty of an inscription. After this deci phernent,
Young di scover ed

a cartouche in an inscription copied fromthe tenple of
Kar nak at Thebes

whi ch he suspected was the nane of a Ptol emai c queen,

Ber eni ka (or

Berenice). He repeated his strategy; the results are shown
in Table 14.

O the thirteen hieroglyphs in both cartouches, Young had
I dentified



hal f of them perfectly, and he got another quarter partly
right. He had

al so correctly identified the fenm nine term nation synbol
pl aced after

t he names of queens and goddesses. Although he coul d not
have known

the level of his success, the appearance of H] in both
cartouches, representing

i on both occasions, should have told Young that he was on
t he

right track, and given himthe confidence he needed to
press ahead with

further deci phernents. However, his work suddenly ground
to a halt. It

Tabl e 14 Young's deci phernent of (?=» WBJ&J , the
cartouche
of Berenika fromthe tenple of Karnak

Hi er ogl yph

Young's sound val ue
Actual sound val ue
b

bir

b

<=>

MAAWS

\\

opti onal
n

[

k

Jgh

he or ken



a
o]

S

fem nine term nation
fem nine term nation
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seens that he had too nuch reverence for Kircher's
argunent that hieroglyphs

wer e senmagrans, and he was not prepared to shatter that
par adi gm

He excused his own phonetic discoveries by noting that the
Pt ol emai ¢

dynasty was descended from Lagus, a general of Al exander
the Great. In

ot her words, the Ptolenys were foreigners, and Young

hypot hesi zed t hat

their nanmes woul d have to be spelled out phonetically
because there

woul d not be a single natural semagramwi thin the standard
i st of hieroglyphs.

He sunmmari zed his thoughts by conparing hieroglyphs with
Chi nese characters, which Europeans were only just

begi nni ng to under st and:

It is extrenely interesting to trace sone of the steps by
whi ch al phabetic

witing seens to have arisen out of hieroglyphical; a
process which may

I ndeed be in sone neasure illustrated by the manner in
whi ch the nodern

Chi nese express a foreign conmbinati on of sounds, the
characters being rendered

sinply "phonetic" by an appropriate mark, instead of
retaining their

natural signification; and this mark, in sonme nodern
printed books,

approaching very near to the ring surrounding the

hi er ogl yphi ¢ nanes.

Young call ed his achi evenents "the anmusenent of a few



| ei sure hours."

He |l ost interest in hieroglyphics, and brought his work to
a concl usi on by

summarizing it in an article for the 1819 Suppl enent to

t he Encycl opedi a.

Bri tanni ca.

Meanwhil e, in France a prom sing young |inguist,

Jean- Francoi s Chanpol | i on,

was prepared to take Young's ideas to their natural
concl usi on.

Al t hough he was still only in his late twenties,
Chanpol I i on had been fasci nated

by hi erogl yphics for the best part of two decades. The
obsessi on

began in 1800, when the French nat hematici an Jean-Baptiste
Fouri er,

who had been one of Napol eon's original Pekinese dogs,

I ntroduced the

ten-year-old Chanpollion to his collection of Egyptian
antiquities, many

of them decorated with bizarre inscriptions. Fourier
expl ai ned t hat

nobody could interpret this cryptic witing, whereupon the
boy prom sed

that one day he would solve the nystery. Just seven years
| ater, at the age

of seventeen, he presented a paper entitled "Egypt under
t he Pharaohs."

It was so innovative that he was i medi ately elected to

t he Acadeny in

Grenobl e. When he heard that he had becone a teenage

pr of essor,

Chanpol i on was so overwhel ned that he imrediately

fai nted.

Fi gure 56 Jean-Francoi s Chanpol |ion.

id
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Chanpol I i on continued to astonish his peers, mastering
Latin, G eek,

Hebrew, Ethiopia, Sanskrit, Zend, Pahlevi, Arabic, Syrian
Chal dean,

Persian and Chinese, all in order to armhinself for an
assault on hierogl yphics.

Hi s obsession is illustrated by an incident in 1808, when
he

bunped into an old friend in the street. The friend
casual |y nenti oned

that Al exandre Lenoir, a well-known Egyptol ogist, had
publ i shed a

conpl et e deci phernent of hieroglyphics. Chanpollion was so
devast at ed

that he coll apsed on the spot. (He appears to have had
quite a talent for

fainting.) H's whole reason for living seened to depend on
being the first

to read the script of the ancient Egyptians. Fortunately
for Chanpollion,

Lenoir's deci phernents were as fantastical as Kircher's
sevent eent h-cent ury

attenpts, and the chall enge renui ned.

In 1822, Chanpol lion applied Young' s approach to other
cartouches.

The British naturalist W J. Bankes had brought an obeli sk
wth Geek and

hi er ogl yphic inscriptions to Dorset, and had recently
publ i shed a |ithograph

of these bilingual texts, which included cartouches of

Pt ol eny and

Cl eopatra. Chanpollion obtained a copy, and nanaged to
assi gn sound

val ues to individual hieroglyphs (Table 15). The letters
p, t, o, | and e are

common to both nanes; in four cases they are represented
by the sane

hi erogl yph in both Ptol eny and C eopatra, and only in one
case, t, is

there a discrepancy. Chanpollion assuned that the t sound



coul d be
represented by two hieroglyphs, just as the hard ¢ sound
i n English can be

Tabl e 15 Chanpol lion's deci phernent of (°tR = MPj and C'j |
WMV

the cartouches of Ptol emaios and C eopatra fromthe Bankes
obel i sk.

Hi er ogl yph

Sound Val ue

Hi er ogl yph Sound Val ue

a

P

e

Qt

-£5> |

f\

0

1

s~\

ps

/\I\t
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represented by c or k, as in "cat
hi s success,

Chanpol I i on began to address cartouches w thout a

bi I i ngual transl ation,

substituti ng whenever possible the hieroglyph sound val ues
t hat he had

derived fromthe Ptoleny and C eopatra cartouches. Hi's
first mystery cartouche

(Tabl e 16) contai ned one of the greatest nanes of ancient

and "kid." Inspired by



times. It

was obvi ous to Chanpol lion that the cartouche, which
seened to read

a-1-?-s-e-?-t-r-?, represented the nane

al ksentrs- Al exandros in Geek, or

Al exander in English. It also becane apparent to

Chanpol lion that the

scribes were not fond of using vowels, and woul d often
omt them the

scri bes assuned that readers woul d have no problemfilling
in the m ssing

vowel s. Wth two new hi erogl yphs under his belt, the young
schol ar studi ed

ot her inscriptions and deci phered a series of cartouches.
However, all this

progress was nerely extendi ng Young's work. All these
names, such as

Al exander and Cl eopatra, were still foreign, supporting
the theory that phonetics

was i nvoked only for words outside the traditional
Egypti an | exi con.

Then, on Septenber 14, 1822, Chanpollion received reliefs
fromthe

tenpl e of Abu Sinbel, containing cartouches that predated
t he period of

Graeco- Roman dom nation. The significance of these
cartouches was t hat

they were old enough to contain traditional Egyptian
nanmes, yet they were

still spelled out--clear evidence agai nst the theory that
spel li ng was used

Tabl e 16 Chanpol lion's deci phernment of
CrSP1~°] , the cartouche of
Al ksentrs (Al exander).

Hi er ogl yph
Sound Val ue
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only for foreign nanes. Chanpollion concentrated on a
cartouche containi ng

just four hieroglyphs: (J3(Ti PPJ-The

first two synbols were

unknown, but the repeated pair at the end, fp, were known
fromthe cartouche

of Al exander (al ksentrs) to both represent the letter s.
Thi s neant

that the cartouche represented (?-?-s-s). At this point,
Chanpol |'i on

brought to bear his vast |inguistic know edge. Al though
Coptic, the direct

descendant of the ancient Egyptian | anguage, had ceased to
be a |iving | anguage

in the eleventh century a.d., it still existed in a
fossilized formin the

liturgy of the Christian Coptic Church. Chanpollion had

| ear ned Coptic

as a teenager, and was so fluent that he used it to record
entries in his journal.

However, until this nonent, he had never consi dered that
Coptic

m ght al so be the | anguage of hierogl yphics.

Chanpol I i on wondered whether the first sign in the
cartouche, ©

m ght be a semagramrepresenting the sun, i.e., a picture
of the sun was

the synbol for the word "sun." Then, in an act of
Intuitive genius, he

assuned the sound val ue of the semagramto be that of the
Coptic word

for sun, ra. This gave himthe sequence (ra-?-s-s). Only
one pharaonic

nanme seened to fit. Allowing for the irritating om ssion
of vowel s, and

assumng that the mssing letter was m then surely this
had to be the

nanme of Raneses, one of the greatest pharaohs, and one of
t he nost

ancient. The spell was broken. Even ancient traditional
names were phonetically



spell ed. Chanpollion dashed into his brother's office and
proclaimed "Je tiens 1'affaire!™ ("I've got it!"), but
once again his intense

passi on for hieroglyphics got the better of him He
pronptly coll apsed,

and was bedridden for the next five days.

Chanpol I i on had denonstrated that the scribes sonetines
expl oi ted

the rebus principle. In a rebus, still found in children's
puzzl es, |ong words

are broken into their phonetic conponents, which are then
represented by

semagrans. For exanple, the word "belief" can be broken
down into two

syl l ables, be-lief, which can then be rewitten as
bee-leaf. Instead of witing

the word al phabetically, it can be represented by the

| age of a bee foll owed

by the image of a leaf. In the exanple discovered by
Chanpol i on,

only the first syllable (ra) is represented by a rebus

| mage, a picture of the

sun, while the remai nder of the word is spelled nore
conventional ly.

The significance of the sun semagramin the Raneses
cartouche is

enor nous, because it clearly restricts the possibilities
for the |anguage
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spoken by the scribes. For exanple, the scribes could not
have spoken

G eek, because this would have neant that the cartouche
woul d be

pronounced "heli os-neses."
i f the scribes

spoke a formof Coptic, because the cartouche would then
be pronounced

"ra-neses."

The cartouche nakes sense only



Al t hough this was just one nore cartouche, its

deci phernment clearly

denmonstrated the four fundanental principles of

hi erogl yphics. First, the

| anguage of the script is at least related to Coptic, and,
I ndeed, exam nation

of other hieroglyphics showed that it was Coptic pure and
si npl e.

Second, semagrans are used to represent sone words, e.g.,
t he word "sun"

Is represented by a sinple picture of the sun. Third, sone
| ong words are

built wholly or partly using the rebus principle. Finally,
for nost of their

witing, the ancient scribes relied on using a relatively
conventi onal

phonetic al phabet. This final point is the npbst inportant
one, and

Chanpol i on cal |l ed phonetics the "soul" of hieroglyphics.

Usi ng his deep know edge of Coptic, Chanpollion began an
unhi nder ed

and prolific deciphernment of hieroglyphics beyond the
cartouches.

Wthin two years he identified phonetic values for the
maj ority of

hi er ogl yphs, and di scovered that sonme of themrepresented
conbi nati ons

of two or even three consonants. This sonetines gave
scri bes the option

of spelling a word using several sinple hieroglyphs or
Wth just a few

mul ti consonant hi erogl yphs.

Chanpol lion sent his initial results in a letter to

Monsi eur Dacier, the

per mnent secretary of the French Academ e des

I nscriptions. Then, in

1824, at the age of thirty-four, Chanpollion published all
hi s achi evenment s

in a book entitled Precis du systene hieroglyphi que. For
the first tine

in fourteen centuries it was possible to read the history
of the pharaohs, as



witten by their scribes. For |inguists, here was an
opportunity to study

the evolution of a | anguage and a script across a period
of over three

t housand years. Hieroglyphics could be understood and
traced fromthe

third mllenniumb.c. through to the fourth century a.d.
Furthernore, the

evol ution of hieroglyphics could be conpared to the
scripts of hieratic

and denotic, which could now al so be deci phered.

For several years, politics and envy prevented

Chanpol lion's

magni fi cent achi evenent from bei ng universally accept ed.
Thomas

Young was a particularly bitter critic. On sone occasions
Young deni ed
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t hat hieroglyphics could be |argely phonetic; at other
ti mes he accepted

t he argunent, but conpl ai ned that he hinself had reached
t hi s concl usi on

bef ore Chanpol lion, and that the Frenchman had nerely
filled in

the gaps. Miuch of Young's hostility resulted from
Chanpol lion's failure

to give himany credit, even though it is likely that
Young's initial breakthrough

provi ded the inspiration for the full deci phernent.

In July 1828 Chanpol |l ion enbarked on his first expedition
to Egypt,

whi ch | asted eighteen nonths. It was a remarkable
opportunity for himto

see at firsthand the inscriptions he had previously seen
only in draw ngs

or lithographs. Thirty years earlier, Napoleon's
expedi ti on had guessed

wldly at the neani ng of the hieroglyphs which adorned the
tenpl es, but



now Chanpollion could sinply read them character by
character and

reinterpret themcorrectly. Hs visit came just in tine.
Three years | ater

having witten up the notes, draw ngs and translations
fromhis Egyptian

expedition, he suffered a severe stroke. The fainting
spells he had suffered

t hroughout his |life were perhaps synptomatic of a nore
serious illness,

exacer bated by his obsessive and intense study. He died on
March 4,

1832, aged forty-one.

The Mystery of Linear B

In the two centuries since Chanpollion's breakthrough,
Egypt ol ogi sts

have continued to inprove their understanding of the

i ntricacies of hieroglyphics.

Their I evel of conprehension is now so high that schol ars
are

able to unravel encrypted hieroglyphics, which are anong
the world's

nost anci ent ciphertexts. Sone of the inscriptions to be
found on the

tonbs of the pharaohs were encrypted using a variety of

t echni ques,

I ncluding the substitution cipher. Sonetines fabricated
synbol s woul d be

used in place of the established hieroglyph, and on ot her
occasi ons a phonetically

different but visually simlar hieroglyph would be used

I nst ead of

the correct one. For exanple, the horned asp hieroglyph,
whi ch usual |y

represents f, mght be used in place of the serpent, which
represents z.

Usual |y these encrypted epitaphs were not intended to be
unbr eakabl e,

but rather they acted as cryptic puzzles to arouse the
curiosity of passersby,



who woul d thus be tenpted to linger at a tonb rather than
novi ng on.

Havi ng conquered hi erogl yphics, archaeol ogi sts went on to
deci pher

1171 1 1
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many ot her ancient scripts, including the cuneiformtexts
of Babyl on, the

Kok- Tur ki runes of Turkey and the Brahm al phabet of

| ndi a. However,

t he good news for budding Chanpollions is that there are
several outstanding

scripts waiting to be solved, such as the Etruscan and

| ndus

scripts (see Appendix |). The great difficulty in

deci phering the remaining

scripts is that there are no cribs, nothing which allows
t he codebreaker to

prize open the neanings of these ancient texts. Wth
Egypti an hi erogl yphi cs

it was the cartouches that acted as cribs, giving Young
and

Chanpollion their first taste of the underlying phonetic
f oundat i on.

Wt hout cribs, the deci phernent of an ancient script m ght
seemto be

hopel ess, yet there is one notable exanple of a script

t hat was unravel ed

W thout the aid of a crib. Linear B, a Cretan script
dating back to the

Bronze Age, was deci phered w thout any hel pful clues
bequeat hed by

ancient scribes. It was solved by a conbination of |ogic
and inspiration, a

pot ent exanple of pure cryptanalysis. |ndeed, the

deci pherment of Linear

Bis generally regarded as the greatest of all



ar chaeol ogi cal deci phernents.

The story of Linear B begins with excavations by Sir
Art hur Evans, one

of the nobst em nent archaeol ogists at the turn of the
century. Evans was

interested in the period of Geek history described by
Honmer in his twn

epics, the Iliad and the Odyssey. Honmer recounts the

hi story of the Trojan

War, the Greek victory at Troy and the ensuing exploits of
t he conqueri ng

hero Odysseus, events which supposedly occurred in the
twelfth century

b.c. Sone ni neteenth-century scholars had di sm ssed
Honer's epics

as nothing nore than | egends, but in 1872 the Gernan

ar chaeol ogi st

Hei nrich Schliemann uncovered the site of Troy itself,
close to the western

coast of Turkey, and suddenly Honmer's nyths becane

hi story.

Bet ween 1872 and 1900, archaeol ogi sts uncovered further
evi dence to

suggest a rich period of pre-Hellenic history, predating
the G eek cl assical

age of Pythagoras, Plato and Aristotle by sone six hundred
years. The pre-Hellenic

period |asted from 2800 to 1100 b.c., and it was during
t he | ast

four centuries of this period that the civilization
reached its peak. On the

G eek mainland it was centered around Mycenae, where

ar chaeol ogi sts

uncovered a vast array of artifacts and treasures.
However, Sir Arthur

Evans had becone perpl exed by the failure of

ar chaeol ogi sts to uncover

any formof witing. He could not accept that such a
sophi sticated society

I
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coul d have been conpletely illiterate, and becane
determ ned to prove
that the Mycenaean civilization had sone formof witing.

After meeting various Athenian dealers in antiquities, Sir
Arthur eventually

came across sone engraved stones, which were apparently
seal s dating

fromthe pre-Hellenic era. The signs on the seals seened
to be enblematic

rat her than genuine witing, simlar to the synbolism used
in heraldry. Yet

this discovery gave himthe inpetus to continue his quest.
The seal s were

said to originate fromthe island of Crete, and in
particul ar Knossos, where

| egend told of the palace of King Mnos, the center of an
enpi re that

dom nated the Aegean. Sir Arthur set out for Crete and
began excavating in

Figure 57 Ancient sites around the Aegean Sea. Having
uncovered treasures at Mycenae

on nmai nl and Greece, Sir Arthur Evans went in search of
I nscri bed tablets. The first Linear

B tablets were di scovered on the island of Crete, the
center of the M noan enpire.
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March 1900. The results were as spectacul ar as they were
rapi d. He uncovered

the remains of a |uxurious palace, riddled with an
Intricate network of

passageways and adorned with frescoes of young nen | eaping
over ferocious

bul |l s. Evans specul ated that the sport of bull junping was
sonmehow

linked to the | egend of the M notaur, the bull-headed
nonster that fed on

yout hs, and he suggested that the conplexity of the pal ace



passages had
i nspired the story of the Mnotaur's |abyrinth,

On March 31, Sir Arthur began unearthing the treasure that
he had

desired nost of all. Initially he discovered a single clay
tablet with an

I nscription, then a few days | ater a wooden chest full of
them and then

stockpiles of witten material beyond all his
expectations. Al these clay

tablets had originally been allowed to dry in the sun,

rat her than being

fired, so that they could be recycled sinply by adding

wat er. Over the

centuries, rain should have di ssol ved the tablets, and

t hey shoul d have

been | ost forever. However, it appeared that the pal ace at
Knossos had

been destroyed by fire, baking the tablets and helping to
preserve them

for three thousand years. Their condition was so good that
It was still possible

to discern the fingerprints of the scribes.

The tablets fell into three categories. The first set of
tabl ets, dating from

2000 to 1650 b.c., consisted nerely of draw ngs, probably
semagr ans,

apparently related to the synbols on the seals that Sir
Art hur Evans had

bought from dealers in Athens. The second set of tablets,
dating from

1750 to 1450 b.c., were inscribed with characters that
consi sted of sinple

| i nes, and hence the script was dubbed Linear A The third
set of tablets,

dating from 1450 to 1375 b.c., bore a script which seened
to be a refinenent

of Linear A, and hence called Linear B. Because nost of
the tablets

were Linear B, and because it was the nost recent script,
Sir Arthur and

ot her archaeol ogi sts believed that Linear B gave them



their best chance of
deci pher nent .

Many of the tablets seened to contain inventories. Wth so
many

colums of nunerical characters it was relatively easy to
wor k out the

counting system but the phonetic characters were far nore
puzzl i ng.

They | ooked |i ke a neaningless collection of arbitrary
doodl es. The historian

Davi d Kahn descri bed sone of the individual characters as
"a Gothic

arch enclosing a vertical line, a |adder, a heart with a
stem runni ng

through it, a bent trident with a barb, a three-Iegged

di nosaur | ooki ng
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behind him an A with an extra horizontal bar running
through it, a backward

S, atall beer glass, half full, with a bowtied on its
rim dozens | ook
like nothing at all." Only two useful facts could be

est abl i shed about Linear

B. First, the direction of the witing was clearly from
|l eft to right, as

any gap at the end of a line was generally on the right.
Second, there were

90 distinct characters, which inplied that the witing was
al nost certainly

syl labic. Purely al phabetic scripts tend to have between
20 and 40 characters

(Russi an, for exanple, has 36 signs, and Arabic has 28).
At the other

extreme, scripts that rely on semagrans tend to have
hundreds or even

t housands of signs (Chinese has over 5,000). Syllabic
scripts occupy the

m ddl e ground, wth between 50 and 100 syl | abic
characters. Beyond

these two facts, Linear B was an unfat homabl e nystery.



The fundanental problemwas that nobody coul d be sure what
| anguage

Linear B was witten in. Initially, there was specul ation
t hat Li near

Bwas a witten formof Geek, because seven of the
characters bore a

cl ose resenbl ance to characters in the classical Cypriot
script, which was

known to be a formof Geek script used between 600 and
200 b.c. But

doubts began to appear. The nost common final consonant in
Geek is s,

and consequently the commonest final character in the
Cypriot script is

f1, which represents the syllable se--because the
characters are syllabic, a

| one consonant has to be represented by a consonant-vowel
conbi nati on,

the vowel remaining silent. This sane character also
appears in Linear

B, but it is rarely found at the end of a word, indicating
that Linear B

could not be Greek. The general consensus was that Linear
B, the ol der

script, represented an unknown and extinct |anguage. \Wen
t hi s | anguage

died out, the witing renmained and evol ved over the
centuries into the

Cypriot script, which was used to wite G eek. Therefore,
the two scripts

| ooked sim | ar but expressed totally different |anguages.

Sir Arthur Evans was a great supporter of the theory that
Li near B was

not a witten formof Geek, and instead believed that it
represented a

nati ve Cretan | anguage. He was convinced that there was
strong ar chaeol ogi cal

evi dence to back up his argunment. For exanple, his

di scoveri es on

the island of Crete suggested that the enpire of King

M nos, known as

the M noan enpire, was far nore advanced than the



Mycenaean civilization

on the mainland. The M noan Enpire was not a dom ni on of
t he Mycenaean enpire, but rather a rival, possibly even
t he dom nant
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power. The nyth of the M notaur supported this position.
The | egend

descri bed how King M nos woul d demand that the Athenians
send him

groups of youths and maidens to be sacrificed to the

M notaur. In short,

Evans concl uded that the M noans were so successful that
t hey woul d

have retained their native |anguage, rather than adopting
Greek, the | anguage

of their rivals.

Al though it becanme w dely accepted that the M noans spoke
t heir own

non- G eek | anguage (and Linear B represented this

| anguage), there were

one or two heretics who argued that the M noans spoke and
wrote G eek.

Sir Arthur did not take such dissent lightly, and used his
i nfluence to

puni sh those who di sagreed with him Wen A J.B. Wice,

Pr of essor of

Archaeol ogy at the University of Canbridge, spoke in favor



of the theory

that Linear B represented G eek, Sir Arthur excluded him
fromall excavati ons,

and forced himto retire fromthe British School in

At hens.

In 1939, the "Greek vs. non-Geek" controversy grew when
Car |

Bl egen of the University of Cincinnati discovered a new
bat ch of Linear

B tablets at the pal ace of Nestor at Pylos. This was
extraordi nary because

Pylos is on the Geek mai nl and, and woul d have been part
of the

Mycenaean Enpire, not the M noan. The minority of

ar chaeol ogi sts who believed that Linear B was G eek argued
that this favored their hypothesis:

Li near B was found on the mainl and where they spoke G eek,
therefore

Li near B represents Geek; Linear B is also found on
Crete, so the

M noans al so spoke Greek. The Evans canp ran the argunent
in reverse:

the M noans of Crete spoke the M noan | anguage; Linear B
I's found on

Crete, therefore Linear B represents the M noan | anguage;
Linear B is also

found on the mainland, so they al so spoke M noan on the
mai nl and. Sir

Arthur was enphatic: "There is no place at Mycenae for

G eek- speaki ng

dynasts ... the culture, like the | anguage, was stil

M noan to the core.™

In fact, Blegen's discovery did not necessarily force a
si ngl e | anguage

upon the Mycenaeans and the M noans. In the M ddl e Ages,
many Eur opean

states, regardl ess of their native | anguage, kept their
records in Latin.

Per haps the | anguage of Linear B was |ikew se a |ingua

franca anong the

accountants of the Aegean, allow ng ease of comerce

bet ween nations



who did not speak a conmon | anguage.

For four decades, all attenpts to deci pher Linear B ended
in failure.

Then, in 1941, at the age of ninety, Sir Arthur died. He
did not live to
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W t ness the deci phernent of Linear B, or to read for
hi nsel f the neani ngs

of the texts he had discovered. Indeed, at this point,
there seened little

prospect of ever deciphering Linear B.

Bri dgi ng Syll abl es

After the death of Sir Arthur Evans the Linear B archive
of tablets and his

own archaeol ogi cal notes were available only to a
restricted circle of

ar chaeol ogi sts, nanely those who supported his theory that
Li near B represented

a distinct Mnoan | anguage. However, in the m d-1940s,
Alice

Kober, a cl assicist at Brooklyn Coll ege, nmanaged to gain
access to the

materi al, and began a neticul ous and inpartial analysis of
the script. To

Figure 59 Alice Kober.

226 The Code Book

t hose who knew her only in passing, Kober seened quite
ordi nary--a

dowdy professor, neither charm ng nor charismatic, with a
rat her matter-of-fact



approach to life. However, her passion for her research
was i mreasur abl e.

"She worked with a subdued intensity," recalls Eva Brann,
a former

student who went on to becone an archaeol ogi st at Yale
Uni versi ty.

"She once told ne that the only way to know when you have
done sonet hi ng

truly great is when your spine tingles."

In order to crack Linear B, Kober realized that she would
have to abandon

all preconceptions. She focused on nothing el se but the
structure of

the overall script and the construction of individual
words. In particular,

she noticed that certain words formed triplets, inasmuch
as they seened

to be the sane word reappearing in three slightly varied
forms. Wthin a

word triplet, the stenms were identical but there were

t hree possi bl e endi ngs.

She concluded that Linear B represented a highly

i nfl ective | anguage,

meani ng that word endings are changed in order to refl ect
gender, tense,

case and so on. English is slightly inflective because,
for exanple, we say "I

deci pher, you deci pher, he deciphers”-in the third person
the verb takes

an "s." However, older |anguages tend to be nmuch nore
rigid and extrene

in their use of such endings. Kober published a paper in
whi ch she

descri bed the inflective nature of two particular groups
of words, as shown

In Table 17, each group retaining its respective stens,
whil e taking on different

endi ngs according to three different cases.

For ease of discussion, each Linear B synbol was assigned
a two-digit

nunber, as shown in Table 18. Using these nunbers, the
words in Table



17 can be rewitten as in Table 19. Both groups of words
coul d be nouns

Table 17 Two inflective words in Linear B.
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changi ng their ending according to their case-case 1 could
be nom nati ve,

case 2 accusative, and case 3 dative, for exanple. It is
clear that the

first two signs in both groups of words (25-67-and

70-52-) are both

stens, as they are repeated regardl ess of the case.
However, the third sign

I s sonewhat nore puzzling. If the third sign is part of
the stem then for

a given word it should remain constant, regardless of the
case, but this

does not happen. In word Athe third sign is 37 for cases
1 and 2, but 05

for case 3. In wrd Bthe third signis 41 for cases 1 and
2, but 12 for case

3. Alternatively if the third sign is not part of the
stem perhaps it is part

of the ending, but this possibility is equally



probl ematic. For a given case

t he endi ng shoul d be the sane regardl ess of the word, but
for cases 1 and

2 the third signis 37 in wrd A but 41 in wrd B, and
for case 3 the third

signis 05 in wrd A but 12 in word B.

The third signs defied expectations because they did not
seemto be

part of the stemor the ending. Kober resolved the paradox
by i nvoki ng

the theory that every sign represents a syll able,
presumably a conbi nati on

of a consonant followed by a vowel. She proposed that the
third syllable

could be a bridging syllable, representing part of the
stem and part of the

endi ng. The consonant could contribute to the stem and
the vowel to the

ending. To illustrate her theory, she gave an exanple from
t he Akkadi an

| anguage, which al so has bridging syllables and which is
highly inflective. Sadanu is a case 1 Akkadi an noun, which
changes to sadani in the second

case and sadu in the third case (Table 20). It is clear
that the three words

consi st of a stem sad-, and an ending, -anu (case 1),

-ani (case 2), or -u

(case 3), with -da-, -da-or

-du as the bridging syllable. The bridging syllable

Is the sanme in cases 1 and 2, but different in case 3.
This is exactly the

Table 19 The two inflective Linear B words rewitten in
nunbers.

Wrd A

Wor dB

Case 1
25-67-37-57
70-52-41-57
Case 2



25-67-37-36

70-52-41- 36

Case3

25-67-05

70-52-12
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pattern observed in the Linear B words--the third sign in
each of Kober's
Li near B words nust be a bridging syllable.

Merely identifying the inflective nature of Linear B and
t he exi stence

of bridging syllables neant that Kober had progressed
further than anybody

el se in deci phering the Mnoan script, and yet this was
just the

begi nni ng. She was about to nmake an even greater
deduction. In the

Akkadi an exanpl e, the bridging syllable changes from
-da-to

-du, but the

consonant is the sane in both syllables. Simlarly, the
Li near B syl | abl es

37 and 05 in word A nust share the sane consonant, as nust
syl l ables 41

and 12 in word B. For the first time since Evans had

di scovered Linear B

facts were beginning to energe about the phonetics of the
characters.

Kober could al so establish another set of relationships
anong t he characters.

It is clear that Linear B words A and B in case 1 should
have the sane

endi ng. However, the bridging syllable changes from37 to
41. This

I nplies that signs 37 and 41 represent syllables with

di fferent consonants

but identical vowels. This would explain why the signs are
different, while

mai ntai ni ng the sane ending for both words. Simlarly for
the case 3

nouns, the syllables 05 and 12 will have a comon vowel



but different
consonants.

Kober was not able to pinpoint exactly which vowel is
common to 05

and 12, and to 37 and 41; simlarly, she could not

I dentify exactly which

consonant is comon to 37 and 05, and which to 41 and 12.
However ,

regardl ess of their absol ute phonetic val ues, she had
establ i shed ri gorous

rel ati onshi ps between certain characters. She sunmari zed
her results in

the formof a grid, as in Table 21. Wuat this is saying is
t hat Kober had no

I dea which syl lable was represented by sign 37, but she
knew that its

Tabl e 20 Bridging syllables in the Akkadi an noun sadanu.

Case 1
Case 2
Case 3

sadanu
sadani
sa-du
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consonant was shared with sign 05 and its vowel wth sign
41. Simlarly,

she had no idea which syllable was represented by sign 12,
but knew t hat

Its consonant was shared with sign 41 and its vowel wth
sign 05. She

applied her nethod to other words, eventually constructing
a grid of ten



signs, two vowels wde and five consonants deep. It is
qui te possible that

Kober woul d have taken the next crucial step in

deci phernment, and coul d

even have cracked the entire script. However, she did not
l'ive |ong

enough to exploit the repercussions of her work. In 1950,
at the age of

forty-three, she died of |ung cancer.

A Frivol ous Digression

Just a few nonths before she died, Alice Kober received a
letter from

M chael Ventris, an English architect who had been

fasci nated by Linear B

ever since he was a child. Ventris was born on July 12,
1922, the son of an

English Arny officer and his half-Polish wife. Hi s nother
was | argely

responsi bl e for encouraging an interest in archaeol ogy,
regularly escorting

himto the British Miseum where he could marvel at the
wonders of the

ancient world. Mchael was a bright child, with an
especi al |y prodigi ous

tal ent for |anguages. Wien he began his schooling he went
to Gstaad in

Switzerl and, and becane fluent in French and German. Then,
at the age

of six, he taught hinmself Polish.

Li ke Jean-Francois Chanpol lion, Ventris devel oped an early
| ove of

ancient scripts. At the age of seven he studied a book on
Egypti an hi erogl yphi cs,

an i npressive achi evenent for one so young, particularly
as the

book was witten in German. This interest in the witings
of ancient civilizations

conti nued throughout his childhood. In 1936, at the age of
fourteen,



It was further ignited when he attended a | ecture given by
Sir Arthur

Tabl e 21 Kober's grid for relationshi ps between Linear B
characters.

Vowel 1

Vowel 2
Consonant | 37
05

Consonant 11 41
12
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Evans, the discoverer of Linear B. The young Ventris

| ear ned about the

M noan civilization and the nystery of Linear B, and
prom sed hi nsel f

that he woul d deci pher the script. That day an obsession
was born that

remai ned with Ventris throughout his short but brilliant
life.

At the age of just eighteen, he summarized his initial

t houghts on Li near

Bin an article that was subsequently published in the

hi ghly respected Anerican Journal of Archaeol ogy. \Wen he
submtted the article, he had

been careful to withhold his age fromthe journal's
editors for fear of not

bei ng taken seriously. His article very much supported Sir
Arthur's criticism

of the G eek hypothesis, stating that "The theory that

M noan coul d

be Geek is based of course upon a deliberate disregard
for historical

plausibility.” H's own belief was that Linear B was
related to Etruscan, a

reasonabl e standpoi nt because there was evidence that the
Et ruscans had

come fromthe Aegean before settling in Italy. Al though



his article nmade
no stab at deci phernent, he confidently concluded: "It can
be done."

Ventris becane an architect rather than a professional

ar chaeol ogi st

but remai ned passi onate about Linear B, devoting all of
his spare tine to

studyi ng every aspect of the script. Wien he heard about
Ali ce Kober's

wor k, he was keen to | earn about her breakthrough, and he
wote to her

asking for nore details. Al though she died before she
could reply, her

i deas lived on in her publications, and Ventris studied

t hem neti cul ously.

He fully appreciated the power of Kober's grid, and
attenpted to find

new words with shared stens and bridgi ng syllables. He
extended her grid

to include these new signs, enconpassing other vowel s and
consonants.

Then, after a year of intense study, he noticed sonething
pecul i ar-sonet hi ng

that seened to suggest an exception to the rule that al

Li near B

signs are syll abl es.

It had been generally agreed that each Linear B sign
represented a conbination

of a consonant with a vowel (CV), and hence spelling would
require a word to be broken up into CV conponents. For
exanpl e, the

English word m nute woul d be spelled as m-nu-te, a series
of three CV

syl | abl es. However, many words do not divide conveniently
Into CV syll abl es.

For exanple, if we break the word "visible" into pairs of
letters we

get vi-si-bl-e, which is problematic because it does not
consi st of a sinple

series of CV syllables: there is a doubl e-consonant
syllable and a spare -e

at the end. Ventris assuned that the M noans overcane this



probl em by
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that the syllabic signs 37, 05 and 69 share the sane
consonant, VI, but

contain different vowels, 1, 2 and 4. Ventris had no idea
of the exact

val ues of consonant VI or vowels 1, 2 and 4, and until
this point he had

resisted the tenptation of assigning sound val ues to any
of the signs.

However, he felt that it was nowtine to foll ow sone
hunches, guess a few

sound val ues and exam ne the consequences.

Ventris had noticed three words that appeared over and
over again on

several of the Linear B tablets: 08-73-30-12, 70-52-12 and
69-53-12.

Based on nothing nore than intuition, he conjectured that
t hese words

m ght be the nanmes of inportant towns. Ventris had al ready
specul at ed

that sign 08 was a vowel, and therefore the nane of the
first town had to

begin with a vowel. The only significant nane that fitted
the bill was

Ammi sos, an inportant harbor town. If he was right, then

t he second and

third signs, 73 and 30, would represent -m -and

-ni-. These two syl | abl es
both contain the same vowel, i, so nunbers 73 and 30 ought
to appear

in the sanme vowel colum of the grid. They do. The final
sign, 12, would

represent -so-, leaving nothing to represent the final s.
Ventris decided to

i gnore the problemof the mssing final s for the tine
bei ng, and proceeded

with the foll ow ng working translation:

Town 1 = 08-73-30-12 = a-m -ni-so = Ammi sosS



This was only a guess, but the repercussions on Ventris's
grid were enornous.

For exanple, the sign 12, which seens to represent -so-,
s in the

second vowel colum and the seventh consonant row. Hence,
I f his guess

was correct, then all the other syllabic signs in the
second vowel col um

woul d contain the vowel o, and all the other syllabic
signs in the seventh

consonant row woul d contain the consonant s.

When Ventris exam ned the second town, he noticed that it

al so cont ai ned

sign 12, -so-. The other two signs, 70 and 52, were in the
sanme

vowel columm as -so-, which inplied that these signs al so

cont ai ned the

vowel o. For the second town he could insert the -so-, the
o where appropriate,

and | eave gaps for the m ssing consonants, leading to the

fol | ow ng:

Town 2 = 70-52-12 = ?0-7?0-s0 = ?

Coul d this be Knossos? The signs could represent ko-no-so.
Once agai n,

Ventris was happy to ignore the problemof the m ssing
final s, at |east for
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the time being. He was pleased to note that sign 52, which
supposedl y

represented -no-, was in the sane consonant row as sign
30, which supposedly

represented -ni-in

Ami sos. This was reassuring, because if they



contain the same consonant, n, then they should i ndeed be
In the sane

consonant row. Using the syllabic information from Knossos
and

Ammi sos, he inserted the followng letters into the third
t own:

Town 3 = 69-53-12 = ??-?i-SO

The only nane that seened to fit was Tulissos (tu-li-so),
an i nportant

town in central Crete. Once again the final s was m ssing,
and once again

Ventris ignored the problem He had now tentatively
identified three

pl ace nanes and the sound val ues of eight different signs:

Town 1 = 08-73-30-12 =a-m -ni-so =Ammi sos
Town 2 = 70-52-12 = ko-no-so = Knossos
Town 3 = 69-53-12 = tu-li-so = Tuli ssos

The repercussions of identifying eight signs were
enornous. Ventris

could infer consonant or vowel values to many of the other
signs in the

grid, if they were in the sanme row or colum. The result
was that many

signs reveal ed part of their syllabic neaning, and a few
could be fully identified.

For exanple, sign 05 is in the sane colum as 12 (so), 52
(no) and

70 (ko), and so nust contain o as its vowel. By a simlar
process of reasoning,

sign 05 is in the sane row as sign 69 (to), and so nust
containt as

its consonant. In short, the sign 05 represents the
syllable -to-. Turning to

sign 31, it is in the same colum as sign 08, the a
colum, and it is in the

same row as sign 12, the s row. Hence sign 31 represents



the syll able -sa-.

Deduci ng the syl labic val ues of these two signs, 05 and
31, was particularly

| nportant because it allowed Ventris to read two conpl ete
wor ds,

05-12 and 05-31, which often appeared at the bottom of

I nventori es.

Ventris already knew that sign 12 represented the syllable
-so-, because

this sign appeared in the word for Tulissos, and hence
05-12 coul d be

read as to-so. And the other word, 05-31, could be read as
to-sa. This

was an astonishing result. Because these words were found
at the bottom

of inventories, experts had suspected that they neant
“total." Ventris now

read themas toso and tosa, uncannily simlar to the
archai c Greek tossos and tossa, masculine and fem nine forns
meani ng "so much." Ever since
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he was fourteen years old, fromthe nonment he had heard
Sir Arthur

Evans's tal k, he had believed that the | anguage of the
M noans coul d not

be Greek. Now, he was uncovering words which were clear
evidence in

favor of Greek as the | anguage of Linear B

It was the ancient Cypriot script that provided sone of
the earliest evidence



agai nst Linear B being Geek, because it suggested that
Li near B

words rarely end in s, whereas this is a very conmnon
endi ng for Geek

words. Ventris had discovered that Linear B words do,

I ndeed, rarely end

In s, but perhaps this was sinply because the s was
omtted as part of

some witing convention. Amisos, Knossos, Tulissos and
t ossos were all

spelled without a final s, indicating that the scribes
sinply did not bother

wth the final s, allowng the reader to fill in the
obvi ous om ssi on.

Ventris soon deci phered a handful of other words, which
al so bore a

resenbl ance to Greek, but he was still not absolutely
convi nced that Linear

B was a G eek script. In theory, the few words that he had
deci pher ed

could all be dism ssed as inports into the M noan

| anguage. A foreigner

arriving at a British hotel m ght overhear such words as
"rendezvous" or

"bon appetit,” but would be wong to assune that the
British speak

French. Furthernore, Ventris came across words that nmade
no sense to

hi m providing sone evidence in favor of a hitherto
unknown | anguage.

In Work Note 20 he did not ignore the G eek hypothesis,
but he did | abel

it "a frivolous digression."” He concluded: "If pursued, |
suspect that this

| i ne of deci phernent woul d sooner or later cone to an

| npasse, or dissipate

Itself in absurdities.”

Despite his msgivings, Ventris did pursue the Geek |ine
of attack.

VWhile Wirk Note 20 was still being distributed, he began
to di scover

nore Greek words. He could identify poi nen (shepherd),



keraneus (potter), khrusoworgos (goldsmth) and khal keus
(bronzesmth), and he even translated

a couple of conplete phrases. So far, none of the

t hreat ened absurdities

bl ocked his path. For the first tine in three thousand
years, the silent

script of Linear B was whi spering once again, and the

| anguage it spoke

was undoubtedly G eek.

During this period of rapid progress, Ventris was
coincidentally asked

to appear on BBC radio to discuss the nystery of the

M noan scripts. He

decided that this would be an ideal opportunity to go
public with his discovery.

After a rather prosaic discussion of Mnoan history and
Li near B,
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he made his revol utionary announcenent: "During the | ast
f ew weeks,

| have cone to the conclusion that the Knossos and Pyl os
tabl ets nust,

after all, be witten in Geek-a difficult and archaic
Greek, seeing that it

Is five hundred years ol der than Honmer and witten in a
rat her abbrevi at ed

form but G eek neverthel ess.
John

Chadwi ck, a Canbridge researcher who had been interested
i n the deci phernent

of Linear B since the 1930s. During the war he had spent
time

as a cryptanalyst in Al exandria, where he broke Italian
ci phers, before

noving to Bl etchley Park, where he attacked Japanese

ci phers. After the

war he tried once again to decipher Linear B, this tine
enpl oyi ng the

One of the |listeners was



Fi gure 61 John Chadw cKk.
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techni ques he had |l earned while working on mlitary codes.
Unfortunately,
he had little success.

When he heard the radio interview, he was conpletely taken
aback by

Ventris's apparently preposterous claim Chadw ck, al ong
wWth the majority

of scholars listening to the broadcast, dism ssed the
claimas the work of an

amat eur - whi ch indeed it was. However, as a lecturer in

G eek, Chadw ck

realized that he would be pelted with questions regarding
Ventris's claim

and to prepare for the barrage he decided to investigate
Ventris's argunent

in detail. He obtained copies of Ventris's Wrk Notes, and
exam ned t hem

fully expecting themto be full of holes. However, within
a few days the

skeptical schol ar becane one of the first supporters of
Ventris's Geek

theory of Linear B. Chadw ck soon cane to admire the young
architect:

H s brain worked with astonishing rapidity, so that he
coul d think out al

the inplications of a suggestion alnost before it was out
of your nout h.

He had a keen appreciation of the realities of the
situation; the

Mycenaeans were to hi mno vague abstractions, but |iving
peopl e whose

t houghts he coul d penetrate. He hinself laid stress on the
vi sual approach

to the problem he made hinself so famliar with the

vi sual aspect of the



texts that |arge sections were inprinted on his mnd
sinply as visual

patterns, |ong before the deci phernent gave them neani ng.
But a nerely

phot ographi ¢ nenory was not enough, and it was here that
his architectural

training cane to his aid. The architect's eye sees in a
bui |l di ng not a

nmere facade, a junble of ornanmental and structural
features: it |ooks

beneat h the appearance and di stingui shes the significant
parts of the pattern,

the structural elenents and franmework of the building. So
too Ventris

was able to discern anong the bew | dering variety of the
nmysterious signs,

patterns and regul arities which betrayed the underlying
structure. It is this

quality, the power of seeing order in apparent confusion,
t hat has marked

the work of all great nen.

However, Ventris |acked one particul ar expertise, nanely a
t hor ough

knowl edge of archaic Greek. Ventris's only fornmal
education in Geek was

as a boy at Stowe School, so he could not fully exploit
hi s br eakt hr ough.

For exanpl e, he was unable to explain sone of the

deci phered words

because they were not part of his G eek vocabul ary.

Chadwi ck's speciality

was Greek philology, the study of the historical evolution
of the G eek

| anguage, and he was therefore well equipped to show that
t hese prob-
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| ematic words fitted in with theories of the nost anci ent
fornms of G eek.



Toget her, Chadwi ck and Ventris forned a perfect
part nership.

The G eek of Honer is three thousand years old, but the

G eek of Linear

Bis five hundred years older still. In order to translate
It, Chadw ck needed

to extrapol ate back fromthe established ancient Geek to
t he words of

Li near B, taking into account the three ways in which

| anguage devel ops.

First, pronunciation evolves with tinme. For exanple, the
G eek word for

"bat h- pourers" changes from | ewotrokhowdi in Linear B to

| out r okhooi by the

time of Honmer. Second, there are changes in gramar. For
exanple, in

Linear B the genitive ending is -oio, but this is repl aced
in classical Geek by -ou. Finally, the |exicon can change
dramatically. Sone words are born,

some die, others change their neaning. In Linear B barno
means "wheel , "

but in later Greek the sanme word neans "chariot." Chadw ck
poi nt ed out

that this is simlar to the use of "wheels" to nean a car

I n nodern English.

Wth Ventris's deciphering skills and Chadw ck's expertise
I n G eek,

the duo went on to convince the rest of the world that
Linear B is indeed

Greek. The rate of translation accel erated as each day
passed. In Chadw ck's

account of their work, The Deci phernent of Linear B, he
wites:

Cryptography is a science of deduction and controlled
experi nment; hypot heses

are forned, tested and often discarded. But the residue
whi ch passes the

test grows until finally there cones a point when the
experimenter feels solid

ground beneath his feet: his hypotheses cohere, and



fragnents of sense

energe fromtheir canouflage. The code "breaks." Perhaps
this is best

defined as the point when the likely | eads appear faster
than they can be foll owed

up. It is like the initiation of a chain reaction in
atom c physics; once

the critical threshold is passed, the reaction propagates
itsel f.

It was not |ong before they were able to denonstrate their
mastery of the
script by witing short notes to each other in Linear B.

An informal test for the accuracy of a deciphernent is the
nunber

of gods in the text. In the past, those who were on the
wrong track woul d,

not surprisingly, generate nonsensical words, which would
be expl ai ned

away as being the names of hitherto unknown deities.
However,

Chadw ck and Ventris clainmed only four divine nanes, al

of which were

wel | - establ i shed gods.

In 1953, confident of their analysis, they wote up their
work in a paper,
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nodestly entitled "Evidence for Geek Dialect in the
Mycenaean Archives,"

whi ch was published in The Journal of Hellenic Studies.
Thereafter, archaeol ogi sts

around the world began to realize that they were

W t nessing a

revolution. In a letter to Ventris, the German schol ar
Ernst Sittig sunmarized

t he nood of the academic conmunity: "I repeat: your
denonstrations are

cryptographically the nost interesting I have yet heard



of, and are really fascinating.

If you are right, the nmethods of the archaeol ogy,

et hnol ogy, history

and philology of the last fifty years are reduced ad
absurdum "

The Linear B tablets contradicted al nost everything that
had been

clainmed by Sir Arthur Evans and his generation. First of
all was the sinple

fact that Linear B was Greek. Second, if the M noans on
Crete wote

Greek and presunably spoke Greek, this would force
archaeol ogists to

reconsider their views of Mnoan hisLory. It now seened
t hat the dom nant

force in the region was M/cenae, and M noan Crete was a
| esser state

whose peopl e spoke the | anguage of their nore powerful
nei ghbors.

However, there is evidence that, before 1450 B.C., M noa
was a truly

I ndependent state with its own | anguage. It was in around
1450 b.c. that

Li near B replaced Linear A and although the two scripts
| ook very

simlar, nobody has yet deci phered Linear A Linear A

t herefore probably

represents a distinctly different | anguage from Li near B
It seens |ikely

that in roughly 1450 b.c. the Mycenaeans conquered the

M noans,

| nposed their own | anguage, and transformed Linear Ainto
Li near B so

that it functioned as a script for G eek.

As well as clarifying the broad historical picture, the
deci pher nent of

Linear B also fills in sone detail. For exanple,
excavations at Pyl os have

failed to uncover any precious objects in the |avish

pal ace, which was ultimtely

destroyed by fire. This has led to the suspicion that the
pal ace was



deliberately torched by invaders, who first stripped it of
val uabl es.

Al t hough the Linear B tablets at Pylos do not specifically
descri be such an

attack, they do hint at preparations for an invasion. One
tabl et descri bes

the setting up of a special mlitary unit to protect the
coast, while another

descri bes the commandeering of bronze ornanents for
converting into

spearheads. A third tablet, untidier than the other two,
describes a particularly

el aborate tenple ritual, possibly involving human
sacrifice. Most

Linear B tablets are neatly laid out, inplying that

scri bes woul d begin

with a rough draft which would | ater be destroyed. The
untidy tablet has

Tabl e 23 Linear B signs with their nunbers and sound
val ues.

01

da
30
Y ni
59
Kt

02
to 31

sa
60
Ura
03

pa
32
11



° R
=

04

te
33

ra2
62
M pte 05

to
34

< 63
"ffll

a 37

ti
66

ta 209



se
38
A e
67

Ki
10
ff

39
Api
68

ro2 11

40
Awi
69

to 12
* S0
41

M si
70

ko
13
T1 nme
42
i f wo

«
dwe
14
f-do
43

a
72

pe
15
1no



44

73
I/

16

pa2
45

de
74
ft?
ze
177

ra2

19

X 48
"K1 nwa
77

ka
20

Z0
49
m 78

ge
21



qi
50
[fv
pu
79
Nozu
22
"T
51
M du
80

S2 <83

A no
81
N ku
24

ne
53
N
82

25
i/ TU
a2
54

83

26

ru
55

M nu
84

sl 27
Tre



56

pa}
85

> 28
\1Z i
57
lja
86

& 29
r

pu2
58

E

su
87

N 242 The Code

| arge gaps, half-enpty lines and text that spills over to
t he ot her side.

One possi ble explanation is that the tablet recorded a bid
to i nvoke

divine intervention in the face of an invasion, but before
the tablet could

be redrafted the pal ace was overrun.

The bul k of Linear B tablets are inventories, and as such
t hey descri be

everyday transactions. They indicate the existence of a
bur eaucracy to

rival any in history, with tablets recording details of
manuf act ur ed goods

and agricultural produce. Chadw ck |ikened the archive of
tablets to the

Donesday Book, and Professor Denys Page described the

| evel of detail

thus: "Sheep nmay be counted up to a glittering total of
twenty-five thousand;

but there is still purpose to be served by recording the
fact that one aninmal was contributed by Komawens . . . One
woul d suppose that not a

seed could be sown, not a gram of bronze worked, not a

cl ot h woven, not



a goat reared or a hog fattened, wthout the filling of a
formin the Roya

Pal ace." These pal ace records m ght seem nundane, but they
are inherently

romanti c because they are so intimately associated with
the Odyssey and Iliad. Wiile scribes in Knossos and Pyl os
recorded their daily transactions,

the Trojan War was being fought. The | anguage of Linear B
is the

| anguage of Qdysseus.

On June 24, 1953, Ventris gave a public lecture outlining
t he deci pher nent

of Linear B. The following day it was reported in The
Times, next to a conment on the recent conquest of Everest.
This led to Ventris

and Chadw ck's achi evenent bei ng known as the "Everest of
G eek

Archaeol ogy." The followi ng year, the nen decided to wite
an authoritative

t hree-vol une account of their work which would include a
descri ption

of the deciphernent, a detailed analysis of three hundred
tablets, a dictionary of 630 Mycenaean words and a |ist of
sound val ues for nearly

all Linear B signs, as given in Table 23. Docunents in
Mycenaean Greek was

conpleted in the sunmer of 1955, and was ready for
publication in the

autumm of 1956. However, a few weeks before printing, on
Sept enber 6,

1956, M chael Ventris was killed. Wiile driving hone | ate
at night on the

G eat North Road near Hatfield, his car collided with a
truck. John

Chadwi ck paid tribute to his coll eague, a man who mat ched
t he geni us of

Chanpol i on, and who also died at a tragically young age:
"The work he

did lives, and his nanme will be renenbered so | ong as the
anci ent G eek

| anguage and civilization are studied."

6 Alice and Bob Go Public



During the Second World War, British codebreakers had the
upper hand

over Cerman codenekers, nmaminly because the nen and wonen
at

Bl etchley Park, followi ng the | ead of the Poles, devel oped
sonme of the

earliest codebreaking technology. In addition to Turing's
bonbes, which

were used to crack the Enigma cipher, the British al so

I nvent ed anot her

codebr eaki ng devi ce, Col ossus, to conbat an even stronger
f or m of

encryption, nanely the German Lorenz cipher. O the two
types of code- breaking

machine, it was Col ossus that woul d determ ne the

devel opnent

of cryptography during the latter half of the twentieth
century.

The Lorenz ci pher was used to encrypt conmuni cations

bet ween

Hitler and his generals. The encryption was perfornmed by
the Lorenz

SZ40 machi ne, which operated in a simlar way to the

Eni gma nmachi ne,

but the Lorenz was far nore conplicated, and it provided
the Bl etchl ey

codebreakers with an even greater chall enge. However, two
of Bletchley's

codebreakers, John Tiltman and Bill Tutte, discovered a
weakness in the

way that the Lorenz cipher was used, a flaw that Bletchley
coul d expl oit

and thereby read Hitler's nessages.

Breaki ng the Lorenz cipher required a m xture of

sear chi ng, natchi ng,

statistical analysis and careful judgnent, all of which
was beyond the technical

abilities of the bonbes. The bonbes were able to carry out
a specific

task at high speed, but they were not flexible enough to



deal wth the subtleties

of Lorenz. Lorenz-encrypted nessages had to be broken by

hand,

whi ch took weeks of painstaking effort, by which tine the
nessages were

| argely out of date. Eventually, Max Newman, a Bl etchl ey

mat hemat i ci an,

came up with a way to nechani ze the cryptanal ysis of the

Lorenz ci pher.

Drawi ng heavily on Al an Turing's concept of the universal
machi ne,
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Newman desi gned a machi ne that was capabl e of adapting
itself to different

probl ems, what we today would call a progranmabl e
conput er.

| npl enenti ng Newran' s desi gn was deened technically

| npossi bl e,

so Bletchley's senior officials shelved the project.
Fortunately, Tonmy

FIl owers, an engi neer who had taken part in discussions
about Newman's

design, decided to ignore Bletchley's skepticism and went
ahead with

bui | di ng the nachine. At the Post Ofice's research center
at Dollis H I,

North London, Flowers took Newran's bl ueprint and spent
ten nont hs

turning it into the Col ossus nmachi ne, which he delivered
to Bletchley

Park on Decenber 8, 1943. It consisted of 1,500 electronic
val ves, which

were considerably faster than the sluggish

el ectronechani cal rel ay

switches used in the bonbes. But nore inportant than

Col ossus' s speed



was the fact that it was programmable. It was this fact
t hat made Col ossus
the precursor to the nodern digital conputer

Col ossus, as with everything el se at Bletchley Park, was
destroyed after

the war, and those who worked on it were forbidden to talk
about it.

When Tonmy Fl owers was ordered to di spose of the Col ossus
bl ueprints,

he obediently took them down to the boiler room and burned
them The

plans for the world' s first conputer were |ost forever.
This secrecy neant

that other scientists gained the credit for the invention
of the conputer.

In 1945, J. Presper Eckert and John W Mauchly of the

Uni versity of Pennsyl vani a

conpl eted ENI AC (El ectronic Nunerical Integrator And

Cal cul ator),

consi sting of 18,000 el ectronic valves, capabl e of
perform ng 5, 000

cal cul ati ons per second. For decades, EN AC, not Col ossus,
was consi der ed

the nother of all conputers.

Having contributed to the birth of the nodern conputer,
crypt anal ysts

continued after the war to devel op and enpl oy conputer
technol ogy in

order to break all sorts of ciphers. They coul d now
exploit the speed and

flexibility of programmabl e conputers to search through
al | possible keys

until the correct one was found. In due course, the
crypt ographers began

to fight back, exploiting the power of conputers to create
I ncreasi ngly

conpl ex ci phers. In short, the conputer played a cruci al
role in the

postwar battle between codenmakers and codebreakers.

Using a conputer to enci pher a nessage is, to a |l arge
extent, very



simlar to traditional fornms of encryption. |Indeed, there
are only three

significant differences between conputer encryption and

t he sort of
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nmechani cal encryptio n that was the basis for ciphaers

| i ke Enigma. The

first difference is that _a nmechanical cipher machine iis
limted by what can

be practically built, w hereas a conputer can mmc a
hypot heti cal ci pher

machi ne of i mMense conplexity. For exanple, a co»nputer
coul d be progranmed

tommc tlie action of a hundred scrai nblers, sonme

spi nni ng

cl ockwi se, sone anticl ockwi se, sone vani shing aFttter
every tenth letter,

others rotating faster and faster as encryption
progresses. Such a nechani cal

machi ne woul d b»e practically inpossible to h> uild, but
its "virtual™

conmput eri zed equival ent would deliver a highly se<z;ure
ci pher.

The second difference is sinply a matter of s |jaeed.

El ectroni cs can

operate far nore qui «ckly than mechani cal scranmb. lers: a
conmput er programed

to mmc thie Enigma cipher could enciplLher a | engthy
message

In an instant. Alternatively, a conputer programmesd to
performa vastly

nore conplex formo-f encryption could still acconplish
the task within a reasonable tine.

The third, and perliaps nost significant, differennte is
that a conputer

scranbl es nunbers rather than letters of the al phabe tz.
Comput ers deal only

i n binary nunbers-se quences of ones and zeros krLoown as
binary digits, or bits for short. Before encryption, any
nmessage nust ttherefore be converted

into binary digits. Thi_s conversion can be perforneod
according to various

protocols, such as the American Standard C code for



| nf or mati on

I nt erchange, known famliarly by the acronym AS OCl |
pronounced "ass-key."

ASClI | assigns a 7-digit binary nunber to eachi letter of
t he al phabet.

For the tinme being, it is sufficient to think of a

bi na: _ry nunber as nerely a

pattern of ones and zeros that uniquely identifies eac”h
| etter (Table 24), just

as Morse code identifies each letter with a uni que se
iries of dots and dashes.

There are 128 (27) w‘ys to arrange a conbination, of 7
binary digits, so

ASCI | can identify up» to 128 distinct characters. Thi ss
allows plenty of room

to define all the |lowercase letters (e.g., a = 1100001 "),
al | necessary punctuation

(e.g., I = 0100001), as well as other synbols (e.g., & =
0100110).

Once the nessage has been converted into binary, e:
ncryption can begin.

Even though we are dealing with conputers a:nd nunbers,
and not

machi nes and |etters, the encryption still proceeds by the
age-ol d principles

of substitution a nd transposition, in which elenents of
t he nessage

are substituted for other elenents, or their position 55
are sw tched, or both.

Every enci phernent, no matter how conpl ex, can be broken
down into

246 The Code Book

conbi nati ons of these sinple operations. The follow ng two
exanpl es

denmonstrate the essential sinplicity of conputer

enci phernment by show ng

how a conputer m ght performan el enentary substitution

ci pher and

an el enentary transposition cipher.

First, imgine that we wish to encrypt the nessage HELLO
enpl oyi ng



a sinple conputer version of a transposition cipher.

Bef ore encryption can

begin, we nust translate the nessage into ASCII according
to Table 24:

Pl ai ntext = HELLO = 1001000 1000101 1001 100 1001 100 1001
111

One of the sinplest forns of transposition cipher would be
to swap the

first and second digits, the third and fourth digits, and
so on. In this case

the final digit would remai n unchanged because there are
an odd nunber

of digits. In order to see the operation nore clearly, |
have renoved the

spaces between the ASCI| bl ocks in the original plaintext
to generate a

single string, and then lined it up against the resulting
ci phertext for conparison:

Pl ai ntext = 10010001000101 1 001 1 001 001 1 001 001 11 1
Ci phertext = 01 10001000101001 1001 10001 10001 10111

An interesting aspect of transposition at the |evel of
binary digits is that the

t ransposi ng can happen wthin the letter. Furthernore,
bits of one letter can

swap places with bits of the neighboring letter. For
exanpl e, by swappi ng

Tabl e 24 ASCI| binary nunbers for the capital letters.

A 1000001
N

001110

B 1000010
0



001111

C 100001 1 p OO
0

0

0

D 1000100

Q

00

0

O1E 1000101

R

00

010F 10001 10
s 00011

C 10001 1 1

T

00100

H 1001000

Uil

00101

1 1001001

V

00110

J 1001010

w1

00111

K 100101 1X 1
o 1000

L 1001 100

Y 1

01001

M 1001 101
Z1

01010
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the seventh and ei ghth nunbers, the final O of His
swapped with the initial

| of E. The encrypted message is a single string of 35

bi nary digits, which

can be transmtted to the receiver, who then reverses the
transposition to

re-create the original string of binary digits. Finally,



the receiver reinterprets
the binary digits via ASCI| to regenerate the nessage
HELLO.

Next, inmagine that we wish to encrypt the sane nessage,
HELLO, this

time enploying a sinple conputer version of a substitution
ci pher. Once

again, we begin by converting the nessage into ASClI

bef ore encryption.

As usual, substitution relies on a key that has been
agreed between sender

and receiver. In this case the key is the word DAVID
translated into

ASCII, and it is used in the follow ng way. Each el enent
of the plaintext

Is "added" to the correspondi ng el enent of the key. Adding
binary digits

can be thought of in terns of two sinple rules. If the

el ements in the

pl ai ntext and the key are the sanme, the elenent in the
plaintext is substituted

for O in the ciphertext. But, if the elenents in the
nmessage and key

are different, the elenent in the plaintext is substituted
for 1 in the

ci phertext:

Message HELLO

Message in ASCI |1 100100010001011 00110010011001001 111
Key = DAVI D100010010000011 0101101001001 1000100

Ci phert ext 00011000000100001101000001010001011

The resulting encrypted nmessage is a single string of 35
binary digits

whi ch can be transmtted to the receiver, who uses the
sanme key to reverse

the substitution, thus recreating the original string of
binary digits.



Finally, the receiver reinterprets the binary digits via
ASClI | to regenerate
t he nessage HELLO.

Conmput er encryption was restricted to those who had
conput er s,

which in the early days neant the governnment and the
mlitary. However,

a series of scientific, technol ogical and engi neering

br eakt hr oughs made

conputers, and conputer encryption, far nore w dely
avai l able. In 1947,

AT&T Bel |l Laboratories invented the transistor, a cheap
alternative to the

el ectronic valve. Comrercial conputing becane a reality in
1951 when

conpani es such as Ferranti began to nmake conputers to
order. In 1953

| BM | aunched its first conputer, and four years later it
I nt roduced Fortran,

a programm ng | anguage that allowed "ordinary" people to
wite
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conputer prograns. Then, in 1959, the invention of the
integrated circuit
heral ded a new era of conputi ng.

During the 1960s, conputers becane nore powerful, and at
t he sane

time they becane cheaper. Businesses were increasingly
able to afford

conmputers, and could use themto encrypt inportant
commruni cati ons

such as noney transfers or delicate trade negotiations.
However, as nore

and nore businesses bought conputers, and as encryption
bet ween

busi nesses spread, cryptographers were confronted with new
probl emns,

difficulties that had not existed when cryptography was
t he preserve of



governnents and the mlitary. One of the primary concerns
was the issue

of standardi zation. A conpany m ght use a particul ar
encryption system

to ensure secure internal comrunication, but it could not
send a secret

nmessage to an outside organi zation unless the receiver
used the sane

system of encryption. Eventually, on May 15, 1973,
Anerica's National

Bureau of Standards planned to solve the problem and
formally requested

proposals for a standard encryption systemthat woul d

al I ow business to

speak secretly unto busi ness.

One of the nore established cipher algorithns, and a

candi date for the

standard, was an | BM product known as Lucifer. It had been
devel oped

by Horst Feistel, a Gernman em gre who had arrived in
Anerica in 1934.

He was on the verge of becomng a U S. citizen when
Anerica entered

the war, which neant that he was placed under house arrest
until 1944.

For some years after, he suppressed his interest in

crypt ography to avoid

arousi ng the suspicions of the Anerican authorities. \Wen
he did eventually

begin research into ciphers, at the Air Force's Canbridge
Resear ch

Center, he soon found hinself in trouble with the Nati onal
Security

Agency (NSA), the organization with overall responsibility
for maintaining

the security of mlitary and governnental comrunications,
and

whi ch also attenpts to intercept and deci pher foreign
communi cati ons.

The NSA enpl oys nore mat hemati ci ans, buys nore conputer
har dwar e,

and intercepts nore nessages than any other organi zation
in the world. It



Is the world | eader when it comes to snoopi ng.

The NSA did not object to Feistel's past, they nerely
wanted to have a

nonopol y on cryptographic research, and it seens that they
arranged for

Feistel's research project to be canceled. In the 1960s
Fei stel noved to the

Mtre Corporation, but the NSA continued to apply pressure
and forced
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himto abandon his work for a second tine. Feistel
eventual |y ended up at

| BM's Thomas J. WAtson Laboratory near New York, where for
sever al

years he was able to conduct his research w thout being
harassed. It was

there, during the early 1970s, that he devel oped the

Luci fer system

Luci fer encrypts nessages according to the foll ow ng
scranbl i ng operation.

First, the nessage is translated into a |ong string of
binary digits.

Second, the string is split into blocks of 64 digits, and
encryption is perfornmed

separately on each of the blocks. Third, focusing on just
one

bl ock, the 64 digits are shuffled, and then split into two
hal f - bl ocks of 32,

| abel ed Left0 and Right0. The digits in Right0 are then
put through a

"mangi er function,” which changes the digits according to
a conpl ex substitution.

The mangled RightO is then added to LeftO to create a new
hal f - bl ock

of 32 digits called Rightl. The original RightO is

rel abel ed Leftl. This

set of operations is called a "round.” The whol e process
IS repeated in a

second round, but starting with the new hal f-bl ocks, Leftl



and Rightl, and

ending with Left2 and Right2. This process is repeated
until there have

been 16 rounds in total. The encryption process is a bit

| i ke kneadi ng a

sl ab of dough. Inmagine a |long slab of dough with a nessage
witten on it.

First, the long slab is divided into blocks that are 64 cm
in length. Then,

one half of one of the blocks is picked up, nmangl ed,

f ol ded over, added

to the other half and stretched to nake a new bl ock. Then
the process is

repeated over and over again until the nessage has been

t hor oughl y

m xed up. After 16 rounds of kneading the ciphertext is
sent, and is then

deci phered at the other end by reversing the process.

The exact details of the mangier function can change, and
are determ ned

by a key agreed by sender and receiver. |In other words,

t he sane

nmessage can be encrypted in a nyriad of different ways
dependi ng on

whi ch key is chosen. The keys used in conputer

crypt ography are sinply

nunbers. Hence, the sender and receiver nerely have to
agree on a nunber

in order to decide the key. Thereafter, encryption

requi res the sender to

I nput the key nunber and the nessage into Lucifer, which
t hen out puts the

ci phertext. Decryption requires the receiver to input the
same key nunber

and the ciphertext into Lucifer, which then outputs the
origi nal nessage.

Luci fer was generally held to be one of the strongest
comrercially

avai |l abl e encryption products, and consequently it was
used by a variety

of organizations. It seened inevitable that this
encryption system woul d
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be adopted as the Anmerican standard, but once again the
NSA interfered

wth Feistel's work. Lucifer was so strong that it offered
the possibility of

an encryption standard that was probably beyond the
codebr eaki ng capabilities

of the NSA; not surprisingly, the NSA did not want to see
an

encryption standard that they could not break. Hence, it
I's runored that

t he NSA | obbi ed to weaken one aspect of Lucifer, the
nunber of possible

keys, before allowing it to be adopted as the standard.

The nunber of possible keys is one of the crucial factors
det erm ni ng

the strength of any cipher. A cryptanalyst trying to

deci pher an encrypted

nmessage could attenpt to check all possible keys, and the
greater the nunber

of possible keys, the longer it will take to find the
right one. |If there

are only 1,000,000 possible keys, a cryptanal yst could use
a powerful conmputer

to find the correct one in a matter of m nutes, and

t her eby deci pher

an intercepted nessage. However, if the nunber of possible
keys is |arge

enough, finding the correct key becones inpractical. If
Lucifer were to

beconme the encryption standard, then the NSA wanted to
ensure that it

operated with only a restricted nunber of keys.

The NSA argued in favor of l[imting the nunber of keys to
roughly

100, 000, 000, 000, 000, 000 (technically referred to as 56
bits, because this

nunber consists of 56 digits when witten in binary). It
seens that the



NSA believed that such a key woul d provide security within
the civilian

comruni ty, because no civilian organization had a conputer
power f ul

enough to check every possible key within a reasonabl e
anount of tine.

However, the NSA itself, with access to the world's

great est conputing

resource, would just about be able to break into nessages.
The 56-bit version

of Feistel's Lucifer cipher was officially adopted on
Novenber 23,

1976, and was called the Data Encryption Standard (DBS). A
quarter of a

century later, DES remains Anmerica's official standard for
encryption.

The adoption of DES sol ved the probl em of standardization,
encour agi ng

busi nesses to use cryptography for security. Furthernore,
DES

was strong enough to guarantee security agai nst attacks
from conmmer ci al

rivals. It was effectively inpossible for a conpany with a
civilian conputer

to break into a DES-encrypted nessage because the nunber
of possible

keys was sufficiently large. Unfortunately, despite

st andar di zati on

and despite the strength of DES, businesses still had to
deal with one

nore maj or issue, a problemknown as key distribution.
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| magi ne that a bank wants to send sone confidential data
to a client

via a tel ephone line, but is worried that there nmi ght be
sonmebody tappi ng

the wire. The bank picks a key and uses DES to encrypt the
dat a nessage.

In order to decrypt the nessage, the client needs not only
to have a copy



of DES on its conputer, but also to know which key was
used to encrypt

t he nessage. How does the bank informthe client of the
key? It cannot

send the key via the tel ephone line, because it suspects
that there is an

eavesdropper on the line. The only truly secure way to
send the key is to

hand it over in person, which is clearly a time-consun ng
task. A less

secure but nore practical solution is to send the key via
a courier. In the

1970s, banks attenpted to distribute keys by enpl oyi ng
speci al di spatch

ri ders who had been vetted and who were anong the
conpany' s nost

trusted enpl oyees. These dispatch riders would race across
the world

wi t h padl ocked briefcases, personally distributing keys to
everyone who

woul d recei ve nessages fromthe bank over the next week.
As busi ness

networks grew in size, as nore nessages were sent, and as
nore keys had

to be delivered, the banks found that this distribution
process becane a

horrendous | ogi stical nightrmare, and the overhead costs
becanme prohibitive.

The problem of key distribution has plagued cryptographers
t hr oughout

hi story. For exanple, during the Second Wrld War the
German Hi gh

Command had to distribute the nonthly book of day keys to
all its

Eni gma operators, which was an enornous | ogisti cal

problem Al so, U boats,

whi ch tended to spend extended periods away from base, had
to

somehow obtain a regular supply of keys. In earlier tines,
users of the

Vi genere cipher had to find a way of getting the keyword
fromthe sender

to the receiver. No matter how secure a cipher is in



theory, in practice it
can be underm ned by the problemof key distribution.

To sonme extent, governnent and the mlitary have been able
to deal

with the problem of key distribution by throw ng noney and
resources at

It. Their nmessages are so inportant that they will go to
any lengths to

ensure secure key distribution. The U S. Governnent keys
are managed

and distributed by CO M5 EC, short for Communi cati ons
Security. In

the 1970s, CO MSEC was responsi ble for transporting tons
of keys every

day. When ships carrying COM SEC material canme into dock,
crypt o- cust odi ans

woul d march onboard, collect stacks of cards, paper tapes,
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fl oppy di sks, or whatever other nediumthe keys m ght be
stored on, and
then deliver themto the intended recipients.

Key distribution mght seem a nundane issue, but it becane
t he overri di ng

probl em for postwar cryptographers. If two parties wanted

t o conmuni cate

securely, they had to rely on a third party to deliver the
key, and

this becane the weakest link in the chain of security. The
dil emma for

busi nesses was straightforward-if governnments with al

t heir noney were

struggling to guarantee the secure distribution of keys,

t hen how coul d

civilian conpani es ever hope to achieve reliable key

di stribution w thout

bankrupti ng thensel ves?

Despite clainms that the problem of key distribution was
unsol vabl e, a



team of mavericks triunphed agai nst the odds and cane up
wth a

brilliant solution in the m d-1970s. They devi sed an
encryption system

that appeared to defy all logic. A though conputers
transfornmed the

I npl enentati on of ciphers, the greatest revolution in
twentieth-century

crypt ography has been the devel opnent of techniques to
over cone the

probl em of key distribution. Indeed, this breakthrough is
considered to

be the greatest cryptographic achi evenent since the

I nvention of the

nonoal phabeti c ci pher, over two thousand years ago.

God Rewar ds Fool s

Wiitfield Diffie is one of the nost ebullient

crypt ographers of his generati on.

The nere sight of himcreates a striking and sonmewhat
contradictory

I mage. H s inpeccable suit reflects the fact that for nost
of the 1990s

he has been enpl oyed by one of Anmerica's giant conputer
conpani es-currently

his official job title is D stinguished Engi neer at Sun
M crosyst ens.

However, his shoulder-length hair and | ong white beard
bet r ay

the fact that his heart is still stuck in the 1960s. He
spends nmuch of his

time in front of a conputer workstation, but he | ooks as
I f he would be

equally confortable in a Bonbay ashram Diffie is aware
that his dress

and personality can have quite an inpact on others, and
comment s that,

"People always think that | amtaller than | really am
and 'mtold it's the

Tigger effect-'"No matter his weight in pounds, shillings
and ounces, he



al ways seens bi gger because of the bounces.

Diffie was born in 1944, and spent nost of his early years
I n Queens,
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New York. As a child he becane fascinated by nat henmati cs,
readi ng

books rangi ng from The Chem cal Rubber Conpany Handbook of
Mat hemat i ca

Tables to G H Hardy's Course of Pure Mathematics. He went
on to study

mat hemati cs at the Massachusetts Institute of Technol ogy,
graduating in

1965. He then took a series of jobs related to conputer
security, and by

the early 1970s he had matured into one of the fewtruly

| ndependent

security experts, a freethinking cryptographer, not

enpl oyed by the gover nnent

or by any of the big corporations. In hindsight, he was
the first

cypher punk.

Diffie was particularly interested in the key distribution
probl em and

he realized that whoever could find a solution would go
down in history

as one of the all-tinme great cryptographers. Diffie was so
capti vated by the

Figure 62 Wiitfield Diffie.
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probl em of key distribution that it becane the nost
I mportant entry

In his special notebook entitled "Problens for an
Anmbi ti ous Theory of



Crypt ography."” Part of Diffie's notivation cane fromhis
vision of a

wired world. Back in the 1960s, the U S. Departnent of
Def ense began funding a cutting-edge research organi zati on
call ed the Advanced

Research Projects Agency (ARPA), and one of ARPA's
front-line projects

was to find a way of connecting mlitary conputers across
vast di stances.

This would all ow a conputer that had been damaged to
transfer its

responsibilities to another one in the network. The main
ai mwas to nake

t he Pentagon's conputer infrastructure nore robust in the
face of nucl ear

attack, but the network would also allow scientists to
send nessages to

each other, and performcal cul ati ons by exploiting the
spare capacity of

renmote conputers. The ARPANet was born in 1969, and by the
end of

the year there were four connected sites. The ARPANet
steadily grew in

size, and in 1982 it spawned the Internet. At the end of
t he 1980s, nonacadem c

and nongovernnental users were given access to the

| nt er net,

and thereafter the nunber of users exploded. Today, nore
t han a hundred

mllion people use the Internet to exchange information
and send el ectronic

mai | nmessages, or enuails.

While the ARPANet was still in its infancy, Diffie was
farsighted

enough to forecast the advent of the information
super hi ghway and the

digital revolution. Odinary people would one day have
their own conputers,

and these conputers would be interconnected via phone

| i nes.

Diffie believed that if people then used their conputers
to exchange email s,

they deserved the right to encrypt their nessages in order



t o guarantee

their privacy. However, encryption required the secure
exchange of

keys. |If governnments and | arge corporati ons were having
troubl e copi ng

with key distribution, then the public would find it

| npossi bl e, and

woul d effectively be deprived of the right to privacy.

Diffie imgined two strangers neeting via the Internet,
and wonder ed

how t hey coul d send each other an encrypted nessage. He
al so consi dered

the scenario of a person wanting to buy a commodity on the
Internet. How could that person send an e-mail containing
encrypted

credit card details so that only the Internet retailer
coul d deci pher then?

In both cases, it seened that the two parties needed to
share a key, but

how coul d they securely exchange keys? The nunber of
casual contacts
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and the anount of spontaneous e-nmamils anong the public
woul d be enor nous,

and this would nean that key distribution would be

I npracti cal .

Diffie was fearful that the necessity of key distribution
woul d prevent the

public from having access to digital privacy, and he
becane obsessed with

the idea of finding a solution to the problem

In 1974, Diffie, still an itinerant cryptographer, paid a
visit to IBMs

Thomas J. Watson Laboratory, where he had been invited to
give a talk.

He spoke about various strategies for attacking the key
di stribution problem

but all his ideas were very tentative, and his audience
was skeptica



about the prospects for a solution. The only positive
response to Diffie's

presentati on was from Al an Konheim one of IBMs senior
crypt ographi c

experts, who nentioned that soneone el se had recently
visited the | aboratory

and given a |lecture that addressed the issue of key

di stribution.

That speaker was Martin Hell man, a professor from Stanford
Uni versity

in California. That evening Diffie got in his car and
began the 5,000 km

journey to the West Coast to neet the only person who
seened to share

hi s obsession. The alliance of Diffie and Hel |l mran woul d
becone one of

t he nost dynam c partnerships in cryptography.

Martin Hell man was born in 1945 in a Jew sh nei ghbor hood
In the

Bronx, but at the age of four his famly noved to a
predom nantly Irish

Cat hol i ¢ nei ghbor hood. According to Hellman, this

per manent |y

changed his attitude to life: "The other kids went to
church and they

| earned that the Jews killed Christ, so | got called

"Christ killer.' | also got
beat up. To start with, | wanted to be |ike the other
kids, | wanted a

Christmas tree and | wanted Christmas presents. But then |
realized that

| couldn't be like all the other kids, and in self-defense
| adopted an attitude

of " Who would want to be |ike everybody el se?" " Hell man
traces his

Interest in ciphers to this enduring desire to be
different. H's coll eagues

had told himhe was crazy to do research in cryptography,
because he

woul d be conpeting with the NSA and their

mul ti billion-dollar budget.

How coul d he hope to discover sonething that they did not
know



al ready? And if he did discover anything, the NSA woul d
classify it.

Just as Hell man was begi nning his research, he cane across
The Code- breakers

by the historian David Kahn. This book was the first
detail ed di scussion

of the devel opnment of ciphers, and as such it was the

perf ect

primer for a budding cryptographer. The Codebreakers was
Hel | man's only
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research conpanion, until Septenber 1974, when he received
an unexpect ed

phone call fromWitfield Diffie, who had just driven
across the

Continent to nmeet him Hellman had never heard of D ffie,
but grudgi ngly

agreed to a hal f-hour appointnent |ater that afternoon. By
t he end

of the neeting, Hellman realized that Diffie was the
best-i nfornmed person

he had ever net. The feeling was nutual. Hellman recalls:
"1'd

promsed ny wife |I'd be hone to watch the kids, so he cane
honme with

me and we had dinner together. He left at around m dni ght.
Qur personalities

are very different--he is nmuch nore counterculture than

am but

eventual ly the personality clash was very synbiotic. It
was just such a

breath of fresh air for ne. Wbrking in a vacuum had been
really hard."”

Since Hell man did not have a great deal of funding, he
coul d not

afford to enploy his new soul nate as a researcher
Instead, Diffie was

enroll ed as a graduate student. Together, Hell man and
Diffie began to



study the key distribution problem desperately trying to
find an alternative

to the tiresone task of physically transporting keys over
vast di stances.

In due course they were joined by Ral ph Merkle. Merkle was
an

I ntell ectual refugee, having em grated from anot her
research group where

t he professor had no synpathy for the inpossible dream of
solving the

key distribution problem Says Hell man:

Ral ph, like us, was willing to be a fool. And the way to
get to the top of the

heap in terns of developing original research is to be a
fool, because only

fools keep trying. You have idea nunber 1, you get
excited, and it flops. Then

you have idea nunmber 2, you get excited, and it fl ops.
Then you have idea

nunber 99, you get excited, and it flops. Only a fool
woul d be excited by the

100th idea, but it mght take 100 i deas before one really
pays off. Unl ess

you're foolish enough to be continually excited, you won't
have the notivation,

you won't have the energy to carry it through. God rewards
fool s.

The whol e problem of key distribution is a classic
catch-22 situation. If

two people want to exchange a secret nessage over the
phone, the sender

must encrypt it. To encrypt the secret nessage the sender
must use a key,

which is itself a secret, so then there is the probl em of
transmtting the

secret key to the receiver in order to transmt the secret
nmessage. |In short,

before two peopl e can exchange a secret (an encrypted
nmessage) they

nmust al ready share a secret (the key).
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When thi nki ng about the problemof key distribution, it is
hel pful to

consider Alice, Bob and Eve, three fictional characters
who have becone

the industry standard for discussions about cryptography.
In a typical situation,

Alice wants to send a nessage to Bob, or vice versa, and
Eve is trying

to eavesdrop. If Alice is sending private nessages to Bob,
she will

encrypt each one before sending it, using a separate key
each tine. Alice is

continually faced wwth the problem of key distribution
because she has to

convey the keys to Bob securely, otherw se he cannot
decrypt the nmessages.

One way to solve the problemis for Alice and Bob to neet
up once

Figure 63 Martin Hell man.
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a week and exchange enough keys to cover the nessages that
m ght be

sent during the next seven days. Exchanging keys in person
Is certainly

secure, but it is inconvenient and, if either Alice or Bob
is taken ill, the

system breaks down. Alternatively, Alice and Bob could
hire couriers,

whi ch woul d be | ess secure and nore expensive, but at

| east they have del egat ed



sone of the work. Either way, it seens that the

di stribution of keys

i s unavoi dabl e. For two thousand years this was consi dered
to be an

axi om of cryptography-an indi sputable truth. However,
there is a

t hought experinent that seens to defy the axi om

| magi ne that Alice and Bob live in a country where the
postal system

Is conpletely inmmoral, and postal enployees will read any
unpr ot ect ed

correspondence. One day, Alice wants to send an intensely
per sonal nessage

to Bob. She puts it inside an iron box, closes it and
secures it with a

padl ock and key. She puts the padl ocked box in the post
and keeps the

key. However, when the box reaches Bob, he is unable to
open it because

he does not have the key. Alice mght consider putting the
key inside

anot her box, padlocking it and sending it to Bob, but

Wi thout the key to

t he second padl ock he is unable to open the second box, so
he cannot

obtain the key that opens the first box. The only way
around the probl em

seens to be for Alice to make a copy of her key and give
it to Bob in

advance when they neet for coffee. So far, | have just
restated the sane

old problemin a new scenario. Avoiding key distribution
seens logically

| npossi ble--surely, if Alice wants to | ock sonmething in a
box so that only

Bob can open it, she nust give hima copy of the key. O,
in terns of

cryptography, if Alice wants to enci pher a nessage so that
only Bob can

deci pher it, she nust give hima copy of the key. Key
exchange is an

I nevitabl e part of enciphernent-or is it?



Now picture the follow ng scenario. As before, Alice wants
to send an

i ntensely personal nessage to Bob. Again, she puts her
secret nessage in an

I ron box, padlocks it and sends it to Bob. Wen the box
arrives, Bob adds

hi s own padl ock and sends the box back to Alice. Wen
Alice receives the

box, it is now secured by two padl ocks. She renoves her
own padl ock, | eaving

just Bob's padlock to secure the box. Finally she sends

t he box back to

Bob. And here is the crucial difference: Bob can now open
t he box because

it is secured only with his own padl ock, to which he al one
has t he key.

Alice and Bob Go Public 259

The inplications of this little story are enornous. It
denonstrates that

a secret nessage can be securely exchanged between two
peopl e wi t hout

necessarily exchanging a key. For the first tinme we have a
suggestion that

key exchange mi ght not be an inevitable part of

crypt ography. W can

reinterpret the story in terns of encryption. Alice uses
her own key to

encrypt a nessage to Bob, who encrypts it again with his
own key and

returns it. Wien Alice receives the doubly encrypted
nessage, she

renmoves her own encryption and returns it to Bob, who can
t hen renove

his own encryption and read the nessage.

It seens that the problem of key distribution m ght have
been sol ved,

because the doubly encrypted schene requires no exchange
of keys. However,

there is a fundanental obstacle to inplenenting a system
I n which



Alice encrypts, Bob encrypts, Alice decrypts and Bob
decrypts. The probl em

is the order in which the encryptions and decryptions are
per f or med.

In general, the order of encryption and decryption is
cruci al, and shoul d

obey the maxim"last on, first off." In other words, the
| ast stage of

encryption should be the first to be decrypted. In the
above scenari o, Bob

performed the | ast stage of encryption, so this should
have been the first

to be decrypted, but it was Alice who renoved her
encryption first, before

Bob renoved his. The inportance of order is nost easily
grasped by

exam ni ng sonet hing we do every day. In the norning we put
on our

socks, and then we put on our shoes, and in the evening we
renove our

shoes before renoving our socks--it is inpossible to
renove the socks

before the shoes. W nust obey the maxim"last on, first
of f."

Sone very elenentary ciphers, such as the Caesar cipher,
are so sinple

t hat order does not matter. However, in the 1970s it
seened that any form

of strong encryption nust always obey the "last on, first
off" rule. If a nessage

Is encrypted with Alice's key and then with Bob's key,
then it nust

be decrypted with Bob's key before it can be decrypted
with Alice' s key.

Order is crucial even with a nonoal phabetic substitution
ci pher. 1 magine

that Alice and Bob have their own keys, as shown on the
next page, and | et

us take a | ook at what happens when the order is
incorrect. Alice uses her

key to encrypt a nmessage to Bob, then Bob reencrypts the
result using his

own key; Alice uses her key to performa parti al



decryption, and finally Bob
attenpts to use his key to performthe full decryption.
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Alice's key

abcdefgh i j k I mopq rstuvwxyz
HFSUGTAKVDEOYJ BPNXWCQR | MZL

Bob' s key

abcdefgh i j k I mopq rstuvwxyz
CPMGATNOJ EFW QBURYHXSDZKLV

Message neet ne at noon

Encrypted with Alice's key YGGC YGHE JBBJ
Encrypted with Bob's key LNNMI NOVEPPE
Decrypted with Alice's key ZQQXZQLXKPPK

Decrypted with Bob's key wnnt wnyt xbbx

The result is nonsense. However, you can check for
yourself that if the

decryption order were reversed, and Bob decrypted before
Alice, thus

obeying the "last on, first off" rule, then the result
woul d have been the

original nessage. But if order is so inportant, why did
t he padl ock system

seemto work in the anecdote about | ocked boxes? The
answer is that

order is not inportant for padlocks. | can apply twenty
padl ocks to a box

and undo themin any order, and at the end the box wll
open. Unfortunately,

encryption systens are far nore sensitive than padl ocks



when it
cones to order

Al t hough t he doubly padl ocked box approach woul d not work
for real-world

cryptography, it inspired Diffie and Hell man to search for
a practical

met hod of circunventing the key distribution problem They
spent nonth

after nonth attenpting to find a solution. Al though every
| dea ended in

failure, they behaved |i ke perfect fools and persevered.
Their research concentrated

on the exam nation of various mathematical functions. A
function

I s any mat hemati cal operation that turns one nunber into
anot her

nunber. For exanple, "doubling"” is a type of function,
because it turns the

nunber 3 into 6, or the nunber 9 into 18. Furthernore, we
can think of all

forms of computer encryption as functions because they
turn one nunber

(the plaintext) into another nunber (the ciphertext).

Most mat hematical functions are classified as two-way
functions

because they are easy to do, and easy to undo. For
exanpl e, "doubling"
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Is a two-way function because it is easy to double a
nunber to generate a

new nunber, and just as easy to undo the function and get
fromthe doubl ed

nunber back to the original nunber. For exanple, if we
know t hat

the result of doubling is 26, then it is trivial to
reverse the function and

deduce that the original nunber was 13. The easiest way to
under st and

the concept of a two-way function is in terns of an



everyday activity. The

act of turning on a light swtch is a function, because it
turns an ordinary

lightbulb into an illumnated Iightbulb. This function is
t wo- way because

if a swtch is turned on, it is easy enough to turn it off
and return the light-bulb

to its original state.

However, Diffie and Hell man were not interested in two-way
functions.

They focused their attention on one-way functions. As the
name

suggests, a one-way function is easy to do but very
difficult to undo. In

ot her words, two-way functions are reversible, but one-way
functions are

not reversible. Once again, the best way to illustrate a
one-way function

Is in terns of an everyday activity. Mxing yell ow and

bl ue paint to make

green paint is a one-way function because it is easy to
m x the paint, but

| npossible to unm x it. Another one-way function is the
cracki ng of an

egg, because it is easy to crack an egg but inpossible
then to return the

egg to its original condition. For this reason, one-way
functions are sonetines

call ed Hunpty Dunpty functi ons.

Modul ar arithnetic, sonetines called dock arithnmetic in
schools, is an

area of mathematics that is rich in one-way functions. In
nmodul ar arithmetic,

mat hemati ci ans consider a finite group of nunbers arranged
in a

| oop, rather |ike the nunbers on a clock. For exanple,

Fi gure 64 shows a

clock for nmodular 7 (or nod 7), which has only the 7
nunbers fromoO to

6. To work out 2 + 3, we start at 2 and nove around 3

pl aces to reach 5,

which is the sane answer as in normal arithmetic. To work



out 2 -1-6

we

start at 2 and nove around 6 places, but this time we go
around the | oop

and arrive at 1, which is not the result we would get in
normal arithnetic.

These results can be expressed as:

2+ 3 =5 (nod 7) and 2 + 6=1 (nod 7)

Modul ar arithnmetic is relatively sinple, and in fact we do
It every day

when we tal k about tine. If it is 9 o' clock now, and we
have a neeting

8 hours fromnow, we would say that the neeting is at 5

o' cl ock, not
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17 o' clock. W have nentally calculated 9 + 8 in (nod 12).
| magi ne a

clock face, ook at 9, and then nove around 8 spaces, and
we end up at 5:

9 +8 =5 (nod 12)

Rat her than visualizing clocks, mathematicians often take
t he shortcut of

perform ng nodul ar cal cul ati ons according to the foll ow ng
reci pe. First,

performthe calculation in normal arithmetic. Second, if
we want to know

the answer in (nod x), we divide the nornal answer by X
and note the

remai nder. This remainder is the answer in (nod x). To
find the answer to

11x9 (rmod 13), we do the foll ow ng:



11 x 9=99

99 -13
= 7, renmuni nder 8
11 x 9= 8 (nod 13)

Functions performed in the nodular arithnetic environnent
tend to

behave erratically, which in turn sonetinmes nmakes them
one-way functions.

Thi s becones evident when a sinple function in nornal
arithnetic

is conpared with the sane sinple function in nodul ar
arithnetic. In the

former environnent the function will be two-way and easy
to reverse; in
the latter environnent it will be one-way and hard to

reverse. As an exanpl e,

| et us take the function 3X. This neans take a nunber x,
t hen

multiply 3 by itself* times in order to get the new
nunber. For exanpl e,

If x =2, and we performthe function, then:

In other words, the function turns 2 into 9. In nornal
arithnmetic, as the

val ue of x increases so does the result of the function.
Hence, if we were

given the result of the function it would be relatively
easy to work back-

Fi gure

64 Modul ar arithnetic is

performed on a finite set of nunbers,
whi ch can be thought of as nunbers

on a clock face. In this case, we can
work out 6 + 5 in nodular 7 by
starting at 6 and noving around five
spaces, which brings us to 4.
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ward and deduce the original nunber. For exanple, if the
result is 81, we

can deduce that x is 4, because 34 = 81. If we nade a

m st ake and guessed

that x is 5, we could work out that 35= 243, which tells
us that our choice

of x is too big. W would then reduce our choice of x to
4, and we would

have the right answer. In short, even when we guess
wrongly we can hone

in on the correct value of x, and thereby reverse the
function.

However, in nodular arithnetic this sane function does not
behave so

sensibly. Inmagine that we are told that 3Xin (nod 7) is
1, and we are asked

to find the value of x. No value springs to m nd, because
we are generally

unfamliar with nodular arithnetic. We could take a guess
that x= 5, and

we could work out the result of 35 (nbod 7). The answer
turns out to be 5,

which is too big, because we are | ooking for an answer of
just 1. W& m ght

be tenpted to reduce the value of x and try again. But we
woul d be headi ng

in the wong direction, because the actual answer is x= 6.

In normal arithnetic we can test nunbers and can sense
whet her we

are getting warnmer or colder. The environnent of nodul ar
arithnetic

gi ves no hel pful clues, and reversing functions is nuch
harder. Oten, the

only way to reverse a function in nodular arithnmetic is to
conpile a table

by cal cul ati ng the function for many values of x until the
right answer is



found. Table 25 shows the result of cal cul ating several
val ues of the function

in both normal arithmetic and nodul ar arithnmetic. It
clearly denonstrates

the erratic behavior of the function when calculated in
nodul ar

arithnmetic. Al though drawing up such a table is only a
littl e tedi ous when

we are dealing with relatively small nunbers, it would be
excruci ati ngly

painful to build a table to deal with a function such as
453* (rmod 21, 997).

This is a classic exanple of a one-way function, because |
could pick a

value for x and calculate the result of the function, but
if | gave you a

Tabl e 25 Val ues of the function V* cal culated in nornal
arithnmetic (row 2) and nodul ar arithmetic (row 3). The
function increases continuously in normal arithnetic,
but is highly erratic in nodular arithmnetic.

x 123456
3* 3 9 27 81 243 729
3*(nod7) 326451
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result, say 5,787, you woul d have enornous difficulty in
reversing the

function and deducing ny choice of x. It took ne just
seconds to do ny

cal cul ation and generate 5,787, but it would take you
hours to draw up the

tabl e and work out ny choice of x.

After two years of focusing on nodular arithnetic and
one-way functions,
Hel | man' s foolishness began to pay off. In the spring of



1976 he hit

upon a strategy for solving the key exchange problem In
hal f an hour of

frantic scribbling, he proved that Alice and Bob could
agree on a key

W t hout neeting, thereby disposing of an axi omthat had

| asted for centuries.

Hel | man's idea relied on a one-way function of the form Yx
(nmod P). Initially, Alice and Bob agree on values for Y and
P. Al nost any val ues

are fine, but there are sonme restrictions, such as Y being
smal |l er than P. These val ues are not secret, so Alice can
t el ephone Bob and suggest

that, say, Y=7 and P= 11. Even if the telephone line is

I nsecure and

nefari ous Eve hears this conversation, it does not matter,
as we shall see

| ater. Alice and Bob have now agreed on the one-way
function | x (nod

11). At this point they can begin the process of trying to
establish a secret

key w thout neeting. Because they work in parallel,
explain their actions

in the two columms of Table 26.

Having foll owed the stages in Table 26, you will see that,
Wi t hout neeti ng,

Al'ice and Bob have agreed on the sane key, which they can
use to

enci pher a nessage. For exanple, they could use their
nunber, 9, as the

key for a DES encryption. (DES actually uses nuch |arger
nunbers as the

key, and the exchange process described in Table 26 woul d
be

performed with nmuch | arger nunbers, resulting in a
suitably | arge DES

key.) By using Hell man's schene, Alice and Bob have been
able to agree

on a key, yet they did not have to neet up and whi sper the
key to each

other. The extraordinary achi evenent is that the secret
key was agreed via

an exchange of information on a normal tel ephone Iine. But



I f Eve tapped
this line, then surely she al so knows the key?

Let us exam ne Hellman's schenme from Eve's point of view
If she is

tapping the line, she knows only the follow ng facts: that
the function is Ix (nmod 11), that Alice sends a = 2 and that
Bob sends p = 4. In order to

find the key, she nust either do what Bob does, which is
turn a into the

key by knowi ng B, or do what Alice does, which is turn (3
into the key by

knowi ng A. However, Eve does not know the value of A or B
because
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Tabl e 26 The general one-way function is Yx (nod P). Alice
and Bob have chosen val ues

for Kand P, and hence have agreed on the one-way function
7X (rmod 11).

Alice

Bob

Stage 1 Alice chooses a nunber, say 3,

and keeps it secret.
W | abel her nunber A

Stage! Alice puts 3 into the one-way



functi on and works out the

result of 1A (nod 11):

7J(mod 11) = 343 (nod 11) = 2
Stage 3Alice calls the result of this
cal cul ation a, and she sends

her result, 2, to Bob.

Bob chooses a nunber, say 6,

and keeps it secret.

W wi il label his nunber B

Bob puts 6 into the one-way
function and works out the

result of 7B (nod 11):

7« (nod 11)= 117,649 (nod 11) = 4
Bob calls the result of this

cal cul ation p, and he sends

his result, 4, to Alice.

The swapOrdinarily this would be a crucial nonent,
because

Alice and Bob are exchanging information, and therefore
this is
an opportunity for Eve to eavesdrop and find out the

details of the

i nformati on. However, it turns out that Eve can listen in
w thout it



affecting the ultimate security of the system Alice and
Bob coul d use

the sanme tel ephone Iine that they used to agree the val ues
for Y

and P, and Eve could intercept the two nunbers that are
bei ng

exchanged, 2 and 4. However, these nunbers are not the
key,

which is why it does not matter if Eve knows them
Stage 4 Alice takes Bob's result, and works

out the result of p-4 (nod 11):

43 (rmod 11) = 64 (nod 11) = 9

Bob takes Alice's result, and works

out the result of aB (nod 11):
2« (mod 11) = 64 (nmod 11) =9

The key

M racul ously, Alice and Bob have ended up

with the sane nunber, 9.

This is the key!
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Ali ce and Bob have not exchanged these nunbers, and have

kept them
secret. Eve is stymed. She has only one hope: in theory,



she coul d work

out A froma, because a was a consequence of putting A
into a functi on,

and Eve knows the function. O she could work out B from
p, because 3

was a consequence of putting B into a function, and once
agai n Eve

knows the function. Unfortunately for Eve, the function is
one-way, SO

whereas it was easy for Alice to turn Ainto a and for Bob
to turn Binto

P, it is very difficult for Eve to reverse the process,
especially if the nunbers

are very | arge.

Bob and Ali ce exchanged just enough information to all ow
themto

establish a key, but this information was insufficient for
Eve to work out

the key. As an analogy for Hellman's schene, imagine a

ci pher that sonehow

uses color as the key. First, let us assune that

everybody, including

Alice, Bob and Eve, has a three-liter pot containing one
liter of yellow

paint. If Alice and Bob want to agree on a secret key,
each of them adds

one liter of their own secret color to their own pot.
Alice mght add a peculiar

shade of purple, while Bob m ght add crinson. Each sends
their own

m xed pot to the other. Finally, Alice takes Bob's m xture
and adds one liter

of her own secret color, and Bob takes Alice's m xture and
adds one liter

of his own secret color. Both pots should now be the sane
col or, because

they both contain one liter of yellow, one liter of purple
and one liter of

crinmson. It is the exact color of the doubly contani nated
pots that is used

as the key. Alice has no idea what col or was added by Bob,
and Bob has no

| dea what col or was added by Alice, but they have both



achi eved the sane

end. Meanwhile, Eve is furious. Even if she intercepts the
I nternedi ate pots

she cannot work out the color of the final pots, which is
t he agreed key.

She m ght see the color of the m xed pot containing yellow
and Alice's

secret color on its way to Bob, and she m ght see the
color of the m xed

pot containing yell ow and Bob's secret color on its way to
Alice, but in

order to work out the key she really needs to know Alice
and Bob's original

secret colors. However, Eve cannot work out Alice and
Bob' s secret colors

by | ooking at the mi xed pots. Even if she takes a sanple
from one of

the m xed paints, she cannot unm x the paint to find out

t he secret color,

because m xing paint is a one-way function.

Hel | man' s br eakt hrough cane while he was working at hone
| at e one

night, so by the tinme he had finished his calculations it
was too late to cal
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Diffie and Merkle. He had to wait until the foll ow ng
norning to reveal

his discovery to the only two other people in the world
who had believed

that a solution to the key distribution problemwas even
possi bl e. "The

j nuse whi spered to ne," says Hellman, "but we all laid the
f oundati ons

together." Diffie imedi ately recogni zed the power of
Hel | man' s br eakt hr ough:

"Marty explained his system of key exchange in all its
unner vi ng

simplicity. Listening to him | realized that the notion
had been at the

edge of nmy mnd for sone tine, but had never really broken



t hr ough. "

The Diffie-Hell man- Merkl e key exchange schene, as it is
known,

enabl es Alice and Bob to establish a secret via public

di scussion. It is one

of the nobst counterintuitive discoveries in the history of
science, and it

forced the cryptographic establishment to rewite the

rul es of encryption.

Diffie, Hell man and Merkle publicly denonstrated their

di scovery at the

Nat i onal Conputer Conference in June 1976, and astoni shed
t he audi ence

of cryptoexperts. The followi ng year they filed for a

pat ent. Henceforth,

Al'ice and Bob no | onger had to neet in order to exchange a
key. | nstead,

Alice could just call Bob on the phone, exchange a couple
of nunbers

with him nutually establish a secret key and then proceed
to encrypt.

Al t hough Diffie-Hell man- Merkl e key exchange was a gigantic
| eap forward,

the system was not perfect because it was inherently

I nconveni ent .

| magi ne that Alice lives in Hawaii, and that she wants to
send an enai

to Bob in Istanbul. Bob is probably asleep, but the joy of
e-mail is that

Alice can send a nessage at any tine, and it wll be
wai ti ng on Bob's conputer

when he wakes up. However, if Alice wants to encrypt her
nessage, then she needs to agree a key with Bob, and in
order to perform

the key exchange it is preferable for Alice and Bob to be
on-line at the

same tinme--establishing a key requires a nmutual exchange
of information.

In effect, Alice has to wait until Bob wakes up.
Alternatively, Alice could

transmt her part of the key exchange, and wait 12 hours
for Bob's reply,



at which point the key is established and Alice can, if
she is not asleep

hersel f, encrypt and transmt the nessage. Either way,
Hel | man' s key

exchange system hi nders the spontaneity of email.

Hel | man had shattered one of the tenets of cryptography
and proved

that Bob and Alice did not have to neet to agree a secret
key. Next, sonebody

nmerely had to cone up with a nore efficient schenme for
over com ng

the problem of key distribution.
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The Birth of Public Key Cryptography

Mary Fi sher has never forgotten the first tinme that
Wiitfield Diffie asked

her out on a date: "He knew | was a space buff, so he
suggested we go and

see a launch. Wit explained that he was | eaving that
evening to see Sky-Ilab

take off, and so we drove all night, and we got there at
about 3 a.m

The bird was on the path, as they used to say in those
days. Wit had

press credentials, but I didn't. So when they asked for ny
I dentification

and asked who I was, Wiit said "MWy wife.' That was 16
Novenber 1973."

They did eventually marry, and during the early years Mary
supported her

husband during his cryptographic neditations. Dffie was
still being

enpl oyed as a graduate student, which neant that he
received only a

neager salary. Mary, an archaeol ogi st by training, took a
job with British

Petroleumin order to nmake ends neet.



While Martin Hell man had been devel oping his nethod of key
exchange, Whitfield Diffie had been working on a

conpl etely different

approach to solving the problem of key distribution. He

of ten went

t hrough | ong periods of barren contenplation, and on one
occasion in

1975 he becane so frustrated that he told Mary that he was
just a failed

scientist who woul d never anobunt to anything. He even told
her that she

ought to find soneone else. Mary told himthat she had
absolute faith in

him and just two weeks later Diffie cane up with his
truly brilliant idea.

He can still recall how the idea flashed into his m nd,
and then al nost

vani shed: "I wal ked downstairs to get a Coke, and al nost
forgot about the

idea. | renenbered that |'d been thinking about sonething

I nteresting,

but couldn't quite recall what it was. Then it cane back
in a real adrenaline

rush of excitenent. | was actually aware for the first
time in nmy work

on cryptography of having di scovered sonething really
val uabl e. Everyt hi ng

that | had discovered in the subject up to this point
seened to ne

to be nmere technicalities.” It was m dafternoon, and he
had to wait a couple

of hours before Mary returned. "Whit was waiting at the
door," she

recalls. "He said he had sonething to tell nme and he had a
funny | ook on

his face. | walked in and he said, 'Sit down, please, |
want to talk to you

| believe that | have nmade a great discovery--I know | am
the first person

to have done this.' The world stood still for ne at that
monment. | felt |ike

| was living in a Hollywod film"



Alice and Bob Go Public 269

Diffie had concocted a new type of cipher, one that

I ncorporated a

so-call ed asymetric key. So far, all the encryption

t echni ques described in

this book have been symmetric, which nmeans that the
unscranbl i ng process

Is sinply the opposite of scranmbling. For exanple, the
Eni gma nachi ne

uses a certain key setting to enci pher a nessage, and the
recei ver uses an

I dentical machine in the sanme key setting to decipher it.
Simlarly, DES

enci phernment uses a key to perform 16 rounds of
scranbling, and then

DES deci phernent uses the sane key to performthe 16
rounds in reverse.

Bot h sender and receiver effectively have equival ent
knowl edge, and they

both use the sane key to encrypt and decrypt-their
relationship is

symmetric. On the other hand, in an asymretric key system
as the nane

suggests, the encryption key and the decryption key are
not identical. In an

asymmetric cipher, if Alice knows the encryption key she
can encrypt a

nmessage, but she cannot decrypt a nessage. In order to
decrypt, Alice nust

have access to the decryption key. This distinction

bet ween the encryption

and decryption keys is what nmakes an asymretric ci pher
speci al .

At this point it is worth stressing that although Diffie
had concei ved of

t he general concept of an asymmetric cipher, he did not
actually have a

speci fic exanpl e of one. However, the nere concept of an
asymmetric

ci pher was revolutionary. If cryptographers could find a
genui ne wor ki ng



asymretric cipher, a systemthat fulfilled Diffie's

requi renents, then the

i nplications for Alice and Bob would be enornous. Alice
could create

her own pair of keys: an encryption key and a decryption
key. If we

assune that the asymmetric cipher is a formof conputer
encryption,

then Alice's encryption key is a nunber, and her
decryption key is a different

nunber. Alice keeps the decryption key secret, so it is
commonl y

referred to as Alice's private key. However, she publishes
the encryption

key so that everybody has access to it, which is why it is
commonl y

referred to as Alice's public key. If Bob wants to send
Alice a nessage, he

sinply | ooks up her public key, which would be listed in
sonet hi ng akin

to a tel ephone directory. Bob then uses Alice's public key
to encrypt the

nessage. He sends the encrypted nessage to Alice, and when
it arrives

Alice can decrypt it using her private decryption key.
SSmlarly, if Charlie,

Dawn or Edward want to send Alice an encrypted nessage,
they too can

| ook up Alice's public encryption key, and in each case
only Alice has

access to the private decryption key required to decrypt

t he nmessages.
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The great advantage of this systemis that there is no
toi ng and froing,

as there is with Diffie-Hell man-Merkle key exchange. Bob
does not have

to wait to get information fromAlice before he can
encrypt and send a

nmessage to her, he nerely has to | ook up her public
encryption key.



Furthernore, the asymmetric cipher still overcones the
probl em of key

distribution. Alice does not have to transport the public
encryption key

securely to Bob: in conplete contrast, she can now
publicize her public

encryption key as wi dely as possi ble. She wants the whol e
world to know

her public encryption key so that anybody can use it to
send her

encrypted nessages. At the sane tinme, even if the whole
wor | d knows

Alice's public key, none of them including Eve, can
decrypt any nessages

encrypted with it, because know edge of the public key
will not help

I n decryption. In fact, once Bob has encrypted a nessage
using Alice's

public key, even he cannot decrypt it. Only Alice, who
possesses the

private key, can decrypt the nessage.

This is the exact opposite of a traditional symretric
ci pher, in which

Alice has to go to great |lengths to transport the
encryption key securely

to Bob. In a symretric cipher the encryption key is the
same as the

decryption key, so Alice and Bob nust take enornous
precautions to

ensure that the key does not fall into Eve's hands. This
I's the root of the

key distribution problem

Ret urni ng to padl ock anal ogi es, asymmetric cryptography
can be

t hought of in the follow ng way. Anybody can cl ose a

padl ock sinply by

clicking it shut, but only the person who has the key can
open it. Locking

(encryption) is easy, sonething everybody can do, but

unl ocki ng (decryption)

can be dene only by the owner of the key. The trivial
know edge of



know ng how to click the padl ock shut does not tell you
how to unlock it.

Taki ng the anal ogy further, imagine that Alice designs a
padl ock and key.

She guards the key, but she manufactures thousands of
replica padl ocks

and distributes themto post offices all over the world.

I f Bob wants to

send a nessage, he puts it in a box, goes to the |ocal
post office, asks for

an "Alice padl ock" and padl ocks the box. Now he is unable
to unl ock the

box, but when Alice receives it she can open it with her
uni que key. The

padl ock and the process of clicking it shut is equival ent
to the public

encryption key, because everyone has access to the

padl ocks, and every
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one can use a padlock to seal a nessage in a box. The
padl ock's key is

equi valent to the private decryption key, because only
Alice has it, only

she can open the padl ock, and only she can gain access to
t he nessage in

t he box.

The system seens sinple when it is explained in terns of
padl ocks, but

it is far fromtrivial to find a mathemati cal function

t hat does the sane

j ob, sonmething that can be incorporated into a workable
crypt ographic

system To turn asymmetric ciphers froma great idea into
a practical

i nvention, sonebody had to di scover an appropriate

mat hemati cal function.

Diffie envisaged a special type of one-way function, one
that could

be reversed under exceptional circunstances. In Diffie's
asymmetric system



Bob encrypts the nessage using the public key, but he is
unable to

decrypt it--this is essentially a one-way function.
However, Alice is able to

decrypt the nessage because she has the private key, a
speci al piece of

I nformation that allows her to reverse the function. Once
agai n, padl ocks

are a good anal ogy-shutting the padlock is a one-way
function, because in

general it is hard to open the padl ock unl ess you have
sonet hi ng speci al (the

key), in which case the function is easily reversed.

Diffie published an outline of his idea in the sumrer of
1975, wher eupon

ot her scientists joined the search for an appropriate

one- way

function, one that fulfilled the criteria required for an
asymmetric cipher.

Initially there was great optim sm but by the end of the
year nobody had

been able to find a suitable candidate. As the nonths
passed, it seened

increasingly likely that special one-way functions did not
exist. It seened

that Diffie's idea worked in theory but not in practice.
Nevert hel ess, by

the end of 1976 the teamof Diffie, Hellmn and Merkl e had
revol utioni zed

the world of cryptography. They had persuaded the rest of
the world

that there was a solution to the key distribution problem
and had created

Diffie-Hell man- Merkl e key exchange--a workabl e but

| mperfect system

They had al so proposed the concept of an asymetric

ci pher--a perfect

but as yet unworkable system They continued their
research at Stanford

University, attenpting to find a special one-way function
t hat woul d

make asymmetric ciphers a reality. However, they failed to
make the discovery.



The race to find an asymmetric ci pher was won by anot her
trio of

researchers, based 5,000 km away on the East Coast of
Aneri ca.
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I
Prinme Suspects

"I wal ked into Ron Rivest's office," recalls Leonard

Adl eman, "and Ron

had this paper in his hands. He started sayi ng, These

St anford guys have

this really blah, blah, blah." And | renenber thinking,
"That's nice, Ron,

but | have sonething else | want to talk about.' | was
entirely unaware of

the history of cryptography and I was distinctly
uninterested in what he was saying." The paper that had nade
Ron Rivest so excited was by Diffie

and Hell man, and it described the concept of asymetric
ci phers. Eventually

Ri vest persuaded Adl eman that there m ght be sone

i nteresting

mat hematics in the problem and together they resolved to
try to find a

one-way function that fitted the requirenents of an
asymmetric cipher. They

were joined in the hunt by Adi Shamr. Al three nen were
researchers on the

eighth floor of the MT Laboratory for Conputer Science.

Ri vest, Shamr and Adl eman fornmed a perfect team Rivest
IS a conputer

scientist with a tremendous ability to absorb new i deas
and apply

themin unlikely places. He always kept up with the | atest
scientific

papers, which inspired himto conme up with a whol e series
of weird and



wonder ful candi dates for the one-way function at the heart
of an asymmetric

ci pher. However, each candidate was flawed in sone way.
Shami r,

anot her conputer scientist, has a lightning intellect and
an ability to see

t hrough the debris and focus on the core of a problem He
too regularly

generated ideas for formulating an asymetric ci pher, but
his ideas were

al so inevitably flawed. Adl eman, a mathematician with

enor nous stam na,

rigor and patience, was |largely responsible for spotting
the flaws in

the ideas of Rivest and Shamir, ensuring that they did not
waste tinme foll ow ng

fal se | eads. Rivest and Shamr spent a year comng up with
new

| deas, and Adl eman spent a year shooting them down. The

t hr eesone

began to | ose hope, but they were unaware that this
process of conti nual

failure was a necessary part of their research, gently
steering them away

fromsterile mathematical territory and toward nore
fertile ground. In

due course, their efforts were rewarded.

In April 1977, Rivest, Shamr and Adl eman spent Passover
at the house

of a student, and had consuned significant anounts of

Mani schewi t z

W ne before returning to their respective homes sone tine
around m dni ght.

Ri vest, unable to sleep, lay on his couch reading a

mat hemati cs
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t ext book. He began mulling over the question that had been
puzzling

himfor weeks-is it possible to build an asymetric

ci pher? Is it possible



to find a one-way function that can be reversed only if

t he recei ver has

some special information? Suddenly, the m sts began to

cl ear and he had

a revelation. He spent the rest of that night formalizing
his idea, effectively

witing a conplete scientific paper before daybreak.

Ri vest had

made a breakt hrough, but it had grown out of a yearlong
col | aborati on

with Shamr and Adl eman, and it would not have been
possi bl e wi t hout

them Rivest finished off the paper by listing the authors
al phabeti cal |l y;

Adl eman, Rivest, Shamr.

The next norning, R vest handed the paper to Adl eman, who
went

t hrough his usual process of trying to tear it apart, but
this tinme he could

find no faults. His only criticismwas with the |ist of
authors. "I told Ron

to take ny nane off the paper,’
himthat it

was his invention, not mne. But Ron refused and we got

I nto a di scussion

about it. W agreed that | would go home and contenpl ate
it for one

recalls Adleman. "I told

ni ght, and consider what | wanted to do. | went back the
next day and
suggested to Ron that | be the third author. | recal

thinking that this

paper would be the least interesting paper that | wll

ever be on."

Adl eman coul d not have been nore wong. The system dubbed
RSA

Figure 65 Ronald Rivest, Adi Shamr and Leonard Adl em
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(Rivest, Shamr, Adleman) as opposed to ARS, went on to
becone the
nost influential cipher in nodern cryptography.

Before exploring Rivest's idea, here is a quick rem nder
of what scientists
were | ooking for in order to build an asymetric cipher:

(1) Alice nust create a public key, which she would then
publish so that Bob (and everybody el se) can use it to
encrypt messages to her.

Because the public key is a one-way function, it nust be
virtually

i npossi bl e for anybody to reverse it and decrypt Alice's
messages.

(2) However, Alice needs to decrypt the nessages bei ng
sent to her. She nust therefore have a private key, sone
speci al piece of information,

which allows her to reverse the effect of the public key.
Therefore, Alice

(and Alice alone) has the power to decrypt any nessages
sent to her.

At the heart of R vest's asymetric cipher is a one-way
function based on

the sort of nodul ar functions described earlier in the
chapter. Rivest's

one-way function can be used to encrypt a nessage--the
nmessage, which

Is effectively a nunber, is put into the function, and the
result is the

ci phertext, another nunber. | shall not describe Rivest's
one-way function

in detail (for which see Appendix J), but | shall explain
one particul ar

aspect of it, known sinply as N, because it is N that
makes this one-way

function reversible under certain circunstances, and
therefore ideal for

use as an asynmetric cipher.



N is inmportant because it is a flexible conponent of the
one-way function,

whi ch nmeans that each person can choose a different val ue
of N, and

personali/e the one-way function. In order to choose her
personal value of N, Alice picks two prine nunbers,/; and q,
and nultiplies themtogether. A

prime nunber is one that has no divisors except itself and
1. For exanpl e,

7 is a prime nunber because no nunbers except 1 and 7 wil|
divide into it

W thout |eaving a remainder. Likewise, 13 is a prine
nunber because no

nunbers except 1 and 13 will divide into it wthout

| eavi ng a remai nder.

However, 8 is not a prine nunber, because it can be

di vided by 2 and 4.

So, Alice could choose her prinme nunbers to be p = 17, 159

and q -- 10,247. Multiplying these two nunbers together gives
N = 17,159 x

10,247 = 175,828,273. Alice's choice of TV effectively
beconmes her public
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encryption key, and she could print it on her business
card, post it on the

Internet, or publish it in a public key directory al ong
wi th everybody

el se's value of N. If Bob wants to encrypt a nessage to
Alice, he | ooks up

Alice's value of N (175,828,273) and then inserts it into
t he general form

of the one-way function, which would al so be public

know edge. Bob

now has a one-way function tailored with Alice's public
key, so it could

be called Alice's one-way function. To encrypt a nessage
to Alice, he

takes Alice's one-way function, inserts the nmessage, notes
down the result



and sends it to Alice.

At this point the encrypted nessage i s secure because
nobody can deci pher

it. The nessage has been encrypted with a one-way
function, so

reversing the one-way function and decrypting the nessage
I's, by definition,

very difficult. However, the question remains-how can
Alice

decrypt the nessage? In order to read nessages sent to
her, Alice nust

have a way of reversing the one-way function. She needs to
have access

to sonme special piece of information that allows her to
decrypt the nessage.

Fortunately for Alice, Rivest designed the one-way
function so that

It is reversible to soneone who knows the values off and
g, the two prine

nunbers that are multiplied together to give N Al though
Alice has told

the world that her value for TV is 175, 828, 273, she has
not reveal ed her val ues

for p and q, so only she has the special information
required to

decrypt her own nmessages.

We can think of N as the public key, the infornmation that
Is avail abl e

to everybody, the information required to encrypt nessages
to Alice.

Whereas, p and q are the private key, available only to
Alice, the information

required to decrypt these nessages.

The exact details of how p and g can be used to reverse

t he one-way

function are outlined in Appendix J. However, there is one
guestion that

nmust be addressed imrediately. If everybody knows N, the
public key,

then surely people can deduce p and q, the private key,
and read Alice's



nessages? After all, TV was created from' and g. In fact,
It turns out that if

TV is large enough, it is virtually inpossible to deduce/l
and q fromN, and

this is perhaps the nost beautiful and el egant aspect of

t he RSA asymmetric

ci pher.

Alice created N by choosing p and g, and then rultiplying
t hem

toget her. The fundanental point is that this is in itself
a one-way function.
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To denonstrate the one-way nature of nultiplying prines,
we can take

two prinme nunbers, such as 9,419 and 1,933, and nultiply
t hem t oget her.

Wth a calculator it takes just a few seconds to get the
answer, 18, 206, 927.

However, if instead we were given 18, 206, 927 and asked to
find the prine

factors (the two nunbers that were nultiplied to give

18, 206, 927) it

woul d take us much longer. If you doubt the difficulty of
finding prinme

factors, then consider the following. It took nme just ten
seconds to generate

t he nunber 1,709,023, but it will take you and a

cal cul ator the best part

of an afternoon to work out the prinme factors.

This system of asymretric cryptography, known as RSA, is
said to be a

form of public key cryptography. To find out how secure
RSA is, we can exam ne

it fromEve's point of view, and try to break a nessage
fromAlice to

Bob. To encrypt a nessage to Bob, Alice must | ook up Bob's
public key. To

create his public key, Bob picked his own prine nunbers,
pB and gB, and



mul tiplied themtogether to get NB. He has kept pE and gB
secret, because

t hese make up his private decryption key, but he has
publ i shed NB, which

Is equal to 408,508,091. So Alice inserts Bob's public key
NB i nto the general

one-way encryption function, and then encrypts her nessage
to him

When the encrypted nessage arrives, Bob can reverse the
function and

decrypt it using his values for pB and gB, which nmake up
his private key.

Meanwhi | e, Eve has intercepted the nessage en route. Her
only hope of

decrypting the nessage is to reverse the one-way function,
and this is possible

only if she knows pB and gB. Bob has kept/>B and gB
secret, but Eve, like

everybody el se, knows NB is 408,508,091. Eve then attenpts
to deduce the

val ues forpB and gB by worki ng out which nunbers woul d
need to be nultiplied

together to get 408,508,091, a process known as factoring.

Factoring is very tinme-consum ng, but exactly how | ong
would it take

Eve to find the factors of 408, 508,091? There are vari ous
reci pes for trying

to factor NB. Although sone recipes are faster than
others, they all essentially

I nvol ve checki ng each prine nunber to see if it divides
into NB without a remai nder. For exanple, 3 is a prine
nunmber, but it is not a factor

of 408,508, 091 because 3 will not perfectly divide into
408, 508, 091.

So Eve noves on to the next prime nunber, 5. Simlarly, 5
Is not a factor,

so Eve noves on to the next prinme nunber, and so on.
Eventual |y, Eve

arrives at 18,313, the 2,000th prinme nunber, which is

i ndeed a factor of

408, 508, 091. Having found one factor, it is easy to find
t he ot her one,
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whi ch turns out to be 22,307. If Eve had a cal cul ator and
was able to check

four prinmes a mnute, then it would have taken her 500

m nutes, or nore

than 8 hours, to fnd/>B and gB. In other words, Eve would
be able to work

out Bob's private key in less than a day, and could

t heref ore deci pher the

I ntercepted nessage in | ess than a day.

This is not a very high I evel of security, but Bob could
have chosen

much | arger prinme nunbers and increased the security of
his private key.

For exanple, he could have chosen prines that are as big
as 10”75 (this

means 1 followed by 65 zeros, or one hundred thousand,
mllion, mllion,

mllion, mllion, mllion, mllion, mllion, mllion,
million, mllion).

This woul d have resulted in a value for N that would have
been

roughly 1065 x 1065, which is 10130. A conputer could
multiply the two

primes and generate Nin just a second, but if Eve wanted
to reverse the

process and work out p and g, it would take inordinately
| onger. Exactly

how | ong depends on the speed of Eve's conputer. Security
expert Sinmson

Garfnkel estimated that a 100 MHz Intel Pentium conputer
with 8

MB of RAM woul d take roughly 50 years to factor a nunber
as big as

10130. Cryptographers tend to have a paranoid streak and
consi der worst-case

scenarios, such as a worldw de conspiracy to crack their
ci phers. So,

Garfinkel considered what woul d happen if a hundred
mllion personal

conputers (the nunber sold in 1995) ganged up together.



The result is

that a nunber as big as 10130 could be factored in about
15 seconds.

Consequently, it is now generally accepted that for
genui ne security it is

necessary to use even larger prinmes. For inportant banking
transactions, Ntends to be at |east 10308, which is ten

mllion billion billion billion

billion billion billion billion billion billion billion
billion billion billion

billion billion billion billion billion billion tines

bi gger than 10130. The

conbi ned efforts of a hundred mllion personal conputers
woul d t ake

nore than one thousand years to crack such a ci pher. Wth
sufficiently

| arge val ues off and q, RSA is inpregnable.

The only caveat for the security of RSA public key
cryptography is that

at sonme tinme in the future sonebody m ght find a quick way
to factor N. It is conceivable that a decade from now, or
even tonorrow, sonebody

wi |l discover a nethod for rapid factoring, and thereafter
RSA wi | |

becone usel ess. However, for over two thousand years

mat henat i ci ans

have tried and failed to find a shortcut, and at the
nonment factoring
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remai ns an enornously time-consum ng cal cul ati on. Most
mat hemat i ci ans

believe that factoring is an inherently difficult task,
and that there is

some mat hematical |aw that forbids any shortcut. If we
assune they are

right, then RSA seens secure for the foreseeable future.

The great advantage of RSA public key cryptography is that
It does
away wth all the problens associated with traditional



ci phers and key

exchange. Alice no |onger has to worry about securely
transporting the

key to Bob, or that Eve mght intercept the key. In fact,
Al i ce does not

care who sees the public key--the nore the nerrier,
because the public

key helps only with encryption, not decryption. The only
t hi ng t hat

needs to remain secret is the private key used for
decryption, and Alice

can keep this with her at all tines.

RSA was first announced in August 1977, when Martin
Gardner wrote

an article entitled "A New fund of G pher that Wul d Take
MI1Ilions of

Years to Break"” for his "Mathematical Ganes" colum in
Scientific American. After explaining how public key
crypt ography works, Gardner issued

a challenge to his readers. He printed a ci phertext and
al so provided the

public key that had been used to encrypt it:

N =
114, 381, 625, 757, 888, 867, 669, 235, 779, 976, 146, 612, 010, 218, 296,

721, 242, 362, 562, 561, 842, 935, 706, 935, 245, 733, 897, 830, 597, 123, 563,
958, 705, 058, 989, 075, 147, 599, 290, 026, 879, 543, 541.

The chal l enge was to factor Ninto p and q, and then use
t hese nunbers to

decrypt the nessage. The prize was $100. Gardner did not
have space to

explain the nitty-gritty of RSA and instead he asked
readers to wite to MT' s Laboratory for Conputer Science,
who in turn woul d send back a

techni cal nmenorandum that had just been prepared. Rivest,
Sham r and

Adl eman were astoni shed by the three thousand requests

t hey received.

However, they did not respond i mredi ately, because they



wer e concer ned

that public distribution of their idea m ght jeopardize
their

chances of getting a patent. Wen the patent issues were
eventual |y

resolved, the trio held a celebratory party at which
prof essors and students

consunmed pizzas and beer while stuffing envel opes with

t echni cal nmenoranda

for the readers of Scientific Anerican.

As for Gardner's challenge, it would take 17 years before
t he ci pher
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woul d be broken. On April 26, 1994, a team of six hundred
vol unt eers
announced the factors of N

q:
3,490, 529, 510, 847, 650, 949, 147, 849, 619, 903, 898, 133, 417, 764,
638, 493, 387, 843, 990, 820, 577

p:
32, 769, 132, 993, 266, 709, 549, 961, 988, 190, 834, 461, 413, 177,
642, 967, 992, 942, 539, 798, 288, 533.

Usi ng these values as the private key, they were able to
deci pher the nessage.

The nessage was a series of nunbers, but when converted
into letters

It read "the magi c words are squeam sh ossifrage." The
factoring problem

had been split anong the volunteers, who canme from
countries as far

apart as Australia, Britain, Anerica and Venezuel a. The
vol unteers used

spare tinme on their workstations, nainfranes and

super conput ers, each



of themtackling a fraction of the problem In effect, a
net work of conputers

around the world were uniting and working simultaneously
in

order to neet Gardner's challenge. Even bearing in mnd

t he mammot h

paral l el effort, sone readers may still be surprised that
RSA was broken in

such a short tine, but it should be noted that Gardner's
chal | enge used a

relatively small value of A/--it was only of the order of
10129. Today, users

of RSA woul d pick a nuch larger value to secure inportant
I nformati on.

It is nowroutine to encrypt a nessage with a sufficiently
| arge value of N so that all the conmputers on the planet
woul d need | onger than the age of

t he uni verse to break the cipher.

The Alternative Hi story of Public Key Cryptography

Over the past twenty years, Diffie, Hellman and Merkl e
have becone

wor | d-fanmous as the cryptographers who i nvented the
concept of public

key cryptography, while Rivest, Shamr and Adl eman have
been credited

wi th devel opi ng RSA, the nost beautiful inplenmentation of
public key

crypt ography. However, a recent announcenent neans that
the history

books are having to be rewitten. According to the British
Gover nnment

public key cryptography was originally invented at the
Gover nnment
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Communi cati ons Headquarters (GCHQ in Cheltenham the
t op- secr et



establ i shnent that was fornmed fromthe remants of

Bl etchl ey Park after

the Second World War. This is a story of renmarkable

I ngenuity, anonynous

her oes and a governnent cover-up that endured for decades.

The story starts in the |ate 1960s, when the British
mlitary began to

worry about the problem of key distribution. Looking ahead
to the 1970s,

senior mlitary officials inmagined a scenario in which

m ni aturi zati on of

radi os and a reduction in cost neant that every soldier
could be in

continual radio contact with his officer. The advant ages
of w despread

comuni cati on woul d be enornous, but conmunications woul d
have

to be encrypted, and the problem of distributing keys
woul d be i nsurnmount abl e.

This was an era when the only form of cryptography was
symretric, so an individual key woul d have to be securely
transported to

every nmenber of the communi cati ons network. Any expansion
in

communi cati ons woul d eventual |y be choked by the burden of
key

distribution. At the beginning of 1969, the mlitary asked
Janmes Ellis, one

of Britain's forenbpst governnment cryptographers, to | ook

I nto ways of

coping with the key distribution problem

Ellis was a curious and slightly eccentric character. He
proudl y boasted

of traveling hal fway around the world before he was even
bor n- - he was

conceived in Britain, but was born in Australia. Then,
while still a baby,

he returned to London and grew up in the East End of the
1920s. At

school his primary interest was science, and he went on to
study physics

at Inperial College before joining the Post Ofice



Research Station at Dol -lis

Hll, where Toomy Flowers had built Col ossus, the first
codebr eaki ng

conmputer. The cryptographic division at Dollis H Il was
eventual |y

absorbed into GCHQ and so on April 1, 1965, Ellis noved
to

Chel tenhamto join the newy forned

Communi cat i ons- El ectronics

Security Goup (CESG, a special section of GCHQ i evot ed
to ensuring

the security of British comunications. Because he was

I nvol ved in issues

of national security, Ellis was sworn to secrecy

t hroughout hi s career.

Al though his wife and fam |y knew that he worked at GCHQ
t hey were

unawar e of his discoveries and had no idea that he was one
of the nation's

nost di stingui shed codemakers.

Despite his skills as a codenaker, Ellis was never put in
charge of any of
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the inportant GCHQ research groups. He was brilliant, but
he was al so

unpredi ctable, introverted and not a natural team worker.
Hi s col | eague

Ri chard Wal ton recall ed:

He was a rather quirky worker, and he didn't really fit

i nto the day-to-day

busi ness of GCHQ But in terns of comng up with new i deas
he was quite

exceptional. You had to sort through sone rubbish

soneti mes, but he was

very innovative and always willing to challenge the

ort hodoxy. We woul d

be in real trouble if everybody in GCHQ*was |i ke him but
we can tolerate



a higher proportion of such people than nost
organi zations. W put up
with a nunber of people like him

Fi gure 66 Janes Ellis.
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One of Ellis's greatest qualities was his breadth of
knowl edge. He read any

scientific journal he could get his hands on, and never
t hr ew anyt hi ng

away. For security reasons, GCHQ“enpl oyees nust cl ear

t heir desks each

eveni ng and pl ace everything in | ocked cabi nets, which
meant that Ellis's

cabinets were stuffed full wth the nost obscure
publ i cati ons i magi nabl e.

He gained a reputation as a cryptoguru, and if other
researchers found

t hensel ves with inpossible problens, they would knock on
his door in

t he hope that his vast know edge and originality would
provi de a sol ution.

It was probably because of this reputation that he was
asked to

exam ne the key distribution problem

The cost of key distribution was al ready enornous, and
woul d becone

the limting factor to any expansion in encryption. Even a
reduction of 10

per cent in the cost of key distribution would
significantly cut the mlitary's

security budget. However, instead of nerely nibbling away
at the problem

Ellis inmediately | ooked for a radical and conplete
solution. "He woul d

al ways approach a problemby asking, 'Is this really what
we want to do?'" says Walton. "Janes being Janes, one of the
first things he did was to chal |l enge



the requirenent that it was necessary to share secret
data, by which

nmean the key. There was no theoremthat said you had to
have a shared

secret. This was sonething that was chal | engeable."

Ellis began his attack on the problem by searching through
his treasure

trove of scientific papers. Many years |later, he recorded
t he nonent when he

di scovered that key distribution was not an inevitable
part of cryptography:

The event which changed this view was the discovery of a
warti ne Bel

Tel ephone report by an unknown aut hor describing an

I ngeni ous idea for

secure tel ephone speech. It proposed that the recipient
shoul d mask the

sender's speech by adding noise to the Iine. He could
subtract the noise

afterward since he had added it and therefore knew what it
was. The obvi ous

practical disadvantages of this systemprevented it being
actual Iy used,

but it has sone interesting characteristics. The

di fference between this and

conventional encryption is that in this case the recipient
takes part in the

encryption process ... So the idea was born.

Noi se is the technical termfor any signal that inpinges
on a conmuni cati on.

Normally it is generated by natural phenonena, and its
nost

irritating feature is that it is entirely random which
nmeans that renoving
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noi se froma nessage is very difficult. If a radio system
Is well designed,

then the | evel of noise is |ow and the nessage is clearly
audi bl e, but if the

noi se level is high and it swanps the nessage, there is no
way to recover

the nmessage. Ellis was suggesting that the receiver,
Alice, deliberately

create noi se, which she could neasure before adding it to
t he comuni cati on

channel that connects her with Bob. Bob could then send a
nmessage

to Alice, and if Eve tapped the comuni cati ons channel she
woul d

be unable to read the nmessage because it would be swanped
I n noi se. Eve

woul d be unable to disentangle the noise fromthe nessage.
The only

person who can renove the noise and read the nessage is
Alice, because

she is in the unique position of know ng the exact nature
of the noi se,

having put it there in the first place. Ellis realized
that security had been

achi eved w t hout exchangi ng any key. The key was the

noi se, and only

Alice needed to know the details of the noise.

In a nenorandum Ellis detailed his thought processes:
"The next question

was the obvious one. Can this be done with ordinary

enci pher nent ?

Can we produce a secure encrypted nessage, readable by the
aut hori zed

reci pient without any prior secret exchange of the key?
Thi s question actually

occurred to ne in bed one night, and the proof of the

t heoretical possibility

took only a few m nutes. W had an existence theorem The
unt hi nkabl e was

actually possible.” (An existence theorem shows that a
particul ar concept is

possi bl e, but is not concerned with the details of the
concept.) In other



words, until this nonment, searching for a solution to the
key distribution

problemwas |ike |ooking for a needle in a haystack, wth
the possibility that

t he needl e m ght not even be there. However, thanks to the
exi stence theorem

Ellis now knew that the needle was in there sonewhere.

Ellis's ideas were very simlar to those of Diffie,
Hel | man and Merkl e,

except that he was several years ahead of them However,
nobody knew of

Ellis's work because he was an enpl oyee of the British
Gover nnent and

therefore sworn to secrecy. By the end of 1969, Ellis
appears to have reached

the same inpasse that the Stanford trio would reach in
1975. He had proved

to hinself that public key cryptography (or nonsecret
encryption, as he

called it) was possible, and he had devel oped the concept
of separate

public keys and private keys. He al so knew t hat he needed
to find a special

one-way function, one that could be reversed if the

recei ver had access to a

pi ece of special information. Unfortunately, Ellis was not
a mat hemati ci an.
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He experinmented with a few nmat hemati cal functions, but he
soon realized

that he woul d be unable to progress any further on his
own.

At this point, Ellis revealed his breakthrough to his
bosses. Their reactions

are still classified material, but in an interview R chard
Wal t on was

prepared to paraphrase for ne the various nenoranda that
wer e

exchanged. Sitting with his briefcase on his lap, the lid



shi el ding the
papers fromny view, he flicked through the docunents:

| can't show you the papers that | have in here because
they still have

naughty words |ike top secret stanped all over them
Essentially, Janes's

i dea goes to the top man, who farns it out, in the way
that top nen do, so

that the experts can have a look at it. They state that
what James is saying is

perfectly true. In other words, they can't wite this man
off as a crank. At

the same tinme they can't think of a way of inplenenting
his idea in practice.

And so they're inpressed by Janes's ingenuity, but
uncertain as to howto

take advantage of it.

For the next three years, GCHQ's brightest m nds struggl ed
to find a oneway

function that satisfied Ellis's requirenents, but nothing
ener ged.

Then, in Septenber 1973, a new mat hematician joined the
team Cdifford

Cocks had recently graduated from Canbri dge University,
where he had

speci alized in nunber theory, one of the purest forns of
mat hemati cs.

When he joined GCHC*he knew very little about encryption
and the

shadowy world of mlitary and di plomatic comruni cati on, so
he was

assigned a nentor, N ck Patterson, who guided hi mthrough
his first few weeks at GCHQ

After about six weeks, Patterson told Cocks about "a
real | y whacky

idea."” He outlined Ellis's theory for public key
crypt ography, and

expl ai ned that nobody had yet been able to find a

mat hemati cal function



that fitted the bill. Patterson was telling Cocks because
this was the nost

titillating cryptographic idea around, not because he
expected himto try

to solve it. However, as Cocks explains, later that day he
set to work:

"There was not hing particul ar happening, and so | thought

| woul d think

about the idea. Because | had been working in nunber
theory, it was natural

to think about one-way functions, sonething you could do
but not

undo. Prinme nunbers and factoring was a natural candi date,
and t hat

becanme ny starting point.’
formul ate what woul d

Cocks was beginning to
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| at er be known as the RSA asymretric cipher. R vest,
Sham r and Adl erman

di scovered their forrmula for public key cryptography in
1977, but four

years earlier the young Canbri dge graduate was goi ng

t hrough exactly the

same t hought processes. Cocks recalls: "Fromstart to
finish, it took nme no

nore than half an hour. | was quite pleased with nyself. |
t hought, ' Qoh,
that's nice. |'ve been given a problem and |I've sol ved

it

Cocks did not fully appreciate the significance of his
di scovery. He was

unaware of the fact that GCHQ's brightest m nds had been
struggl i ng

with the problemfor three years, and had no idea that he
had made one

of the nobst inportant cryptographic breakthroughs of the
century.

Cocks's naivety may have been part of the reason for his
success, allow ng

himto attack the problemw th confidence, rather than



timdly prodding

at it. Cocks told his nentor about his discovery, and it
was Patterson who

then reported it to the managenent. Cocks was quite
diffident and very

much still a rookie, whereas Patterson fully appreciated
t he context of the

Figure 67 Cifford Cocks.
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probl em and was nore capabl e of addressing the technical
guestions that

woul d i nevitably arise. Soon conplete strangers started
appr oachi ng Cocks,

t he wonderki d, and began to congratulate him One of the
strangers was

Janmes Ellis, keen to neet the man who had turned his dream
into areality.

Because Cocks still did not understand the enormty of his
achi evenent,

the details of this neeting did not nake a great inpact on
him and so now,

over two decades |ater, he has no nenory of Ellis's

reacti on.

When Cocks did eventually realize what he had done, it
struck him

that his discovery m ght have di sappointed G H Hardy, one
of the great

English mat hematicians of the early part of the century.
In his The

Mat hematici an's Apol ogy, witten in 1940, Hardy had
proudly stated: "Real

mat hemati cs has no effects on war. No one has yet

di scovered any warli ke

purpose to be served by the theory of nunbers." Real

mat hemati cs

means pure mat hematics, such as the nunber theory that was
at the heart



of Cocks's work. Cocks proved that Hardy was wong. The

I ntricacies of

nunber theory could now be used to hel p generals plan
their battles in

conpl ete secrecy. Because his work had inplications for
mlitary comuni cati ons,

Cocks, like Ellis, was forbidden fromtelling anybody
out si de

GCHQ_ about what he had done. Working at a top-secret
gover nment

establ i shnent neant that he could tell neither his parents
nor his

former coll eagues at Canbridge University. The only person
he could tell

was his wife, GIlI, since she was al so enpl oyed at GCHCX

Al t hough Cocks's idea was one of GCHQ's nbst potent
secrets, it suffered

fromthe problem of being ahead of its tinme. Cocks had

di scovered

a mat hematical function that permitted public key

crypt ography, but

there was still the difficulty of inplenmenting the system
Encryption via

public key cryptography requires nuch nore conputer power
t han

encryption via a symmetric cipher like DES. In the early
1970s, conputers

were still relatively primtive and unable to performthe
process of

public key encryption within a reasonabl e anount of tine.
Hence,

CCHQ*were not in a position to exploit public key

crypt ography. Cocks

and Ellis had proved that the apparently inpossible was
possi bl e, but

nobody could find a way of making the possible practical.

At the beginning of the follow ng year, 1974, Cocks
expl ai ned his work

on public key cryptography to MalcolmWIIianmson, who had
recently

j oi ned GCHQ"as a cryptographer. The nen happened to be old
friends.
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They had both attended Manchester G anmmar School, whose
school

notto is Sapere aude, "Dare to be wse." Wile at school
In 1968, the two

boys had represented Britain at the Mathematical O ynpiad
in the Sovi et

Union. After attending Canbridge University together, they
went their

separate ways for a couple of years, but now they were
reuni ted at

GCHQ They had been exchangi ng nat henmati cal ideas since

t he age of

el even, but Cocks's revelation of public key cryptography
was t he nost

shocking idea that WIllianmson had ever heard. "diff
expl ai ned his idea

to nme," recalls WIllianson, "and | really didn't believe
it. | was very suspicious,

because this is a very peculiar thing to be able to do."

WIIlianson went away, and began trying to prove that Cocks
had nmade

a mstake and that public key cryptography did not really
exist. He

probed the mat hematics, searching for an underlying flaw
Publ i c key

crypt ography seened too good to be true, and WIIlianson
was so

determined to find a m stake that he took the problem

home. GCHQ"

Figure 68 Malcol mWIIianson.
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enpl oyees are not supposed to take work hone, because
everything the do is classified, and the hone environnent is
potentially vul nerable t

espi onage. However, the problemwas stuck in WIIlianson's
brain, so he could not avoid thinking about it. Defying
orders, he carried his work

back to his house. He spent five hours trying to find a
flaw. "Essentially J

failed," says WIlianson. "Instead | cane up wth anot her
solution to the

probl em of key distribution.'
DiffieHel |l mnMerkle

key exchange, at roughly the sane tine that Martin
Hel | man di scovered it. WIllianmson's initial reaction
reflected his cynical

W lianmson was di scovering

di sposition: "This | ooks great, | thought to nyself. |
wonder if | can find

aflawin this one. | guess | was in a negative nood that
day."

By 1975, Janes Ellis, difford Cocks and Ml col m

W1 lianmson had di scovered

all the fundanmental aspects of public key cryptography,
yet they

all had to remain silent. The three Britons had to sit
back and watch as

their discoveries were rediscovered by Diffie, Hell man,
Mer kl e, Rivest,

Sham r and Adl eman over the next three years. Curiously,
GCHQ'\di s-covered

RSA before Diffie-Hell man-Merkl e key exchange, whereas in
the outside world, D ffie-Hell man-Merkle key exchange cane
first. The

scientific press reported the breakthroughs at Stanford
and MT, and the

researchers who had been allowed to publish their work in
the scientific

Figure 69 MalcolmWIIlianmson (second fromleft) and



Cifford Cocks (extrene right)
arriving for the 1968 Mt hematical d ynpi ad.
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ournal s becane fanpbus within the community of

crypt ographers. A

Mui ck 1 ook on the Internet with a search engine turns up
15 Wb pages

fmentioning Cifford Cocks, conpared to 1,382 pages that
menti on

fWwhitfield Diffie. Cocks's attitude is admrably
restrained: "You don't get

i nvolved in this business for public recognition.”

Wl lianmson is equally dispassionate:

"My reaction was 'Ckay, that's just the way it is.'
Basically, | just

got on with the rest of ny life."

; Wlliamson's only qualmis that GCHQ" failed to patent
public key

crypt ography. Wien Cocks and WIlianson first nmade their
br eakt hr oughs,

there was agreenent anong GCHQ nanagenent that patenting
was i npossible for two reasons. First, patenting would
mean having to

reveal the details of their work, which would have been
I nconpatible with

GCHCXs ains. Second, in the early 1970s it was far from
cl ear that mathemati cal

al gorithms could be patented. When Diffie and Hel |l man
tried to

file for a patent in 1976, however, it was evident that
t hey coul d be

patented. At this point, WIlianson was keen to go public
and block Diffie

and Hel l man's application, but he was overrul ed by his
seni or nmanagers,

who were not farsighted enough to see the digital

revol ution and the

potential of public key cryptography. By the early 1980s
WIllianmson's



bosses were beginning to regret their decision, as

devel opnents in conputers

and the enbryonic Internet nade it clear that RSA and
DiffieHell mnMerkl e

key exchange woul d bot h be enornously successf ul

commerci al products. In 1996, RSA Data Security, Inc., the
company

responsi bl e for RSA products, was sold for $200 mllion.

Al t hough the work at GCHQ was still classified, there was
one ot her

organi zation that was aware of the breakthroughs that had
been achi eved

in Britain. By the early 1980s Anerica's National Security
Agency knew

about the work of Ellis, Cocks and WIllianson, and it is
probably via the

NSA that Whitfield Diffie heard a runor about the British
di scoveries. In

Septenber 1982, Diffie decided to see if there was any
truth in the runor,

and he traveled with his wife to Cheltenhamin order to
talk to Janmes Ellis

face-to-face. They net at a |ocal pub, and very quickly
Mary was struck by

Ellis's remarkabl e character

We sat around tal king, and | suddenly becane aware that
this was the

nost wonderful person you could possibly imagine. The
breadth of his
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mat hemat i cal knowl edge is not something | could
confidently discuss, but

he was a true gentl eman, inmensely nodest, a person with
great generosity

of spirit and gentility. Wien | say gentility, | don't
mean ol d-fashi oned and



musty. This man was a chevalier. He was a good man, a
truly good man. He
was a gentle spirit.

AN

Diffie and Ellis discussed various topics, from
archaeology to howrats in

the barrel inprove the taste of cider, but whenever the
conversation

drifted toward cryptography, Ellis gently changed the
subject. At the end

of Diffie's visit, as he was ready to drive away, he could
no | onger resi st

directly asking Ellis the question that was really on his
mnd: "Tell ne

about how you invented public key cryptography?" There was
a |l ong

pause. Ellis eventually whispered: "Well, | don't know how
much | shoul d

say. Let ne just say that you people did nuch nore with it
than we did."

Al t hough GCHQ'were the first to discover public key
crypt ogr aphy,

this should not dimnish the achievenents of the academ cs
who redi scovered

it. It was the academ cs who were the first to realize the
potenti al

of public key encryption, and it was they who drove its

I npl enent ati on.

Furthernore, it is quite possible that GCHQ woul d never
have reveal ed

their work, thus blocking a formof encryption that would
enabl e the

digital revolution to reach its full potential. Finally,

t he di scovery by the

academ cs was whol |y i ndependent of GCHQJs di scovery, and
on an

intellectual par wwth it. The academ c environnent is
conpl etely isol ated

fromthe top-secret domain of classified research, and



academ cs do not

have access to the tools and secret know edge that nay be
hi dden in the

classified world. On the other hand, governnent

resear chers al ways have

access to the academc literature. One mght think of this
flow of information

in ternms of a one-way function--information flows freely
i n one

direction, but it is forbidden to send information in the
opposite direction.

When Diffie told Hell man about Ellis, Cocks and
WIllianmson, his attitude

was that the discoveries of the academ cs should be a
footnote in the

hi story of classified research, and that the discoveries
at GCHQ‘shoul d

be a footnote in the history of academ c research.
However, at that stage

nobody except GCHQ NSA, Diffie and Hell man knew about the
classified

research, and so it could not even be considered as a

f oot not e.

By the m d-1980s, the npbod at GCHQ'was changi ng, and the
man
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agenent considered publicly announcing the work of Ellis,
Cocks and

Wl lianmson. The mat hematics of public key cryptography was
al ready

wel | established in the public domain, and there seened to
be no reason

to remain secretive. In fact, there would be distinct
benefits if the British

reveal ed their groundbreaki ng work on public key

crypt ography. As

Ri chard Walton recalls:



W flirted with the idea of comng clean in 1984. W began
to see advant ages

for GCHQJj eing nore publicly acknow edged. It was a tine
when t he gover nnent

security market was expandi ng beyond the traditional
mlitary and

di plomati c custoner, and we needed to capture the

confi dence of those who

did not traditionally deal with us. W were in the mddle
of Thatcherism and

we were trying to counter a sort of "governnent is bad,
private is good" ethos.

So, we had the intention of publishing a paper, but that

| dea was scuppered

by that blighter Peter Wight, who wote Spy/catcher. W
were just warm ng up

seni or managenent to approve this rel ease, when there was
all this hoo-ha

about Spy catcher. Then the order of the day was "heads
down, hats on."

Peter Wight was a retired British intelligence officer,
and the publication

of Spycatcher, his nenoirs, was a source of great
enbarrassnent to the

British governnment. It would be another 13 years before
GCHQ* eventual ly

went public--28 years after Ellis's initial breakthrough.
In 1997 difford Cocks conpleted sone inportant unclassified
wor k on RSA,

whi ch woul d have been of interest to the wi der comunity,
and whi ch

woul d not be a security risk if it were to be published.
As a result, he was

asked to present a paper at the Institute of Mathematics
and its Applications

Conference to be held in Grencester. The room woul d be
full of

crypt ography experts. A handful of them would know t hat
Cocks, who

woul d be tal king about just one aspect of RSA was
actually its unsung

I nventor. There was a risk that sonmebody m ght ask an



enbarrassi ng questi on,

such as "Did you invent RSA?" If such a question arose,
what was

Cocks supposed to do? According to GCHQpolicy he would
have to

deny his role in the devel opnent of RSA, thus forcing him
to lie about

an issue that was totally innocuous. The situation was
clearly ridicul ous,

and GCHQ decided that it was tinme to change its policy.
Cocks was given

perm ssion to begin his talk by presenting a brief history
of GCHQ's contribution

to public key cryptography.
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On Decenber 18, 1997, Cocks delivered his talk. After

al nost three

decades of secrecy, Ellis, Cocks and WIlIlianson received
t he acknow edgnent

t hey deserved. Sadly, Janmes Ellis had died just one nonth
earlier

on Novenber 25, 1997, at the age of seventy-three. Ellis
joined the list of

British cipher experts whose contributions woul d never be
recogni zed

during their lifetines. Charles Babbage's breaking of the
Vi gener e ci pher

was never revealed during his lifetinme, because his work
was invaluable to

British forces in the Crinea. Instead, credit for the work
went to Friedrich

Kasiski. Simlarly, Alan Turing's contribution to the war
effort was unparall el ed,

and yet governnent secrecy denmanded that his work on

Eni gma

could not be reveal ed.



In 1987, Ellis wote a classified docunent that recorded
his contribution

to public key cryptography, which included his thoughts on
t he

secrecy that so often surrounds cryptographi c work:

Cryptography is a nost unusual science. Mst professional
scientists aimto

be the first to publish their work, because it is through
di ssem nation that

the work realizes its value. In contrast, the fullest

val ue of cryptography is

realized by mnimzing the information available to
potential adversari es.

Thus professional cryptographers normally work in closed
comrunities to

provi de sufficient professional interaction to ensure
quality while maintaining

secrecy fromoutsiders. Revelation of these secrets is
normal Iy only

sanctioned in the interests of historical accuracy after
it has been denonstrated

that no further benefit can be obtained from conti nued
secrecy.

17 Pretty Good Privacy

Just as Whit Diffie predicted in the early 1970s, we are
now entering the

I nformati on Age, a postindustrial era in which information
I s the nost

val uabl e cormmodity. The exchange of digital information
has becone an

I ntegral part of our society. Already, tens of mllions of
e-mails are sent

each day, and electronic mail will soon becone nore
popul ar than conventi onal
mail. The Internet, still in its infancy, has provided the

I nfrastructure
for the digital marketplace, and e-commerce is thriving.
Money



Is flow ng through cyberspace, and it is estinmated that
every day hal f

the world's Gross Donestic Product travels through the
Soci ety for

Wor |l dwi de | nterbank Fi nancial Tel ecomruni cati ons net wor k.
In the

future, denocracies that favor referenda will begin to
have on-1ine voting,
and governments will use the Internet to help adm nister

their countries,
offering facilities such as on-line tax declarations.

However, the success of the Information Age depends on the
ability to

protect information as it flows around the world, and this
relies on the

power of cryptography. Encryption can be seen as providing
the | ocks and

keys of the Information Age. For two thousand years
encryption has been

of inportance only to governnments and the mlitary, but
today it al so has

arole to play in facilitating business, and tonorrow

ordi nary people wll

rely on cryptography in order to protect their privacy.
Fortunately, just as

the Information Age is taking off, we have access to
extraordinarily strong

encryption. The devel opnent of public key cryptography,
particularly the

RSA ci pher, has given today's cryptographers a clear
advantage in their

continual power struggle against cryptanalysts. If the
value of Nis large

enough, then finding p and q takes Eve an unreasonabl e
anount of tine,

and RSA encryption is therefore effectively unbreakabl e.
Most i nportant

of all, public key cryptography is not weakened by any key
di stribution
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Figure 70 Phil Zi nrer mann.
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problens. In short, RSA guarantees al nost unbreakabl e
| ocks for our
nost precious pieces of informtion.

However, as with every technology, there is a dark side to
encryption.

As well as protecting the communi cations of | aw abi ding
citizens, encryption

al so protects the comruni cati ons of crimnals and
terrorists.

Currently, the police use wiretapping as a way of

gat hering evidence in

serious cases, such as organized crinme and terrorism but
this woul d be

i npossible if crimnals used unbreakabl e ci phers. As we
enter the twenty-first

century, the fundanental dilenmma for cryptography is to
find a way

of allowi ng the public and business to use encryption in
order to exploit

the benefits of the Information Age w thout allow ng
crimnals to abuse

encryption and evade arrest. There is currently an active
and vi gorous

debat e about the best way forward, and nuch of the

di scussi on has been

inspired by the story of Phil Zi mrernmann, a nman whose
attenpts to

encourage the wi despread use of strong encryption have
pani cked

Anerica's security experts, threatened the effectiveness
of the billion-dollar

Nat i onal Security Agency, and nade hi mthe subject of an
FBI inquiry

and a grand jury investigation.

Phi |l Zi nrermann spent the m d-1970s at Florida Atlantic
Uni versity,



where he studi ed physics and then conputer science. On
graduation he

seened set for a steady career in the rapidly grow ng
conmput er industry,

but the political events of the early 1980s transforned
his life, and he

becane | ess interested in the technol ogy of silicon chips
and nore

worried about the threat of nuclear war. He was al armed by
t he Sovi et

I nvasi on of Afghani stan, the election of Ronald Reagan,
the instability

caused by an agi ng Brezhnev and the increasingly tense
nature of the

Cold War. He even considered taking hinmself and his famly
to New

Zeal and, believing that this would be one of the few

pl aces on Earth that

woul d be habitable after a nuclear conflict. But just as
he had obt ai ned

passports and the necessary immgration papers, he and his
wi fe attended

a neeting held by the Nucl ear Wapons Freeze Canpai gn.

Rat her than

flee, the Zimermanns decided to stay and fight the battle
at hone,

becom ng front-line antinuclear activists-they educated
political candi dates

on issues of mlitary policy, and were arrested at the
Nevada nucl ear

testing grounds, alongside Carl Sagan and four hundred

ot her protesters.

A few years later, in 1988, M khail Gorbachev becane head
of state of
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t he Sovi et Union, heral ding perestroi ka, glasnost and a
reduction in tension

bet ween East and West. Zimmermann's fears began to
subsi de, but

he did not |ose his passion for political activism he
nmerely channeled it



Iin a different direction. He began to focus his attentions
on the digital
revol ution and the necessity for encryption:

Cryptography used to be an obscure science, of little
rel evance to everyday

life. Historically, it always had a special role in
mlitary and di plonmatic

comruni cations. But in the Information Age, cryptography
I s about

political power, and in particular, about the power

rel ati onship between a

governnent and its people. It is about the right to
privacy, freedom of

speech, freedom of political association, freedom of the
press, freedom

from unreasonabl e search and seizure, freedomto be |eft
al one.

These views m ght seem paranoid, but according to

Zi mermann there is

a fundanental difference between traditional and digital
communi cati on

whi ch has inportant inplications for security:

In the past, if the governnent wanted to violate the
privacy of ordinary citizens,

It had to expend a certain anount of effort to intercept
and steam

open and read paper mail, or listen to and possibly
transcri be spoken tel ephone

conversations. This is anal ogous to catching fish with a
hook and a

line, one fish at a tine. Fortunately for freedom and
denocracy, this kind of

| abor-intensive nonitoring is not practical on a |arge
scal e. Today, electronic

mail is gradually replacing conventional paper mail, and
IS soon to be the

norm for everyone, not the novelty it is today. Unlike
paper mail, emil



nessages are just too easy to intercept and scan for

I nteresting keywords.

This can be done easily, routinely, automatically, and
undetectably on a

grand scale. This is analogous to driftnet fishing-nmaking
a quantitative and

qualitative Owellian difference to the health of
denocracy.

The difference between ordinary and digital mail can be
il lustrated by

I magining that Alice wants to send out invitations to her
bi rt hday party,

and that Eve, who has not been invited, wants to know t he
time and pl ace

of the party. If Alice uses the traditional nmethod of
posting letters, then

It is very difficult for Eve to intercept one of the
invitations. To start wth,

Eve does not know where Alice's invitations entered the
postal system

because Alice could use any postbox in the city. Her only
hope for

I ntercepting one of the invitations is to sonehow identify
t he address of
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one of Alice's friends, and infiltrate the |local sorting
of fice. She then has

to check each and every letter manually. |If she does
manage to find a

| etter fromAlice, she will have to steamit open in order
to get the infornmation

she wants, and then return it to its original condition to
avoi d any

suspi ci on of tanpering.

In conparison, Eve's task is nmade considerably easier if
Al'i ce sends her
invitations by e-mail. As the nmessages | eave Alice's



conputer, they will go

to a local server, a main entry point for the Internet; if
Eve is clever

enough, she can hack into that | ocal server w thout

| eavi ng her hone. The

invitations will carry Alice's e-nmail address, and it
would be a trivial matter

to set up an electronic sieve that | ooks for e-mails
containing Alice's

address. Once an invitation has been found, there is no
envel ope to open,

and so no problemin reading it. Furthernore, the

I nvitation can be sent

on its way without it show ng any sign of having been

i ntercepted. Alice

woul d be oblivious to what was goi ng on. However, there is
a way to prevent

Eve fromreading Alice's e-nmails, nanely encryption.

More than a hundred million e-mails are sent around the
wor | d each

day, and they are all vulnerable to interception. Digital

t echnol ogy has

ai ded communi cation, but it has also given rise to the
possi bility of those

comruni cati ons being nonitored. According to Zi nmernmann,
crypt ographers

have a duty to encourage the use of encryption and thereby
protect the privacy of the individual:

A future governnent could inherit a technol ogy

i nfrastructure that's optim zed

for surveillance, where they can watch the novenents of
their political

opposition, every financial transaction, every

conmuni cati on, every

bit of e-mail, every phone call. Everything could be
filtered and scanned

and automatically recogni zed by voice recognition
technol ogy and transcri bed.

It's time for cryptography to step out of the shadows of
spi es and

the mlitary, and step into the sunshine and be enbraced



by the rest of us.

In theory, when RSA was invented in 1977 it offered an
antidote to the

Bi g Brother scenario because individuals were able to
create their own

public and private keys, and thereafter send and receive
perfectly secure

nmessages. However, in practice there was a major problem
because the

actual process of RSA encryption required a substanti al
anount of conputing

power in conparison with symmetric forns of encryption,
such as
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DBS. Consequently, in the 1980s it was only governnent,
the mlitary

and | arge busi nesses that owned conputers powerful enough
to run RSA

Not surprisingly, RSA Data Security, Inc., the conpany set
up to comrercialize

RSA, devel oped their encryption products with only these
markets in m nd.

In contrast, Zi mrermann believed that everybody deserved
the right

to the privacy that was offered by RSA encryption, and he
directed his

political zeal toward devel oping an RSA encryption product
for the

masses. He intended to draw upon his background in
conput er science

to design a product with econony and efficiency in mnd,

t hus not overl oadi ng

the capacity of an ordinary personal conmputer. He al so
want ed

his version of RSA to have a particularly friendly

I nterface, so that the



user did not have to be an expert in cryptography to
operate it. He called

his project Pretty Good Privacy, or PGP for short. The
name was i nspired

by Ral ph's Pretty Good G oceries, a sponsor of Garrison
Keillor's Prairie

Home Conpani on, one of Zimmernmann's favorite radi o shows.

During the late 1980s, working fromhis home in Boul der,
Col or ado,

Zi mrer mann gradual |y pi eced together his scranbling

sof twar e package.

H s main goal was to speed up RSA encryption. Ordinarily,
If Alice wants

to use RSA to encrypt a nmessage to Bob, she | ooks up his
public key and

then applies RSA's one-way function to the nessage.
Conversely, Bob

decrypts the ciphertext by using his private key to
reverse RSA' s one-way

function. Both processes require considerabl e mat hemati cal
mani pul ati on,

so encryption and decryption can, if the nmessage is |ong,
t ake several

m nutes on a personal conputer. If Alice is sending a
hundr ed nessages

a day, she cannot afford to spend several m nutes
encrypting each one. To

speed up encryption and decryption, Zi mernmann enpl oyed a
neat trick

that used asymmetric RSA encryption in tandemwth

ol d-fashi oned symetric

encryption. Traditional symetric encryption can be just
as secure

as asymmetric encryption, and it is much quicker to
perform but symmetric

encryption suffers fromthe problemof having to
distribute the

key, which has to be securely transported fromthe sender
to the receiver

This is where RSA cones to the rescue, because RSA can be
used to

encrypt the symetric key.



Zi mrermann pictured the follow ng scenario. If Alice wants
to send

an encrypted nmessage to Bob, she begins by encrypting it
with a symet -

1
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ric cipher. Z mrermann suggested using a ci pher known as

| DEA, which

Is simlar to DES. To encrypt with IDEA, Alice needs to
choose a key, but

for Bob to decrypt the nessage Alice sonehow has to get
the key to Bob.

Al'ice overcones this problem by | ooking up Bob's RSA
public key, and

then uses it to encrypt the | DEA key. So, Alice ends up
sendi ng two

things to Bob: the nessage encrypted with the symretric

| DEA ci pher

and the | DEA key encrypted with the asymmetric RSA ci pher.
At the

ot her end, Bob uses his RSA private key to decrypt the

| DEA key, and

then uses the I DEA key to decrypt the nessage. This m ght
seem convol ut ed,

but the advantage is that the nmessage, which m ght contain
a large

anmount of information, is being encrypted with a quick
symetric

ci pher, and only the symmetric | DEA key, which consists of
arelatively

smal | anmount of information, is being encrypted with a

sl ow asymetric

ci pher. Zi mrermann pl anned to have this conbination of RSA
and

| DEA within the PGP product, but the user-friendly

i nterface woul d

nmean that the user would not have to get involved in the
nuts and bolts

of what was goi ng on.

Having | argely sol ved the speed problem Zi nmermann al so



| ncor por at ed

a series of handy features into PGP. For exanple, before
usi ng the

RSA conponent of PGP, Alice needs to generate her own
private key and

public key. Key generation is not trivial, because it
requires finding a pair

of giant prinmes. However, Alice only has to w ggle her
nouse in an erratic

manner, and the PGP programw || go ahead and create her
private key

and public key--the nouse novenents introduce a random
factor which

PGP utilizes to ensure that every user has their own

di stinct pair of

prinmes, and therefore their own uni que private key and
public key. Thereafter

Alice nerely has to publicize her public key.

Anot her hel pful aspect of PGP is its facility for
digitally signing an email .

Odinarily e-mail does not carry a signature, which neans
that it is

| npossible to verify the true author of an electronic
nmessage. For exanpl e,

If Alice uses e-mail to send a love letter to Bob, she
normal |y encrypts

it with his public key, and when he receives it he
decrypts it with his

private key. Bob is initially flattered, but how can he be
sure that the | ove

letter is really fromAlice? Perhaps the mal evol ent Eve
wrote the emai

and typed Alice's nane at the bottom Wthout the
reassurance of a handwitten

I nk signature, there is no obvious way to verify the

aut hor shi p.

300 The Code Book
Alternatively, imagine that a bank receives an e-mail from

a client, which
instructs that all the client's funds shoul d be



transferred to a private

nunber ed bank account in the Cayman |slands. Once agai n,
Wi t hout a

handwitten signature, how does the bank know that the
e-mail is really

fromthe client? The e-mail could have been witten by a
crim nal

attenpting to divert the noney to his own Caynman | sl ands
bank account.

In order to develop trust on the Internet, it is essential
that there is sone

formof reliable digital signature.

The PGP digital signature is based on a principle that was
first

devel oped by Wihitfield Diffie and Martin Hell man. \Wen

t hey proposed

the idea of separate public keys and private keys, they
realized that, in

addition to solving the key distribution problem their

i nvention woul d

al so provide a natural mechani smfor generating e-nai
signatures. In

Chapter 6 we saw that the public key is for encrypting and
the private key

for decrypting. In fact the process can be swapped around,
so that the

private key is used for encrypting and the public key is
used for decrypting.

This node of encryption is usually ignored because it
offers no

security. If Alice uses her private key to encrypt a
nessage to Bob, then

everybody can decrypt it because everybody has Alice's
public key.

However, this node of operation does verify authorship,
because i f Bob

can decrypt a nmessage using Alice's public key, then it
nmust have been

encrypted using her private key--only Alice has access to
her private key,

so the nessage nust have been sent by Alice.

In effect, if Alice wants to send a |love |letter to Bob,



she has two

options. Either she encrypts the nessage with Bob's public
key to

guar antee privacy, or she encrypts it with her own private
key to guarantee

aut horshi p. However, if she conbi nes both options she can
guar ant ee

privacy and authorship. There are quicker ways to achieve
this, but here is

one way in which Alice mght send her |love letter. She
starts by encrypting

t he nmessage using her private key, then she encrypts the
resulting

ci phertext using Bob's public key. W can picture the
nmessage surrounded

by a fragile inner shell, which represents encryption by
Alice's private key,
and a strong outer shell, which represents encryption by

Bob' s public key.

The resulting ciphertext can only be deci phered by Bob,
because only he

has access to the private key necessary to crack the
strong outer shell

Havi ng deci phered the outer shell, Bob can then easily
deci pher the inner
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| " shell using Alice's public key-the inner shell is not
nmeant to protect the
S nessage, but it does prove that the nessage cane from
Alice, and not an

| npost or.

By this stage, sending a PGP encrypted nessage is becom ng
quite

| conplicated. The | DEA cipher is being used to encrypt

t he nessage, RSA

I s being used to encrypt the | DEA key, and anot her stage
of encryption

has to be incorporated if a digital signature is required.
However, Zi nmer mann

devel oped his product in such a way that it would do



everyt hi ng

automatically, so that Alice and Bob woul d not have to

wor ry about

the mat henmatics. To send a nessage to Bob, Alice would
sinmply wite her

e-mai |l and select the PGP option froma nenu on her
comput er screen.

Next she would type in Bob's nane, then PGP would find
Bob' s public

key and automatically performall the encryption. At the
sanme tinme PGP

woul d do the necessary jiggery-pokery required to
digitally sign the nessage.

Upon receiving the encrypted nessage, Bob woul d sel ect the
PGP

option, and PGP woul d decrypt the nessage and verify the
aut hor. Not hi ng

in PGP was original-Diffie and Hell man had al ready thought
of digital

signatures and ot her cryptographers had used a conbi nati on
of symetric

and asymretric ciphers to speed up encryption--but

Zi mrer mann

was the first to put everything together in one
easy-to-use encryption

product, which was efficient enough to run on a noderately
si zed personal

comput er.

By the summer of 1991, Zi mmermann was well on the way to

t ur ni ng

PGP into a polished product. Only two probl ens remai ned,
nei t her of

them technical. A long-term problem had been the fact that
RSA, whi ch

is at the heart of PGP, is a patented product, and patent
| aw requi red

Zimrermann to obtain a license from RSA Data Security,
Inc. before he

| aunched PGP. However, Zi mmermann decided to put this
problemto

one side. PGP was intended not as a product for

busi nesses, but rather as

sonething for the individual. He felt that he would not be



conpeting

directly with RSA Data Security, Inc., and hoped that the
conpany woul d

give hima free license in due course.

A nore serious and i nmedi ate problemwas the U S. Senate's
1991

ommi bus anticrinme bill, which contained the follow ng
clause: "It is the

sense of Congress that providers of electronic
comruni cati ons services

and manufacturers of electronic conmunications service
equi pnent shal
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ensure that conmuni cations systens permt the governnent
to obtain

the plain text contents of voice, data, and other
comuni cati ons when

appropriately authorized by law. " The Senate was concerned
t hat devel opnents

in digital technol ogy, such as cellular tel ephones, m ght
prevent

| aw enforcers fromperformng effective wretaps. However,
as well as forcing

conpani es to guarantee the possibility of wretapping, the
bill also

seened to threaten all forms of secure encryption.

A concerted effort by RSA Data Security, Inc., the
comruni cati ons

I ndustry, and civil liberty groups forced the clause to be
dr opped, but the
jj 11l consensus was that this was only a tenporary

reprieve. Zi nmermnn was

fearful that sooner or |ater the governnent woul d again

try to bring in legislation

that would effectively outlaw encryption such as PGP. He
had

al ways intended to sell PGP, but now he reconsidered his
options. Rather



than waiting and ri sk PGP being banned by the governnent,
he deci ded

that it was nore inportant for it to be available to
everybody before it was

too late. In June 1991 he took the drastic step of asking
a friend to post

PGP on a Usenet bulletin board. PGP is just a piece of
software, and so

fromthe bulletin board it could be downl oaded by anyone
for free. PGP

was now | oose on the Internet.

Initially, PGP caused a buzz only anong afici onados of
crypt ogr aphy.

Later it was downl oaded by a w der range of |nternet

ent husi asts. Next,

conput er nmagazi nes ran brief reports and then full-page
articles on the

PGP phenonenon. G adually PGP began to perneate the nost
renot e

corners of the digital comrunity. For exanple, human

ri ghts groups

around the world started to use PGP to encrypt their
docunents, in order

to prevent the information fromfalling into the hands of
t he regi mes that

wer e bei ng accused of human-rights abuses. Zi mmer mann
began to

receive e-mails praising himfor his creation. "There are
resi stance groups

In Burma," says Zi mmernmann, "who are using it in jungle
trai ni ng canps.

They've said that it's hel ped norale there, because before
PGP was introduced

captured docunents would lead to the arrest, torture and
execution

of entire famlies." In 1991, on the day that Boris
Yeltsin was shelling

Moscow s Parlianent buil ding, Zimerman received this
e-mail via

sonmeone in Latvia: "Phil, I wish you to know. let it never
be, but if dictatorship

takes over Russia, your PGP is wi despread fromBaltic to
Far



East now and will hel p denocratic people if necessary.
Thanks. "
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Whi |l e Zi mmer mann was gai ni ng fans around the worl d, back
home in

Anerica he had been the target of criticism RSA Data
Security, Inc.

decided not to give Zimermann a free |license, and was
enraged that its

patent was being infringed. Although Zi nmrernmann rel eased
PGP as

freeware (free software), it contained the RSA system of
public key

crypt ography, and consequently RSA Data Security, Inc.

| abel ed PGP as
"bandi tware. "
bel onged

to sonebody el se. The patent wangle would continue for
several years,

during which tine Zi mrermann encountered an even greater
probl em

Zi mrer mann had gi ven sonet hi ng away whi ch

In February 1993, two governnent investigators paid

Zi mrer mann a

visit. After their initial enquiries about patent

i nfringenent, they began to

ask questions about the nore serious accusation of
il1legally exporting a

weapon. Because the U S. Governnent included encryption
sof t war e

Withinits definition of nunitions, along with mssiles,
nortars and

machi ne guns, PGP could not be exported without a |icense
fromthe

State Departnent. In other words, Zi nmermann was accused
of being an

arnms deal er because he had exported PGP via the Internet.
Over the next

three years Zi nmermann becane the subject of a grand jury
I nvestigation

and found hinself pursued by the FBI.



Encryption for the Masses.. . O Not?

The investigation into Phil Zi mermann and PGP ignited a
debat e about

the positive and negative effects of encryption in the

| nformati on Age.

The spread of PGP gal vani zed cryptographers, politicians,
civil libertarians

and | aw enforcers into thinking about the inplications of
w despr ead

encryption. There were those, |ike Zi nmermann, who
bel i eved that the

wi despread use of secure encryption would be a boon to
soci ety, providing

i ndividuals with privacy for their digital comunications.
Ranged

agai nst them were those who believed that encryption was a
threat to society,

because crimnals and terrorists would be able to

communi cate in

secret, safe frompolice wretaps.

The debate continued throughout the 1990s, and is
currently as contentious

as ever. The fundanmental question is whether or not

gover nment s

shoul d | egi sl at e agai nst cryptography. Cryptographic
freedom

woul d al | ow everyone, including crimnals, to be confident
that their
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e-mails are secure. On the other hand, restricting the use
of cryptography

woul d allow the police to spy on crimnals, but it would
al so allow the

police and everybody el se to spy on the average citizen.
Utimately, we,

t hrough the governnments we elect, wll decide the future



rol e of cryptography.

This section is devoted to outlining the two sides of the
debate. Miuch of the discussion will refer to policies and
policy-makers in

Anerica, partly because it is the home of PGP, around

whi ch nmuch of the

debate has centered, and partly because whatever policy is
adopted in

Arerica will ultimately have an effect on policies around
t he gl obe.

The case agai nst the w despread use of encryption, as
argued by | aw

enforcers, centers on the desire to maintain the status
guo. For decades,

police around the world have conducted | egal wretaps in
order to catch

crimnals. For exanple, in Arerica in 1918, wretaps were
used to counteract

the presence of wartine spies, and in the 1920s they
proved especially

effective in convicting bootl eggers. The view t hat

W retappi ng was a

necessary tool of |aw enforcenent becane firnly
established in the |ate

1960s, when the FBI realized that organized crine was
becom ng a grow ng

threat to the nation. Law enforcers were having great
difficulty in convicting

suspects because the nob made threats agai nst anyone who
m ght

consi der testifying against them and there was al so the
code of omerta, or

silence. The police felt that their only hope was to

gat her evi dence via

W retaps, and the Suprene Court was synpathetic to this
argunment. In

1967 it ruled that the police could enploy wretaps as

| ong as they had

first obtained a court authorization.

Twenty years later, the FBlI still maintains that "court
ordered w retapping
Is the single nost effective investigative techni que used



by | aw

enforcenent to conbat illegal drugs, terrorism violent
crime, espionage,

and organi zed crine." However, police wretaps would be
useless if crimnals

had access to encryption. A phone call nade over a digital
line is

not hing nore than a stream of nunbers, and can be
encrypted accordi ng

to the sane techni ques used to encrypt e-mails. PGPfone,
for exanple, is

one of several products capable of encrypting voice
communi cati ons

made over the |nternet.

Law enforcers argue that effective wiretapping is
necessary in order to

mai ntain | aw and order, and that encryption should be
restricted so that

they can continue with their interceptions. The police
have al r eady
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, encountered crimnals using strong encryption to protect
t hensel ves. A

German | egal expert said that "hot businesses such as the
arnms and drug

trades are no | onger done by phone, but are being settled
I n encrypted

formon the worl dwi de data networks." A Wite House
official indicated a

simlarly worrying trend in Anerica, claimng that

"organi zed crine nenbers

are sone of the nost advanced users of conputer systens
and of

strong encryption." For instance, the Cali cartel arranges
its drug deals via

encrypted comruni cations. Law enforcers fear that the

| nt ernet coupl ed

with cryptography will help crimnals to communi cate and
coordi nate

their efforts, and they are particularly concerned about



t he so-called Four

Hor senmen of the |Infocal ypse--drug deal ers, organi zed
crine, terrorists and

pedophi |l es--the groups who will benefit nost from
encryption.

In addition to encrypting communi cations, crimnals and
terrorists are

al so encrypting their plans and records, hindering the
recovery of evidence.

The Aum Shinri kyo sect, responsible for the gas attacks on
t he

Tokyo subway in 1995, were found to have encrypted sone of
t heir docunents

usi ng RSA. Ransey Yousef, one of the terrorists involved
in the

Wrld Trade Center bonbing, kept plans for future
terrorist acts

encrypted on his | aptop. Besides international terrorist
or gani zati ons,

nore run-of-the-mll crimnals also benefit from
encryption. An illegal

ganbling syndicate in America, for exanple, encrypted its
accounts for

four years. Conm ssioned in 1997 by the National Strategy
I nf or mati on

Center's U S. Wrking Goup on Organized Crine, a study by
Dor ot hy

Denning and WI | iam Baugh estinmated that there were five
hundr ed

crimnal cases worldw de involving encryption, and
predicted that this

nunber woul d roughly doubl e each year.

In addition to donestic policing, there are al so i ssues of
nat i onal

security. Anmerica's National Security Agency is
responsi bl e for gathering

intelligence on the nation's enem es by deci phering their
communi cati ons.

The NSA operates a worl dw de network of |istening
stations, in

cooperation with Britain, Australia, Canada and New

Zeal and, who all



gat her and share informati on. The network includes sites
such as the

Menwith Hill Signals Intelligence Base in Yorkshire, the
wor |l d's | ar gest
spy station. Part of Menwith HIl's work invol ves the

Echel on system

which is capable of scanning e-mails, faxes, telexes and

t el ephone cal | s,

searching for particular words. Echel on operates accordi ng
to a dictionary
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of suspicious words, such as "Hezbol |l ah," "assassin" and
"Cinton," and

the systemis smart enough to recogni ze these words in
real time. Echel on

can earmar k questionabl e nessages for further exam nation,
enabling it to

noni t or nmessages from particular political groups or
terrorist organi zations.

However, Echelon would effectively be useless if all
nmessages were

strongly encrypted. Each of the nations participating in
Echel on woul d

| ose valuable intelligence on political plotting and
terrorist attacks.

On the other side of the debate are the civil

| i bertarians, including

groups such as the Center for Denocracy and Technol ogy and
t he

El ectronic Frontier Foundation. The proencryption case is
based on the

belief that privacy is a fundanmental human right, as
recogni zed by Article

12 of the Universal Declaration of Human Ri ghts: "No one
shal| be subjected

to arbitrary interference with his privacy, famly, hone
or correspondence,

nor to attacks upon his honor and reputation. Everyone has
the right to the protection of the | aw agai nst such

I nterference or attacks."



Cvil libertarians argue that the w despread use of
encryption is essenti al

for guaranteeing the right to privacy. O herw se, they
fear, the advent

of digital technol ogy, which nmakes nonitoring so nuch
easier, wll herald a new era of w retapping and the abuses
that inevitably follow In the past,

governnents have frequently used their power in order to
conduct w retaps

on innocent citizens. Presidents Lyndon Johnson and

Ri chard Ni xon

were guilty of unjustified wretaps, and President John F.
Kennedy conduct ed

dubi ous wiretaps in the first nonth of his presidency. In
t he

run-up to a bill concerning Dom ni can sugar inports,
Kennedy asked for

W retaps to be placed on several congressnen. H s
justification was that

he believed that they were being bribed, a seemngly valid
nati onal

security concern. However, no evidence of bribery was ever
found, and

the wiretaps nerely provided Kennedy with val uabl e
political information,

whi ch hel ped the adm nistration to win the bill.

One of the best-known cases of continuous unjustified

Wi r et appi ng

concerns Martin Luther King Jr., whose tel ephone
conversations were

nonitored for several years. For exanple, in 1963 the FB
obt ai ned i nformati on

on King via a wiretap and fed it to Senator Janes Eastl and
in

order to help himin debates on a civil rights bill. Mre
generally, the FB
gat hered details about King's personal life, which were

used to discredit
him Recordings of King telling bawdy stories were sent to
his w fe and
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played i: _n Front of President Johnson. Then, foll ow ng
King's award of the

Nobel HVi ze, enbarrassing details about King's life were
passed to any

organi zsati on that was considering conferring an honor
upon him

Q he::r governnents are equally guilty of abusing

W retaps. The

Conmmi ussi on Nationale de Controle des Interceptions de
Securite estimates

t Hhat there are roughly 100,000 illegal w retaps conducted
i n France

each yeaar. Possibly the greatest infringenent of
everybody's privacy is the

I nternatiional Echel on program Echel on does not have to
justify its interceptions.s,

and it does not focus on particul ar individuals. Instead,
it

i ndi scrimnately harvests information, using receivers

t hat detect the tel e-comu

I ni cations that bounce off satellites. If Alice sends a
har m ess

transatl: antic nmessage to Bob, then it wll certainly be
i nt ercepted by

Echeloim and if the nessage happens to contain a few
wor ds that appear

in the Echelon dictionary, then it would be earmarked for
further

exam nsati on, al ongside nessages fromextrene political
groups and terrori st

gj angs. Wiereas | aw enforcers argue that encryption should
be

banned i because it woul d make Echel on ineffective, the
civil libertarians

argue tH at encryption is necessary exactly because it
woul d make Echel on

i neffective.

Whe :n | aw enforcers argue that strong encryption wll
reduce crim nal
convict zions, civil libertarians reply that the issue of



privacy is nore

I nportaant. In any case, civil libertarians insist that
encryption woul d not

be an eznornous barrier to | aw enforcenent because

W retaps are not a

crucial elenent in nost cases. For exanple, in Anerica in
1994 there were

roughl y* a thousand court-sancti oned w retaps, conpared
with a quarter

of am illion federal cases.

Not surprisingly, anong the advocates of cryptographic
freedom are

sonme oof the inventors of public key cryptography.
Wiitfield Diffie states

t hat inodividual s have enjoyed conplete privacy for nost
of history:

In tine 1790s, when the Bill of R ghts was ratified, any
two people could

have a private conversation--with a certainty no one in
the worl d enjoys

toda”y--by wal king a few neters down the road and | ooki ng
to see no one

was . hiding in the bushes. There were no recording

devi ces, parabolic

m cr »- ophones, or |aser interferoneters bouncing off their
eyegl asses. You

will : note that civilization survived. Many of us regard
that period as a

gol deen age in Anerican political culture.
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Ron Ri vest, one of the inventors of RSA, thinks that
restricting cryptography
woul d be f ool hardy:

It is poor policy to clanp down indiscrimnately on a
t echnol ogy j ust



because sone crimnals mght be able to use it to their
advant age. For

exanple, any U S. citizen can freely buy a pair of gloves,
even t hough a

burglar m ght use themto ransack a house w thout |eaving
fingerprints.

Crypt ography is a data-protection technol ogy, just as

gl oves are a hand-protection

technol ogy. Cryptography protects data from hackers,
corporate

spies, and con artists, whereas gloves protect hands from
cuts, scrapes,

heat, cold, and infection. The fornmer can frustrate FBI

W r et appi ng, and

the latter can thwart FBI fingerprint analysis.

Crypt ography and gl oves are

both dirt-cheap and widely available. In fact, you can
downl oad good

cryptographic software fromthe Internet for |ess than the
price of a good

pair of gl oves.

Possibly the greatest allies of the civil libertarian
cause are the big corporations.

Internet comerce is still inits infancy, but sales are
gr ow ng

rapidly, with retailers of books, nusic CDs and conputer
sof twar e | eadi ng

the way, and with supermarkets, travel conpani es and ot her
busi nesses fol |l ow ng

in their wake. In 1998 a mllion Britons used the |nternet
to buy

products worth $600 million, a figure that was set to
guadruple in 1999. In

just a few years fromnow I nternet comrerce could dom nate
t he mar ket pl ace,

but only if businesses can address the issues of security
and trust. A

busi ness nust be able to guarantee the privacy and
security of financial

transactions, and the only way to do this is to enpl oy
strong encryption.



At the nonent, a purchase on the Internet can be secured
by public

key cryptography. Alice visits a conpany's Wb site and
selects an item

She then fills in an order form which asks her for her
name, address and

credit card details. Alice then uses the conpany's public
key to encrypt

the order form The encrypted order formis transmtted to
t he company,

who are the only people able to decrypt it, because only
t hey have the private

key necessary for decryption. Al of this is done
automatically by

Alice's Wb browser (e.g., Netscape or Explorer) in
conjunction with the

conpany' s conputer

As usual, the security of the encryption depends on the

si ze of the key.

In Arerica there are no restrictions on key size, but U S
sof tware conpa-
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f Oies are still not allowed to export Wb products that
of fer strong encryp-]

(jon. Hence, browsers exported to the rest of the world
can handl e only

short keys, and thus offer only noderate security. In
fact, if Aliceis in

London buyi ng a book froma conpany in Chicago, her

I nternet transaction

is abillion billion billion tinmes | ess secure than a
transacti on by Bob

I n New York buying a book fromthe sane conpany. Bob's
transaction is

absol utely secure because his browser supports encryption
with a | arger key,

whereas Alice's transaction could be deci phered by a
det er m ned

crimnal. Fortunately, the cost of the equi pnent required
t o deci pher



Alice's credit card details is vastly greater than the
typical credit card limt,

so such an attack is not cost-effective. However, as the
anount of noney

flow ng around the Internet increases, it will eventually
becone profitable

for crimnals to decipher credit card details. In short,

I f Internet comrerce

is to thrive, consuners around the world nust have proper
security, and businesses will not tolerate crippled
encryption.

Busi nesses al so desire strong encryption for another
reason. Corporations store vast anounts of information on
conmput er dat abases,

I ncl udi ng product descriptions, custoner details and

busi ness accounts.

Natural |y, corporations want to protect this information
from hackers

who mght infiltrate the conputer and steal the

i nformation. This protection

can be achi eved by encrypting stored information, so that
it is only

accessi bl e to enpl oyees who have the decryption key.

To summarize the situation, it is clear that the debate is
bet ween two

canps: civil libertarians and businesses are in favor of
strong encryption,

while law enforcers are in favor of severe restrictions.
In general, popular

opi ni on appears to be sw ngi ng behind the proencryption
al liance, who

have been hel ped by a synpathetic nedia and a coupl e of
Hol | ywood

films. In early 1998, Mercury Rising told the story of a
new, supposedly

unbr eakabl e NSA ci pher which is inadvertently deci phered
by a nine-year-old

autistic savant. Al ec Baldwi n, an NSA agent, sets out to
assassi nate

the boy, who is perceived as a threat to national
security. Luckily, the

boy has Bruce WIllis to protect him Al so in 1998,



Hol | ywood rel eased Eneny of the State, which dealt with an
NSA plot to nurder a politician

who supports a bill in favor of strong encryption. The
politician is killed,

but a |lawer played by WIl Smth and an NSA rebel played
by Gene

Hackman eventual ly bring the NSA assassins to justice.
Both fil ns depi ct

1
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the NSA as nore sinister than the CIA and in many ways
t he NSA has
t aken over the role of establishnent nenace.

Wil e the proencryption | obby argues for cryptographic
freedom and

the antiencryption | obby for cryptographic restrictions,
there is a third

option that mght offer a conprom se. Over the | ast
decade, cryptographers

and policy-nmakers have been investigating the pros and
cons of

a schene known as key escrow. The term "escrow' usually
relates to an

arrangenent in which sonmeone gives a sumof noney to a
third party,

who can then deliver the noney to a second party under
certain circunstances.

For exanple, a tenant m ght | odge a deposit with a
solicitor, who

can then deliver it to a landlord in the event of danage
to the property. In

terns of cryptography, escrow neans that Alice would give
a copy of her

private key to an escrow agent, an independent, reliable
m ddl eman, who

Is enpowered to deliver the private key to the police if
ever there was sufficient

evi dence to suggest that Alice was involved in crine.



The nost fanous trial of cryptographic key escrow was the
Aneri can

Escrowed Encryption Standard, adopted in 1994. The ai m was
t o encourage

t he adoption of two encryption systens, called clipper and
capstone, to

be used for tel ephone comruni cati on and conputer
commruni cat i on,

respectively. To use clipper encryption, Alice would buy a
phone with a

preinstalled chip which would hold her secret private key
I nformation. At

the very nonent she bought the clipper phone, a copy of
the private key

in the chip would be split into two halves, and each hal f
woul d be sent to

two separate Federal authorities for storage. The U. S.
Gover nnent ar gued

that Alice would have access to secure encryption, and her
privacy woul d

only be broken if |law enforcers could persuade both
Federal authorities

that there was a case for obtaining her escrowed private
key.

The U. S. Governnent enployed clipper and capstone for its
own

comruni cations, and made it obligatory for conpanies

I nvol ved in

gover nment busi ness to adopt the American Escrowed
Encryption Standard.

O her businesses and individuals were free to use ot her
forns of

encryption, but the governnment hoped that clipper and
capstone woul d

gradual | y beconme the nation's favorite form of encryption.
However, the

policy did not work. The idea of key escrow won few
supporters outside

governnent. G vil libertarians did not |like the idea of
Federal authorities

havi ng possessi on of everybody's keys--they made an

anal ogy to real keys,
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I ; JOJ asked how people would feel if the governnent had
the keys to al

our houses. Cryptographic experts pointed out that just
one crooked

enpl oyee coul d underm ne the whol e system by selling
escrowed keys to

t he hi ghest bidder. And businesses were worried about
confidentiality.

" For exanple, a European business in Anerica m ght fear
that its nessages

were being intercepted by Arerican trade officials in an
attenpt to obtain

secrets that mght give Anmerican rivals a conpetitive
edge.

Despite the failure of clipper and capstone, many

governnents remain

convinced that key escrow can be made to work, as |ong as

the keys are

sufficiently well protected fromcrimnals and as |ong as

there are safeguards

to reassure the public that the systemis not open to

gover nient

abuse. Louis J. Freeh, Director of the FBI, said in 1996:

"The | aw enf or cenment

community fully supports a bal anced encryption policy .
Key

escrow is not just the only solution; it is, in fact, a

very good sol ution

because it effectively bal ances fundanental soci etal

concerns invol ving

privacy, information security, electronic comerce, public

safety, and

national security." Although the U S. Governnent has

backtracked on its



escrow proposals, many suspect that it wll attenpt to
rei ntroduce an

alternative formof key escrow at some tinme in the future.
Havi ng wi t nessed

the failure of optional escrow, governnents m ght even
consi der

conpul sory escrow. Meanwhile, the proencryption | obby
continues to

argue agai nst key escrow. Kenneth Neil Cukier, a

t echnol ogy journali st,

has witten that: "The people involved in the crypto
debate are all intelligent,

honor abl e and proescrow, but they never possess nore than
t wo

of these qualities at once."

There are various other options that governnents coul d
choose to

I npl enent, in order to try to balance the concerns of
civil libertarians,

busi ness and | aw enforcenment. It is far fromcl ear which
will be the preferred

option, because at present cryptographic policy is in a
state of fl ux.

A steady stream of events around the world is constantly
I nfl uencing the

debate on encryption. In Novenber 1998, the Queen's Speech
announced forthcomng British legislation relating to the
di gital market pl ace.

I n Decenber 1998, 33 nations signed the Wassenaar

Arr angenent

limting arns exports, which also covers powerful
encryption technol ogi es.

In January 1999, France repealed its anticryptography

| aws, which

had previously been the nost restrictive in Western

Eur ope, probably as a
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result of pressure fromthe business community. In March
1999, the
British Governnent rel eased a consultation docunent on a



pr oposed
El ectronic Commerce Bill.

By the time you read this there will have been several
nore tw sts and

turns in the debate on cryptographic policy. However, one
aspect of

future encryption policy seens certain, nanely the
necessity for certification

authorities. If Alice wants to send a secure e-mail to a
new friend, Zak,

she needs Zak's public key. She m ght ask Zak to send his
public key to

her in the mail. Unfortunately, there is then the risk
that Eve will intercept

Zak's letter to Alice, destroy it and forge a new |letter,
whi ch actually

I ncl udes her own public key instead of Zak's. Alice may
then send a sensitive

e-mail to Zak, but she wll unknow ngly have encrypted it
with
Eve's public key. If Eve can intercept this e-mail, she

can then easily deci pher

it and read it. In other words, one of the problens wth
public key

cryptography is being sure that you have the genui ne
public key of the

person with whom you wi sh to conmunicate. Certification
authorities

are organi zations that wll verify that a public key does
I ndeed correspond

to a particular person. A certification authority m ght
request a face-to-face

neeting with Zak as a way of ensuring that they have
correctly catal ogued

his public key. If Alice trusts the certification
authority, she can

obtain fromit Zak's public key, and be confident that the
key is valid.

| have expl ai ned how Alice could securely buy products
fromthe Internet

by using a conpany's public key to encrypt the order form
In fact,



she would do this only if the public key had been

val idated by a certification

authority. In 1998, the narket |eader in certification was
Veri si gn,

whi ch has grown into a $30 m|lion conpany in just four
years. As wel |

as ensuring reliable encryption by certifying public keys,
certification

authorities can also guarantee the validity of digital
signatures. In 1998,

Bal ti nore Technologies in Ireland provided the
certification for the digital

signatures of President Bill Cinton and Prinme Mnister
Berti e Ahern.

This allowed the two | eaders to digitally sign a

comruni que in Dublin.

Certification authorities pose no risk to security. They
woul d nerely

have asked Zak to reveal his public key so that they can
validate it for

ot hers who wish to send himencrypted nessages. However,
there are

ot her conpani es, known as trusted third parties (TTPs),
that provide a nore
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controversial service known as key recovery. |magine a

| egal firmthat protects

all its vital docunents by encrypting themwth its own
public key,

so that only it can decrypt themwth its own private key.
Such a systemis

an effective neasure agai nst hackers and anybody el se who
m ght attenpt

to steal information. However, -what happens if the

enpl oyee who stores

the private key forgets it, absconds with it or is knocked
over by a bus?

Governnents are encouraging the formati on of TTPs to keep
copies of all

keys. A conpany that loses its private key would then be



able to recover it
by approaching its TTP.

Trusted third parties are controversial because they woul d
have access

to people's private keys, and hence they woul d have the
power to read

their clients' nessages. They nust be trustworthy,

ot herwi se the systemis

easily abused. Sone argue that TTPs are effectively a
rei ncarnation of key

escrow, and that |aw enforcers would be tenpted to bully
TTPs into giving

up a client's keys during a police investigation. Ohers
mai nt ai n t hat

TTPs are a necessary part of a sensible public key

i nfrastructure.

Nobody can predict what role TTPs will play in the future,
and nobody

can foresee with certainty the shape of cryptographic
policy ten years

fromnow However, | suspect that in the near future the
proencryption

| obby will initially win the argunent, mainly because no
country wil |

want to have encryption |aws that prohibit e-commerce.
However, if this

policy does turn out to be a mstake, then it wll always
be possible to

reverse the laws. If there were to be a series of
terrorist atrocities, and | aw

enforcers could show that w retaps woul d have prevented
them then governnents

woul d rapidly gain synpathy for a policy of key escrow.
All

users of strong encryption would be forced to deposit
their keys wth a

key escrow agent, and thereafter anybody who sent an
encrypt ed nessage

wi th a nonescrowed key woul d be breaking the law. If the
penalty for

nonescrowed encryption were sufficiently severe, |aw
enforcers could



regain control. Later, if governnments were to abuse the
trust associ at ed

with a system of key escrow, the public would call for a
return to cryptographic

freedom and the pendul um woul d swi ng back. In short,
there is

no reason why we cannot change our policy to suit the
political, economc

and social climate. The deciding factor will be whomthe
public

fears the nost--crimnals or the governnent.
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The Rehabilitation of Zi nermann

In 1993, Phil Zi nmrermann becane the subject of a grand
jury investigation.

According to the FBI, he had exported a nunition because
he was

suppl ying hostile nations and terrorists with the tools

t hey needed to

evade the authority of the U S. Governnent. As the

I nvestigati on dragged

on, nore and nore cryptographers and civil |ibertarians
rushed to support

Zi mrer mann, establishing an international fund to finance
hi s | egal

defense. At the sanme tine, the kudos of being the subject
of an FB

i nqui ry boosted the reputation of PGP, and Zi mrernann's
creation

spread via the Internet even nore quickly-after all, this
was the encryption

software that was so secure that it frightened the Feds.

Pretty Good Privacy had initially been rel eased in haste,
and as a result

t he product was not as polished as it could have been.
Soon there was a

clanor to develop a revised version of PGP, but clearly
Zi mrer mann was



not in a position to continue working on the product.

| nstead, software

engi neers in Europe began to rebuild PGP. In general,

Eur opean attitudes

toward encryption were, and still are, nore liberal, and
there woul d be no

restrictions on exporting a European version of PGP around
t he worl d.

Furthernore, the RSA patent wangle was not an issue in
Eur ope, because

RSA patents did not apply outside Anerica.

After three years the grand jury investigation had stil

not brought Zi mrer mann

to trial. The case was conplicated by the nature of PGP
and the

way it had been distributed. If Zi mrermann had | oaded PGP
onto a conputer

and then shipped it to a hostile regine, the case agai nst
hi m woul d

have been strai ghtforward because clearly he would have
been guilty of

exporting a conplete working encryption system Simlarly,
i f he had

exported a disk containing the PGP program then the

physi cal obj ect

coul d have been interpreted as a cryptographic device, and
once again the

case agai nst Zi mrer mann woul d have been fairly solid. On

t he ot her

hand, if he had printed the conputer program and exported
It as a book,

t he case agai nst himwould no | onger be clear cut, because
he woul d t hen

be considered to have exported know edge rather than a
crypt ographic

devi ce. However, printed matter can easily be scanned

el ectronically and

the information can be fed directly into a conputer, which
means that a

book is as dangerous as a disk. What actually occurred was
t hat Zi nmer
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mann gave a copy of PGP to "a friend,
installed it on an

Anmeri can conputer, which happened to be connected to the

| nt er net.

After that, a hostile reginme nmay or nay not have

downl oaded it. Was

Zimrermann really guilty of exporting PGP? Even today, the
| egal issues

surrounding the Internet are subject to debate and

i nterpretation. Back in

the early 1990s, the situation was vague in the extrene.

who sinply

In 1996, after three years of investigation, the U S
Attorney General's

O fice dropped its case against Zi nermann. The FB
realized that it was

too |l ate--PGP had escaped onto the Internet, and
prosecuti ng Zi nmer mann

woul d achi eve nothing. There was the additional problem

t hat

Zi mrer mann was being supported by nmgjor institutions, such
as the

Massachusetts Institute of Technol ogy Press, which had
publ i shed PGP in

a 600- page book. The book was being distributed around the
worl d, so

prosecuting Zi mrer mann woul d have neant prosecuting the
M T Press.

The FBI was al so reluctant to pursue a prosecution because
there was a

signi ficant chance that Zi nmmermann woul d not be convi ct ed.
An FBI

trial m ght achieve nothing nore than an enbarrassing
constitutional

debate about the right to privacy, thereby stirring up yet
nore public synpathy

in favor of w despread encryption.

Zi mrer mann' s ot her nmaj or problem al so di sappear ed.
Eventual |y he

achieved a settlenent with RSA and obtained a |icense
whi ch sol ved the



patent issue. At last, PGP was a |egitimte product and
Zi mrer mann was

a free man. The investigation had turned himinto a

crypt ographi ¢ crusader,

and every marketing manager in the world nust have envied
t he

notoriety and free publicity that the case gave to PGP. At
the end of 1997,

Zi mrermann sold PGP to Network Associ ates and he becane
one of

their senior fellows. Although PGP is now sold to

busi nesses, it is still

freely available to individuals who do not intend to use
It for any conmerci al

purpose. In other words, individuals who nerely wish to
exerci se

their right to privacy can still downl oad PGP fromthe

I nternet w thout

paying for it.

If you would like to obtain a copy of PGP, there are nany
sites on the

Internet that offer it, and you should find themfairly
easily. Probably the

nost reliable source is at http://ww. pgpi.com, the

I nt er nati onal

PGP Home Page, from where you can downl oad the Anerican
and i nternational

versions of PGP. At this point, | would |ike to absolve
nysel f of

316 The Code Book

any responsibility--if you do choose to install PGP, it is
up to you check

that your conputer is capable of running it, that the
software i s not

infected with a virus, and so on. Al so, you should check
that you are in a

country that permts the use of strong encryption.

Finally, you should

ensure that you are downl oadi ng the appropriate version of
PGP: individuals



living outsid ¢ . Anerica should not downl oad the Anmerican
ver si on of

PGP, because this would violate Anerican export |aws. The
I nt ernati onal

version of PGP does not suffer fromexport restrictions.

| still remenber the Sunday afternoon when | first
downl oaded a copy
of PGP fromthe Internet. Ever since, | have been able to

guar ant ee ny

e-mai | s agai nst h>eing intercepted and read, because | can
now encrypt

sensitive material to Alice, Bob and anybody el se who
possesses PGP

software. My laptop and its PGP software provide ne with a
| evel of

security that is beyond the conbined efforts of all the
wor | d' s code- breaki ng

establ i shnent s.

"8 A Quantum Leap into the Future

For two thousand years, codenakers have fought to preserve
secrets

whi | e codebreakers have tried their best to reveal them

It has al ways

been a neck-and-neck race, wth codebreakers battling back
when code- makers

seened to be in command, and codenakers inventing new and
stronger forns of encryption when previous nethods had
been conprom sed.

The invention of public key cryptography and the political
debat e

t hat surrounds the use of strong cryptography bring us up
to the present

day, and it is clear that the cryptographers are w nning
the information

war. According to Phil Zinmrermann, we |live in a gol den age
of cryptography:

"It is now possible to nake ciphers in nodern cryptography
that are



really, really out of reach of all known forns of
cryptanalysis. And | think
it's going to stay that way.'
supported by WIIliam
Crowel |, Deputy Director of the NSA: "If all the persona
conputers in

the worl d--approximately 260 mllion conputers--were to be
put to work

on a single PGP encrypted nessage, it would take on
average an estimted

12 mllion tines the age of the universe to break a single
message. "

Zimermann's view i s

Previ ous experience, however, tells us that every
so-cal | ed unbreakabl e

ci pher has, sooner or |ater, succunbed to cryptanal ysis.
The Vi genere

ci pher was called "le chiffre indechiffrable," but Babbage
broke it; Enigma

was considered invulnerable, until the Poles revealed its
weaknesses. So,

are cryptanal ysts on the verge of another breakthrough, or
I S Zi mrer mann

right? Predicting future devel opnents in any technology is
al ways

a precarious task, but wth ciphers it is particularly

ri sky. Not only do we

have to guess which discoveries lie in the future, but we
al so have to guess

whi ch discoveries lie in the present. The tale of Janes
Ellis and GCHQ®

warns us that there may already be remarkabl e

br eakt hr oughs hi dden

behi nd the veil of government secrecy.
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This final chapter examnes a few of the futuristic ideas
t hat may



enhance or destroy privacy in the twenty-first century.
The next section

| ooks at the future of cryptanalysis, and one idea in
particul ar that m ght

enabl e cryptanal ysts to break all today's ciphers. In
contrast, the final section

of the book | ooks at the nobst exciting cryptographic
prospect, a system

that has the potential to guarantee absolute privacy.

The Future of Cryptanal ysis

Despite the enornmous strength of RSA and ot her nobdern
ci phers, crypt-anal ysts

are still able to play a valuable role in intelligence
gat heri ng.

Their success is denonstrated by the fact that
cryptanal ysts are in greater

demand than ever before--the NSAis still the world's
| ar gest enpl oyer of

mat hemat i ci ans.

Only a small fraction of the information flow ng around
the world is

securely encrypted, and the remainder is poorly encrypted,
or not

encrypted at all. This is because the nunber of Internet
users is rapidly

I ncreasing, and yet few of these peopl e take adequate
precautions in terns

of privacy. In turn, this means that national security
organi zati ons, |aw

enforcers and anybody else with a curious mnd can get

t heir hands on

nore information than they can cope wth.

Even if users enploy the RSA ci pher properly, there is
still plenty that

codebreakers can do to glean information fromintercepted
nmessages.

Codebr eakers continue to use ol d-fashioned techni ques |ike
traffic anal ysis;



I f codebreakers cannot fathomthe contents of a nessage,
at | east they

m ght be able to find out who is sending it, and to whom
it is being sent,

which in itself can be telling. A nore recent devel opnent
Is the so-called tenpest attack, which ains to detect the
el ectromagnetic signals emtted by

the electronics in a conputer's display unit. If Eve parks
a van outside

Alice's house, she can use sensitive tenpest equi pnent to
I dentify each

i ndi vi dual keystroke that Alice nakes on her conputer.
This woul d al | ow

Eve to intercept the nessage as it is typed into the
conmputer, before it is

encrypted. To defend agai nst tenpest attacks, conpanies
are al ready supplying

shielding material that can be used to line the walls of a
roomto

prevent the escape of electromagnetic signals. In Anerica,
it IS necessary

to obtain a governnment |icense before buying such

shiel ding materi al,
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| which suggests that organizations such as the FB
regularly rely on tenpest
surveil |l ance.

O her attacks include the use of viruses and Trojan
horses. Eve m ght

design a virus that infects PGP software and sits quietly
inside Alice's

conmputer. When Alice uses her private key to decrypt a
nmessage, the virus

woul d wake up and nake a note of it. The next tine that
Al'i ce connects

to the Internet, the virus would surreptitiously send the
private key to

Eve, thereby allow ng her to deci pher all subsequent
nmessages sent to

Alice. The Trojan horse, another software trick, involves



Eve designing a

program that appears to act |ike a genuine encryption
product, but which

actually betrays the user. For exanple, Alice m ght
bel i eve that she is

downl oadi ng an authentic copy of PGP, whereas in reality
she i s downl oadi ng

a Trojan horse version. This nodified version | ooks just
i ke the

genui ne PGP program but contains instructions to send
pl ai nt ext copi es

of all Alice's correspondence to Eve. As Phil Zi mrer mann
puts it:

"Anyone could nodify the source code and produce a

| obot om zed zonbi e

imtation of PGP that |ooks real but does the bidding of
its diabolical

master. This Trojan horse version of PGP could then be
wi dely circul at ed,

claimng to be fromnme. How insidious! You shoul d make
every effort to

get your copy of PGP froma reliable source, whatever that
means. "

A variation on the Trojan horse is a brand-new piece of
encryption software

t hat seenms secure, but which actually contains a backdoor,
somet hi ng

that allows its designers to decrypt everybody's nessages.
In 1998, a

report by Wayne Madsen reveal ed that the Sw ss

crypt ographi ¢ conpany

Crypto AG had built backdoors into sone of its products,
and had

provided the U S. Government with details of how to
exploit these backdoors.

As a result, America was able to read the comrunicati ons
of

several countries. In 1991 the assassins who killed
Shahpour Bakhtiar, the

exiled former Iranian prinme mnister, were caught thanks
to the interception

and backdoor deci phernent of |ranian nessages encrypted
usi ng



Crypt o AG equi pnent.

Al though traffic analysis, tenpest attacks, viruses and
Trojan horses are

al | useful techniques for gathering information,
cryptanal ysts realize that

their real goal is to find a way of cracking the RSA

ci pher, the cornerstone

of nmodern encryption. The RSA cipher is used to protect
t he nost i nportant

mlitary, diplomatic, comrercial and crimnal
commruni cati ons
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-exactly the nessages that intelligence gathering

organi zations want to

deci pher. If they are to chall enge strong RSA encryption,
cryptanal ysts wi ||

need to nmake a mmj or theoretical or technol ogical

br eakt hr ough.

A theoretical breakthrough would be a fundanentally new
way of finding

Alice's private key. Alice's private key consists off and
g, and these are

found by factoring the public key, N The standard
approach is to check

each prime nunber one at a tine to see if it divides into
N, but we know

that this takes an unreasonabl e anpbunt of tine.

Cryptanal ysts have tried to

find a shortcut to factoring, a nethod that drastically
reduces the nunber

of steps required to find p and q, but so far all attenpts
to develop a fast-factoring

reci pe have ended in failure. Mathematici ans have been

st udyi ng

factoring for centuries, and nodern factoring techni ques
are not significantly

better than ancient techniques. Indeed, it could be that



t he | aws of
mat hematics forbid the existence of a significant shortcut
for factoring.

Wt hout nmuch hope of a theoretical breakthrough,
cryptanal ysts have

been forced to | ook for a technol ogical innovation. If
there is no obvious

way to reduce the nunber of steps required for factoring,
then cryptanal ysts

need a technology that will performthese steps nore

qui ckly. Silicon

chips wll continue to get faster as the years pass,
doubling in speed

roughly every eighteen nonths, but this is not enough to
make a rea

| npact on the speed of factoring-cryptanalysts require a
t echnol ogy t hat

Is billions of tinmes faster than current conputers.
Consequently, cryptanal ysts

are |l ooking toward a radically new form of conputer, the
guant um

conmputer. If scientists could build a quantum conputer, it
woul d be abl e

to performcal culations with such enornous speed that it
woul d make a

nodern superconputer | ook iike a broken abacus.

The remai nder of this section discusses the concept of a
guant um conput er,

and therefore it introduces sone of the principles of
guant um

physi cs, sonetines call ed quantum nmechani cs. Before going
any further,

pl ease heed a warning originally given by N els Bohr, one
of the fathers

of quantum nechani cs: "Anyone who can contenpl at e quant um
mechani cs without getting dizzy hasn't understood it." In
ot her wor ds,

prepare to neet sone rather bizarre ideas.

In order to explain the principles of quantum conputi ng,
It helps to
return to the end of the eighteenth century and the work



of Thonmas
Young, the English polymath who made the first
br eakt hr ough i n deci -
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phering Egyptian hieroglyphics. A fellow of Emanuel
Col | ege, Canbri dge,

Young woul d often spend his afternoons rel axi ng near the
col | ege

duck pond. On one particular day, so the story goes, he
noti ced two ducks

happi |y sw mm ng al ongsi de each other. He observed t hat
t he two ducks

|l eft two trails of ripples behind them which interacted
and forned a

pecul iar pattern of rough and cal m patches. The two sets
of ripples fanned

out behind the two ducks, and when a peak from one duck
nmet a trough

fromthe other duck, the result was a tiny patch of calm
wat er - -t he peak

and the trough cancel ed each other out. Alternatively, if
two peaks arrived

at the sane spot simnmultaneously, then the result was an
even hi gher peak,

and if two troughs arrived at the sanme spot

si mul taneously, the result was

an even deeper trough. He was particularly fascinated,
because the ducks

rem nded himof an experinment concerning the nature of

| i ght which he

conducted in 1799.

In Young's earlier experinment he had shone light at a
partition in which

there were two narrow vertical slits, as shown in Figure
71(a). On a screen

sonme di stance beyond the slits, Young expected to see two
bright stri pes,

projections of the slits. Instead he observed that the

| i ght fanned out from

the two slits and fornmed a pattern of several |ight and



dark stripes on the

screen. The striped pattern of Iight on the screen had
puzzl ed him but now

he believed he could explain it wholly in ternms of what he
had seen on the

duck pond.

Young began by assum ng that light was a form of wave. I|f
the |ight

emanating fromthe two slits behaved |i ke waves, then it
was just like the

ri ppl es behind the two ducks. Furthernore, the |ight and
dark stripes on

the screen were caused by the sane interactions that
caused the water

waves to form hi gh peaks, deep troughs and patches of
calm Young could

| magi ne points on the screen where a trough net a peak,
resulting in cancel ati on

and a dark stripe, and points on the screen where two
peaks (or

two troughs) net, resulting in reinforcenent and a bri ght
stripe, as shown

in Figure 71(b). The ducks had provided Young with a
deeper insight into

the true nature of light, and he eventually published "The
Undul at ory

Theory of Light,” an all-tinme classic anong physics
papers.

Nowadays, we know that |ight does indeed behave |like a
wave, but we

know that it can al so behave |like a particle. Wether we
perceive |light as

a wave or as a particle depends on the circunstances, and
this anmbiguity

Figure 71 Young's slits experinent viewed from above.

Di agram (a) shows |ight fanning

out fromthe two slits in the partition, interacting and
creating a striped pattern on the

screen. Diagram (b) shows how individual waves interact.
If a trough neets a peak at the



screen, the result is a dark stripe. If two troughs (or
two peaks) neet at the screen, the
result is a bright stripe.
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of light is known as wave-particle duality. W do not need
to discuss this

duality any further, except to say that nodern physics

t hi nks of a beam

of Iight as consisting of countless individual particles,
known as phot ons,

whi ch exhi bit wave-like properties. Looked at this way, we
can interpret

Young's experinment in terns of photons flooding the slits,
and then interacting

on the other side of the partition.

So far, there is nothing particularly strange about
Young' s experi nent.

However, nodern technol ogy all ows physicists to repeat
Young' s experi nment

using a filament that is so dimthat it emts single

phot ons of |ight.

Photons are produced individually at a rate of, say, one
per mnute, and

each photon travels alone toward the partition. Sonetines
a photon wll

pass through one of the two slits, and stri ke the screen.
Al t hough our eyes

are not sensitive enough to see the individual photons,

t hey can be

observed with the help of a special detector, and over a
period of hours

we could build up an overall picture of where the photons
are striking the

screen. Wth only one photon at a time passing through the
slits, we

woul d not expect to see the striped pattern observed by
Young, because

t hat phenonenon seens to depend on two photons



si mul taneously traveling

through different slits and interacting with each other on
t he ot her

side. Instead we m ght expect to see just two |ight
stripes, sinply projections

of the slits in the partition. However, for sone

extraordi nary reason,

even with single photons the result on the screen is still
a pattern of I|ight

and dark stripes, just as if photons had been interacting.

This weird result defies common sense. There is no way to
explain the

phenonmenon in terns of the classical |aws of physics, by
whi ch we nean

the traditional |aws that were devel oped to explain how
everyday objects

behave. C assical physics can explain the orbits of

pl anets or the trajectory

of a cannonball, but cannot fully describe the world of
the truly tiny, such

as the trajectory of a photon. In order to explain such
phot on phenonena,

physi cists resort to quantum theory, an explanation of how
obj ect s

behave at the mcroscopic |evel. However, even quantum

t heori sts cannot

agree on howto interpret this experinent. They tend to
split into two

opposi ng canps, each with their own interpretation.

The first canp posits an idea known as superposition. The
super posi tionists

begin by stating that we know only two things for certain
about

the photon--it |leaves the filanment and it strikes the
screen. Everything el se
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Is a conplete nystery, including whether the photon passed
t hrough the



left slit or the right slit. Because the exact path of the
photon i s unknown,

superpositionists take the peculiar view that the photon
somehow passes

t hrough both slits sinultaneously, which would then allow
it to interfere

with itself and create the striped pattern observed on the
screen. But how

can one photon pass through both slits?

Super positionists argue along the followng lines. If we
do not know

what a particle is doing, then it is allowed to do

everyt hing possi bl e sinultaneously.

In the case of the photon, we do not know whether it
passed

through the left slit or the right slit, so we assune that
It passed through

both slits sinultaneously. Each possibility is called a
state, and because the

photon fulfills both possibilities it is said to be in a
superposition of states. W know that one photon left the
filament and we know that one photon

hit the screen on the other side of the partition, but in
between it sonehow

split into two "ghost photons” that passed through both
slits. Superposition

m ght sound silly, but at least it explains the striped
pattern that

results from Young's experinent perfornmed with individual
photons. In

conpari son, the old-fashioned classical viewis that the
phot on nmust have

passed t hrough one of the two slits, and we sinply do not
know whi ch

one--this seens nmuch nore sensible than the quantum vi ew,
but unfortunately

It cannot explain the observed result.

Erwi n Schrodi nger, who won the Nobel Prize for Physics in
1933,

i nvented a parable known as "Schrodinger's cat," which is
often used to

hel p expl ain the concept of superposition. |Inmagine a cat



In a box. There are

two possible states for the cat, nanely dead or alive.
Initially, we know that

the cat is definitely in one particular state, because we
can see that it is alive.

At this point, the cat is not in a superposition of
states. Next, we place a

vial of cyanide in the box along with the cat and cl ose
the lid. W now enter

a period of ignorance, because we cannot see or neasure
the state of the cat.

Is it still alive, or has it trodden on the vial of
cyani de and died? Traditionally

we woul d say that the cat is either dead or alive, we just
do not know

whi ch. However, quantumtheory says that the cat is in a
super posi tion of

two states-it is both dead and alive, it satisfies all
possi bilities. Superposition

occurs only when we | ose sight of an object, and it is a
way of descri bing

an object during a period of anbiguity. Wien we eventual ly
open the

box, we can see whether the cat is alive or dead. The act
of | ooking at the cat
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iforces it to be in one particular state, and at that very
nonment the superposition
di sappears.

For readers who feel unconfortable with superposition,
there is the

second quantum canp, who favor a different interpretation
of Young's

experinment. Unfortunately, this alternative viewis

equal ly bizarre. The many-worlds interpretation clains that
upon | eaving the filanment the photon

has two choices--either it passes through the left slit or
the right slit--at



whi ch point the universe divides into two universes, and
I n one universe

t he photon goes through the left slit, and in the other
uni verse the photon

goes through the right slit. These two universes sonmehow
interfere

W th each other, which accounts for the striped pattern.
Fol | owers of the

many-worl ds interpretation believe that whenever an obj ect
has the potenti al

to enter one of several possible states, the universe
splits into many

uni verses, so that each potential is fulfilled in a
different universe. This

proliferation of universes is referred to as the

mul tiver se.

Whet her we adopt superposition or the many-worl ds

I nterpretation,

guantum theory is a perplexing phil osophy. Neverthel ess,
it has shown

itself to be the nost successful and practical scientific
t heory ever concei ved.

Besides its unique capacity to explain the result of
Young' s experi nent,

guantum t heory successful ly explains many ot her phenonena.
Only quantumtheory allows physicists to calculate the
consequences of

nucl ear reactions in power stations; only quantumtheory
can explain the

wonders of DNA; only quantum theory explains how the sun
shi nes;

only quantumtheory can be used to design the |aser that
reads the CDs

I n your stereo. Thus, like it or not, we live in a quantum
wor | d.

O all the consequences of quantumtheory, the nost
technol ogi cal |y

i nportant is potentially the quantum conputer. As well as
destroying the

security of all nodern ciphers, the quantum conputer would
herald a

new era of conputing power. One of the pioneers of quantum



conputi ng

I's David Deutsch, a British physicist who began wor ki ng on
t he concept

in 1984, when he attended a conference on the theory of
conput ati on.

Wiile listening to a |l ecture at the conference, Deutsch
spotted sonet hing

t hat had previously been overl ooked. The tacit assunption
was that al

conmputers essentially operated according to the | aws of

cl assi cal physics,

but Deutsch was convinced that conputers ought to obey the
| aws of

quant um physi cs i nstead, because quantum | aws are nore

f undanent al
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Ordinary conputers operate at a relatively nmacroscopic

| evel , and at

that | evel quantum | aws and cl assical | aws are al nost

I ndi stingui shabl e.

It did not therefore matter that scientists had generally
t hought of ordinary

conputers in terns of classical physics. However, at the
m croscopi c

| evel the two sets of |laws diverge, and at this level only
t he | ans

of quantum physics hold true. At the m croscopic |evel,
quantum | aws

reveal their true weirdness, and a conputer constructed to
exploit these

| aws woul d behave in a drastically new way. After the
conf er ence,

Deut sch returned home and began to recast the theory of
conputers in

the |ight of quantum physics. In a paper published in 1985
he descri bed

his vision of a quantum conputer operating according to

t he | aws of

guantum physics. In particular, he explained how his
guant um comnput er

differed froman ordi nary conputer



| magi ne that you have two versions of a question. To
answer both

guestions using an ordinary conputer, you would have to
I nput the first

Figure 72 David Deutsch.
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version and wait for the answer, then input the second
version and wait

for the answer. In other words, an ordinary conputer can
address only

one question at a time, and if there are several questions
It has to address

t hem sequentially. However, with a quantum conputer, the
two questions

coul d be conbi ned as a superposition of two states and

| nputted

si mul t aneousl y--the machine itself would then enter a
super posi tion of

two states, one for each question. O, according to the
many-wor | ds i nterpretation,

t he machi ne woul d enter two different universes, and
answer

each version of the question in a different universe.
Regar dl ess of the

I nterpretation, the quantum conputer can address two
guestions at the

same tinme by exploiting the | aws of quantum physics.

To get sone idea of the power of a quantum conputer, we
can conpare

Its performance with that of a traditional conputer by
seei ng what

happens when each is used to tackle a particular problem
For exanpl e,

the two types of conputer could tackle the probl em of
finding a nunber

whose square and cube together use all the digits fromO



to 9 once and

only once. If we test the nunber 19, we find that 192 =
361 and 193 =

6, 859. The nunber 19 does not fit the requirenent because
Its square

and cube include only the digits: 1, 3, 5 6, 6, 8, 9,
l.e., the digits 0, 2, 4,

7 are mssing and the digit 6 is repeated.

To solve this problemwth a traditional conputer, the
oper at or woul d

have to adopt the follow ng approach. The operator inputs
t he nunmber 1

and then allows the conputer to test it. Once the conputer
has done the

necessary cal culations, it declares whether or not the
nunber fulfills the

criterion. The nunber 1 does not fulfill the criterion, so
t he operator

I nputs the nunber 2 and allows the conputer to carry out
anot her test,

and so on, until the appropriate nunber is eventually
found. It turns out

that the answer is 69, because 692 = 4,761 and 693 =
328,509, and these

nunbers do indeed include each of the ten digits once and
only once. In

fact, 69 is the only nunber that satisfies this
requirenent. It is clear that

this process is tinme-consum ng, because a traditional
conput er can test

only one nunber at a tinme. If the conputer takes one
second to test each

nunber, then it would have taken 69 seconds to find the
answer. |n contrast,

a quantum conputer would find the answer in just 1 second.

The operator begins by representing the nunbers in a
speci al way so as

to exploit the power of the quantum conputer. One way to
represent the
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nunbers is in terns of spinning particles-mny fundanent al
particles

possess an inherent spin, and they can either spin
eastward or westward,

rather |ike a basketball spinning on the end of a finger.
When a particle is

spinning eastward it represents 1, and when it is spinning
westward it represents

0. Hence, a sequence of spinning particles represents a
sequence

of 1 's and Os, or a binary nunber. For exanple, seven
particles, spinning

east, east, west, east, west, west, west respectively,

t oget her represent the

bi nary nunber 1101000, which is equivalent to the decina
nunber 104.

Dependi ng on their spins, a conbination of seven particles
can represent

any nunber between 0 and 127.

Wth a traditional conputer, the operator would then input
one particul ar

sequence of spins, such as west, west, west, west, west,
west, east,

whi ch represents 0000001, which is sinply the deci mal
nunber 1. The

operator would then wait for the conputer to test the
nunber to see

whether it fits the criterion nentioned earlier. Next the
oper at or woul d

I nput 0000010, which would be a sequence of spinning
particles representing

2, and so on. As before, the nunbers would have to be
entered

one at a tinme, which we know to be tine-consum ng.
However, if we are

dealing with a quantum conputer, the operator has an

al ternative way of

I nputting nunbers which is nuch faster. Because each
particle is fundanental,

It obeys the |aws of quantum physics. Hence, when a
particle is



not being observed it can enter a superposition of states,
whi ch neans

that it is spinning in both directions at the sane tine,
and so is representing

both 0 and 1 at the sane tine. Alternatively, we can think
of the

particle entering two different universes: in one universe
It spins

eastward and represents 1, while in the other it spins
west ward and

represents O.

The superposition is achieved as follows. |Inmagine that we
can observe

one of the particles, and it is spinning westward. To
change its spin, we

would fire a sufficiently powerful pulse of energy, enough
to kick the

particle into spinning eastward. If we were to fire a
weaker pul se, then

sonmeti nes we woul d be |lucky and the particle would change
its spin, and

sonmeti nes we woul d be unlucky and the particle would keep
Its westward

spin. So far the particle has been in clear view all

al ong, and we have been

able to followits progress. However, if the particle is
spi nni ng westward

and put in a box out of our view, and we fire a weak pul se
of energy at it,
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then we have no idea whether its spin has been changed.
The particle

enters a superposition of eastward and westward spins,

just as the cat

entered a superposition of being dead and alive. By taking
seven westwar d- spi nni ng

particles, placing themin a box, and firing seven weak
pul ses of energy at them then all seven particles enter a



super posi tion.

Wth all seven particles in a superposition, they
effectively represent al

possi bl e conbi nati ons of eastward and westward spins. The
seven

particles sinultaneously represent 128 different states,
or 128 different

nunbers. The operator inputs the seven particles, while
they are still in a

superposition of states, into the quantum conputer, which
t hen perforns

Its calculations as if it were testing all 128 nunbers

si mul taneously. After 1

second the conmputer outputs the nunmber, 69, which fulfills
t he requested

criterion. The operator gets 128 conputations for the
price of one.

A quantum conputer defies commobn sense. |lgnoring the
details for a nonment, a quantum conputer can be thought of in
two di fferent ways,

dependi ng on which quantuminterpretation you prefer. Sone
physi ci sts

vi ew t he quantum conputer as a single entity that perforns
t he same cal cul ation

si mul taneously on 128 nunbers. O hers viewit as 128
entities,

each in a separate universe, each perform ng just one

cal cul ati on. Quantum

conputing is Twilight Zone technol ogy.

When traditional conputers operate on 1 's and Os, the 1
‘s and Os are

called bits, which is short for binary digits. Because a
guant um conput er

deals with 1 's and Os that are in a quantum
superposition, they are called

guantum bits, or qubits (pronounced "cubits"). The

advant age of qubits

beconmes even cl earer when we consider nore particles. Wth
250

spinning particles, or 250 qubits, it is possible to
represent roughly 1075 conbi nations, which is greater than



t he nunber of atons in the universe.

If it were possible to achieve the appropriate
superposition with 250

particles, then a quantum conputer could perform 1075

si mul t aneous conputations, conpleting themall in just one
second.

The exploitation of quantumeffects could give rise to
guant um conput er s

of uni magi nabl e power. Unfortunately, when Deutsch created
hi s

vi sion of a quantum conputer in the md-1980s, nobody
could quite

envi sage how to create a solid, practical nmachine. For
exanpl e, scientists

could not actually build anything that could cal cul ate
W th spinning

particles in a superposition of states. One of the
greatest hurdl es was
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mai nt ai ni ng a superposition of states throughout the
cal cul ati on. A superposition

exists only while it is not being observed, but an
observation in

t he nost general sense includes any interaction with
anything external to

the superposition. A single stray atominteracting with
one of the spinning

particles would cause the superposition to collapse into a
single state

and cause the quantum cal culation to fail

Anot her problemwas that scientists could not work out how
to program

a quantum conputer, and were therefore not sure what sort
of conputations

it mght be capable of doing. However, in 1994 Peter Shor
of AT&T

Bel | Laboratories in New Jersey did succeed in defining a
useful program

for a quantum conputer. The remarkable news for



crypt anal ysts was t hat

Shot's program defined a series of steps that could be
used by a quantum

conputer to factor a giant nunber--just what was required
to crack the

RSA ci pher. When Martin Gardner set his RSA challenge in
Scientific

American, it took six hundred conputers several nonths to
factor a 129digit

nunber. I n conparison, Shor's programcould factor a
nunber a

mllion times bigger in one-mllionth of the tine.
Unfortunately, Shor

could not denonstrate his factorization program because
there was still

no such thing as a quantum conputer

Then, in 1996, Low G over, also at Bell Labs, discovered
anot her power f ul

program Gaver's programis a way of searching a list at

i ncredi bly high

speed, which m ght not sound particularly interesting
until you realize that

this is exactly what is required to crack a DES ci pher. To
crack a DES ci pher

It I's necessary to search a list of all possible keys in
order to find the correct

one. |If a conventional conputer can check a mllion keys a
second, it would

take over a thousand years to crack a DES ci pher, whereas
a guant um comput er

using Graver's programcould find the key in |less than
four m nutes.

It is purely coincidental that the first two quantum
conput er prograns

to be invented have been exactly what cryptanal ysts woul d
have

put at the top of their wish lists. Although Shor's and
Graver's prograns

generated trenmendous opti m sm anong codebreakers, there
was al so

| mrense frustration, because there was still no such thing
as a working



guantum conputer that could run these prograns. Not
surprisingly, the

potential of the ultimte weapon in decryption technol ogy
has whetted

the appetite of organizations such as Anerica's Defense
Advanced

Research Projects Agency (DARPA) and the Los Al anos
Nat i onal Labo-
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ratory, who are desperately trying to build devices that
can handl e qubits,

in the same way that silicon chips handle bits. Al though a
nunber of

recent breakthroughs have boosted noral e anong
researchers, it is fair to

say that the technology remains remarkably primtive. In
1998, Serge

Har oche at the University of Paris VI put the hype
surroundi ng the

br eakt hr oughs into perspective when he dispelled clains
that a real quantum

conputer is only a few years away. He said this was |ike
pai nst aki ngly

assenbling the first layer of a house of cards, then
boasti ng that the next

15,000 layers were a nere formality.

Only time will tell 1f and when the problens of building a
guant um

conmputer can be overcone. In the neantinme, we can nerely
specul ate as

to what inpact it would have on the world of cryptography.
Ever since

the 1970s, codenmakers have had a clear lead in the race
agai nst code- breakers,

t hanks to ci phers such as DBS and RSA. These sorts of

ci phers

are a precious resource, because we have cone to trust
themto encrypt

our e-mails and guard our privacy. Simlarly, as we enter
the twenty-first



century nore and nore commerce wll be conducted on the

I nternet, and

the electronic marketplace will rely on strong ciphers to
protect and verify

financial transactions. As information becones the world's
nost val uabl e

commodity, the economic, political and mlitary fate of
nations wl |

depend on the strength of ciphers.

Consequently, the devel opnent of a fully operational
guant um conput er

woul d i nperil our personal privacy, destroy electronic
conmer ce

and denolish the concept of national security. A guantum
comput er

woul d j eopardi ze the stability of the world. Whichever
country gets there

first wll have the ability to nonitor the communications
of its citizens,

read the minds of its comrercial rivals and eavesdrop on
the plans of its

enem es. Although it is still in its infancy, quantum
conmputi ng presents a

potential threat to the individual, to international

busi ness and to gl obal

security.

Quant um Cr ypt ogr aphy

Wil e cryptanal ysts anticipate the arrival of quantum
conmput ers,

crypt ographers are working on their own technol ogi cal
mracl e--an

encryption systemthat would reestablish privacy, even
when confronted
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with the mght of a quantum conputer. This new form of



encryption is

fundanentally different fromany that we have previously
encountered in

that it offers the hope of perfect privacy. In other
words, this system

woul d be flawl ess and woul d guarantee absol ute security
for eternity.

Furthernore, it is based on quantum theory, the sane
theory that is the

foundati on for quantum conputers. So while quantum theory
s the

inspiration for a conputer that could crack all current
ci phers, it is also at

the heart of a new unbreakabl e ci pher call ed quantum

crypt ogr aphy.

The story of quantum cryptography dates back to a curious
| dea devel oped

in the |ate 1960s by Stephen Wesner, then a graduate
student at

Col unbia University. Sadly, it was Wesner's msfortune to
i nvent an idea

so ahead of its tinme that nobody took it seriously. He
still recalls the reaction

of his seniors: "I didn't get any support fromny thesis
advi ser - - he
showed no interest init at all. | showed it to several

ot her people, and

they all pulled a strange face, and went straight back to
what they were
al ready doi ng.
of quantum
noney, which had the great advantage of being inpossible
to counterfeit.

W esner was proposing the bizarre concept

W esner's quantum noney relied heavily on the physics of
phot ons.

When a photon travels through space it vibrates, as shown
in Figure 73(a).

Al'l four photons are traveling in the sane direction, but
t he angl e of

vibration is different in each case. The angl e of

vi bration is known as the

pol ari zati on of the photon, and a |ightbul b generates



phot ons of all

pol ari zati ons, which neans that sone photons wll vibrate
up and down,

some fromside to side, and others at all angles in

bet ween. To sinplify

matters, we shall assune that photons have only four
possi bl e pol ari zati ons,

which we label i, *-*, \ and S.

By placing a filter known as a Polaroid in the path of the
photons, it is

possi ble to ensure that the energi ng beam of |ight

consi sts of photons

that vibrate in one particular direction; in other words,

t he photons all

have the sane polarization. To sone extent, we can think
of the Pol aroid

filter as a grating, and photons as matchsti cks randomy
scattered onto the

grating. The matchsticks will slip through the grating
only if they are at

the correct angle. Any photon that is already polarized in
t he sanme direction

as the Polaroid filter will automatically pass through it
unchanged,

and photons that are polarized perpendicular to the filter
wi |l be bl ocked.
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Unfortunately, the matchstick anal ogy breaks down when we
t hi nk

about diagonally pol ari zed photons approaching a verti cal
Pol aroid filter.

Al t hough matchsticks oriented diagonally would be bl ocked
by a vertica

grating, this is not necessarily the case with diagonally
pol ari zed phot ons

approaching a vertical Polaroid filter. In fact,

di agonal |y pol ari zed phot ons

are in a quantum quandary when confronted by a vertical
Pol aroi d

filter. What happens is that, half of themat randomw ||



be bl ocked, and

half wll pass through, and those that do pass through
will be reoriented

with a vertical polarization. Figure 73(b) shows ei ght

phot ons approaching a

vertical Polaroid filter, and Figure 73(c) shows that only
four of them successfully

pass through it. Al the vertically polarized photons have
passed

t hrough, all the horizontally pol arized photons have been
bl ocked, and

hal f of the diagonally polarized photons have passed

t hr ough.

Figure 73 (a) Al though photons of light vibrate in al
directions, we assune for

simplicity that there are just four distinct directions,
as shown in this diagram (b) The

| anp has emtted ei ght photons, which are vibrating in
various directions. Each photon

Is said to have a pol arization. The photons are headi ng
toward a vertical Polaroid filter

(c) On the other side of the filter, only half the photons
have survived. The vertically

pol ari zed photons have passed through, and the

hori zontal |y pol ari zed phot ons have

not. Half the diagonally polarized photons have passed

t hrough, and are thereafter

vertically polarized.
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It is this ability to block certain photons that explains
how Pol ar oi d

sungl asses work. In fact, you can denonstrate the effect
of Polaroid filters

by experinenting with a pair of Polaroid sunglasses. First
renove one

| ens, and cl ose that eye so that you are |ooking with just
t he ot her eye



through the remaining lens. Not surprisingly, the world

| ooks quite dark

because the | ens bl ocks many of the photons that woul d

ot herwi se have

reached your eye. At this point, all the photons reaching
your eye have

the sane polarization. Next, hold the other lens in front
of the lens you

are | ooking through, and rotate it slowy. At one point in
the rotation, the

| oose lens will have no effect on the anount of |ight
reachi ng your eye

because its orientation is the sane as the fixed | ens--all
t he photons that

get through the | oose | ens also pass through the fixed
lens. I f you now

rotate the | oose I ens through 90°, it will turn conpletely
black. In this

configuration, the polarization of the loose lens is

per pendi cular to the

pol ari zati on of the fixed |lens, so that any photons that
get through the

| oose | ens are blocked by the fixed lens. |If you now
rotate the | oose | ens

by 45°, then you reach an internediate stage in which the
| enses are partially

m sal i gned, and half of the photons that pass through the
| oose | ens

manage to get through the fixed |ens.

W esner planned to use the polarization of photons as a
way of

creating dollar bills that can never be forged. Hi s idea
was that dollar bills

shoul d each contain 20 light traps, tiny devices that are
capabl e of capturing

and retaining a photon. He suggested that banks coul d use
f our

Polaroid filters oriented in four different ways ($, <-»
N, **) to fill the 20

light traps with a sequence of 20 pol ari zed photons, using
a different

sequence for each dollar bill. For exanple, Figure 74
shows a bill with the



pol ari zati on sequence (\tSS<->$$\' |\ <->" ++S<N\ **r <. >** G
t). Although the polarizations are explicitly shown in
Figure 74, inreality

t hey woul d be hidden fromview Each note also carries a
traditional

serial nunber, which is B2801695E for the dollar bill
shown. The issuing

bank can identify each dollar bill according to its

pol ari zati on sequence

and its printed serial nunber, and woul d keep a master
list of serial nunbers

and the correspondi ng pol ari zati on sequences.

A counterfeiter is now faced with a probl em he cannot
nerely forge a

dollar bill which carries an arbitrary serial nunber and a
random pol ari zati on
sequence in the light traps, because this pairing will not

appear on the
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bank's master list, and the bank will spot that the dollar
bill is a fake. To

create an effective forgery, the counterfeiter nust use a
genuine bill as a

sanpl e, sonmehow neasure its 20 polarizations, and then
make a duplicate

dollar bill, copying across the serial nunber and | oading
the light traps in

the appropriate way. However, neasuring photon

pol ari zations is a notoriously

tricky task, and if the counterfeiter cannot accurately
measure them

I n the genuine sanple bill, then he cannot hope to nake a
duplicate.

To understand the difficulty of nmeasuring the polarization
of phot ons,

we need to consider how we would go about trying to
perform such a



measurenent. The only way to | earn anythi ng about the

pol ari zati on of

a photon is by using a Polaroid filter. To neasure the
pol ari zati on of the

photon in a particular light trap, the counterfeiter
selects a Polaroid filter

and orients it in a particular way, say vertically, I. If
t he photon energi ng

fromthe |ight trap happens to be vertically polarized, it
wi || pass through

the vertical Polaroid filter and the counterfeiter wll
correctly assune that

~ — —
~~

--/1

B2801695E

$1

Figure 74 Stephen Wesner's quantum noney. Each note is
uni que because of its serial

nunber, which can be seen easily, and the 20 light traps,
whose contents are a nystery.

The |ight traps contain photons of various polarizations.
The bank knows the sequence



of pol arizations corresponding to each serial nunber, but
a counterfeiter does not.
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It is a vertically polarized photon. |If the enmerging
photon is horizontally
pol arized, it will not pass through the vertical Polaroid
filter, and the
counterfeiter will correctly assune that it is a
hori zontal |y pol ari zed phot on.
However, if the emerging photon happens to be diagonally
pol ari zed
(\ or i/1), it mght or mght not pass through the filter,
and in either case
the counterfeiter will fail to identify its true nature. A
N phot on m ght
pass through the vertical Polaroid filter, in which case
the counterfeiter
will wongly assunme that it is a vertically polarized
photon, or the sane
photon m ght not pass through the filter, in which case he
will wongly
assune that it is a horizontally polarized photon.
Alternatively, if the
counterfeiter chooses to neasure the photon in another
light trap by orientating
the filter diagonally, say \, then this would correctly
Identify the
nature of a diagonally polarized photon, but it would fail
to accurately

identify a vertically or horizontally polarized phot on.

The counterfeiter's problemis that he nust use the
correct orientation

of Polaroid filter to identify a photon's pol arization,
but he does not know

whi ch orientation to use because he does not know the
pol ari zati on of the

photon. This catch-22 is an inherent part of the physics
of photons. | nmagine

that the counterfeiter chooses a Vfilter to neasure the



phot on ener gi ng

fromthe second light trap, and the photon does not pass
t hrough the

filter. The counterfeiter can be sure that the photon was
not \ polarized,

because that type of photon woul d have passed through.
However, the

counterfeiter cannot tell whether the photon was

/'l -polarized, which

woul d certainly not have passed through the filter, or
whether it was |-or «-»-polarized, either of which stood a
fifty-fifty chance of being bl ocked.

This difficulty in measuring photons is one aspect of the
uncertainty

principle, developed in the 1920s by the Gernman physi ci st
\ér ner

Hei senberg. He translated his highly technical proposition
into a sinple

statenent: "W cannot know, as a matter of principle, the
present in all its

details.” This does not nmean that we cannot know

everyt hing because we

do not have enough neasuring equi pnent, or because our
equi pnent is

poorly designed. |Instead, Heisenberg was stating that it
is logically inpossible

to nmeasure every aspect of a particular object with
perfect accuracy.

In this particul ar case, we cannot neasure every aspect of
t he phot ons

within the light traps with perfect accuracy. The
uncertainty principle is

anot her weird consequence of quantumtheory.
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W esner's quantum noney relied on the fact that
counterfeiting is a two-stage

process: first the counterfeiter needs to neasure the
original rnote with

great accuracy, and then he has to replicate it. By

I ncor porating pb»otons in



the design of the dollar bill, Wesner was making the bil
| npo-ssible to

nmeasure accurately, and hence creating a barrier to
counterfeiting.

A naive counterfeiter mght think that if he cannot
nmeasure |ine polarizations

of the photons in the light traps, then neither can the
hoank. He

m ght try manufacturing dollar bills by filling the |ight
traps witrman arbitrary

sequence of pol arizations. However, the bank is able to
veri fy which

bills are genuine. The bank | ooks at the serial nunber,
then coMsults its

confidential master list to see which photons should be in
which Iight traps.

Because the bank knows which pol arizations to expect in
each | Lght trap,

It can correctly orient the Polaroid filter for each |ight
trap and pe rform an

accurate neasurenment. If the bill is counterfeit, the
counterfeit er's arbitrary

pol ari zations will lead to incorrect nmeasurenents and the
bill wll

stand out as a forgery. For exanple, if the bank uses a
|-filter to neasure

what should be a I-polarized photon, but finds that the
filter bUocks the

photon, then it knows that a counterfeiter has filled the
trap wth the

wrong photon. If, however, the bill turns out to be
genui ne, then the bank

refills the light traps with the appropriate photons and
puts it back into

circul ation

In short, the counterfeiter cannot neasure the

pol ari zati ons in a genui ne

bill because he does not know which type of photon is in
each light trap,

and cannot therefore know howto orient the Pol aroid
filter in order to

nmeasure it correctly. On the other hand, the bank is able



to czheck the

pol ari zations in a genuine bill, because it originally
chose the polarizations,

and so knows how to orient the Polaroid filter for each
one.

Quantum noney is a brilliant idea. It is also wholly

I npractical!. To start

wi th, engineers have not yet devel oped the technol ogy for
t rappi ng phot ons

in a particular polarized state for a sufficiently |ong
periocL of tine.

Even if the technology did exist, it would be too
expensive to inplenent it.

It might cost in the region of $1 mllion to protect each
dollar bill. Despite

its inpracticality, quantum noney applied quantum theory
in am intriguing

and i magi native way, so despite the |lack of encouragenent
fromhis

thesis adviser, Wesner submtted a paper to a scientific
journal. It was

rejected. He submtted it to three other journals, and it
was rejected three
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nore tinmes. Wesner clainms that they sinply did not
under stand t he
physi cs.

It seemed that only one person shared Wesner's excitenent
for the

concept of quantum noney. This was an old friend by the
name of

Charl es Bennett, who several years earlier had been an
under gr aduat e

with himat Brandeis University. Bennett's curiosity about
every aspect of

science is one of the nost remarkable things about his
personality. He

says he knew at the age of three that he wanted to be a
scientist, and his



chi | dhood ent husi asm for the subject was not |ost on his
not her. One

day she returned hone to find a pan containing a weird

st ew bubbl i ng on

the cooker. Fortunately she was not tenpted to taste it,
as it turned out to

be the remains of a turtle that the young Bennett was
boiling in alkali in

order to strip the flesh fromthe bones, thereby obtaining
a perfect specinen

of a turtle skeleton. During his teenage years, Bennett's
curiosity

1

Figure 75 Charl es Bennett.
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noved from bi ol ogy to biochem stry, and by the tine he got
to Brandeis

he had decided to major in chemstry. At graduate school
he concentr at ed

on physical chemi stry, then went on to do research in
physi cs, mathemati cs,

| ogic and, finally, conputer science.

Aware of Bennett's broad range of interests, Wesner hoped
t hat he

woul d appreci ate quantum noney, and handed him a copy of
his rejected

manuscri pt. Bennett was imedi ately fascinated by the
concept, and consi dered

It one of nost beautiful ideas he had ever seen. Over the
next

decade he woul d occasionally reread the manuscri pt,
wondering if there

was a way to turn sonething so ingenious into sonething
that was al so

useful. Even when he becane a research fellow at IBMs



Thomas J. Wat son

Laboratories in the early 1980s, Bennett still could not
st op thinking

about Wesner's idea. The journals m ght not want to
publish it, but Bennett

was obsessed by it.

One day, Bennett explained the concept of quantum noney to
Glles

Brassard, a conputer scientist at the University of
Montreal . Bennett and

Brassard, who had col | aborated on vari ous research

proj ects, discussed the

Intricacies of Wesner's paper over and over again.
Gradual |y they began

to see that Wesner's idea mght have an application in
crypt ography. For

Eve to deci pher an encrypted nessage between Alice and
Bob, she nust

first intercept it, which neans that she nust sonehow
accurately perceive

the contents of the transm ssion. Wesner's guantum noney
was secure

because it was inpossible to accurately perceive the

pol ari zati ons of the

photons trapped in the dollar bill. Bennett and Brassard
wonder ed what

woul d happen if an encrypted nessage was represented and
transmtted

by a series of polarized photons. In theory, it seened
that Eve woul d be

unabl e to accurately read the encrypted nessage, and if
she coul d not

read the encrypted nessage, then she could not decipher
It.

Bennett and Brassard began to concoct a system based on
the foll ow ng

principle. Imagine that Alice wants to send Bob an
encrypt ed nessage,

whi ch consists of a series of 1 's and Os. She represents
the 1 's and

O s by sending photons with certain polarizations. Alice
has two possible



schenes for associating photon polarizations with 1 or O.
In the first

schenme, called the rectilinear or -(--schene, she sends t
to represent 1, and

<-* to represent 0. In the other schene, called the

di agonal or x-schene,

she sends J to represent 1, and \ to represent 0. To send
a binary
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nmessage, she swi tches between these two schenes in an
unpr edi ct abl e

way. Hence, the binary nessage 1101101001 coul d be
transmtted as

fol |l ows:

Message 1101101001
Scheme +X+XXX++XX

Transmission | j/1 «-» </" /] \ t <-»\ i/l

Alice transmts the first 1 using the +-schenme, and the
second 1 using the

x-schenme. Hence, 1 is being transmtted in both cases, but
it is represented

by differently polarized photons each tine.

If Eve wants to intercept this nessage, she needs to
identify the polarization

of each photon, just as the counterfeiter needs to

i dentify the

pol ari zati on of each photon in the dollar bill's |ight
traps. To neasure the

pol ari zati on of each photon Eve nust decide how to orient
her Pol aroi d

filter as each one approaches. She cannot know for sure
whi ch schene

Alice wll be using for each photon, so her choice of
Polaroid filter will



be haphazard and wong half the tine. Hence, she cannot
have conpl ete
knowl edge of the transm ssion.

An easier way to think of Eve's dilema is to pretend that
she has two

types of Polaroid detector at her disposal. The +-detector
I s capabl e of

nmeasuring horizontally and vertically polarized photons

w th perfect

accuracy, but is not capable of neasuring diagonally

pol ari zed phot ons

with certainty, and nerely msinterprets them as
vertically or horizontally

pol ari zed photons. On the other hand, the x-detector can
nmeasur e di agonal |y

pol ari zed photons with perfect accuracy, but cannot
measure horizontally

and vertically polarized photons with certainty,

m si nterpreting

t hem as di agonal ly pol ari zed photons. For exanple, if she
uses the x-detector

to nmeasure the first photon, which is t, she wll
msinterpret it as

/1" or \. If she msinterprets it as /, then she does not
have a probl em

because this also represents 1, but if she msinterprets
it as \ then she is

in trouble, because this represents 0. To make matters
wor se for Eve, she

only gets one chance to neasure the photon accurately. A
photon is indivisible,

and so she cannot split it into two photons and neasure it
usi ng

bot h schenes.

This system seens to have sone pl easant features. Eve
cannot be sure

of accurately intercepting the encrypted nessage, so she
has no hope of
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deci phering it. However, the systemsuffers froma severe
and apparently

i nsurnount abl e problem-Bob is in the same position as
Eve, inasmuch as he has no way of know ng which pol arization
scheme Alice is using for

each photon, so he too wll msinterpret the nessage. The
obvi ous sol ution

to the problemis for Alice and Bob to agree on which

pol ari zati on

schene they will use for each photon. For the exanple
above, Alice and

Bob woul d share a list, or key, that reads + x + xxx +
-t-xX. However,

we are now back to the sane old problem of key

di stri buti on-sonmehow

Alice has to get the list of polarization schenes securely
to Bob.

O course, Alice could encrypt the list of schenes by
enpl oying a public

key ci pher such as RSA, and then transmt it to Bob.
However, i magine

that we are now in an era when RSA has been broken,

per haps follow ng

t he devel opnent of powerful quantum conputers. Bennett and
Brassard's

system has to be self-sufficient and not rely on RSA. For
nont hs, Bennett

and Brassard tried to think of a way around the key

di stribution problem

Then, in 1984, the two found thensel ves standing on the
pl at f orm at

Croton-Harnon station, near IBMs Thonas J. Watson
Laboratories. They

were waiting for the train that would take Brassard back
to Montreal, and

passed the tinme by chatting about the trials and
tribulations of Alice, Bob

and Eve. Had the train arrived a few mnutes early, they
woul d have

waved each ot her goodbye, having nade no progress on the
probl em of

key distribution. Instead, in a eureka! nonent, they
created quant um



cryptography, the nost secure form of cryptography ever
devi sed.

Their recipe for quantum cryptography requires three

pr epar at ory

stages. Al though these stages do not involve sending an
encrypted nessage,

they do allow the secure exchange of a key which can | ater
be used

to encrypt a nessage.

Stage 1. Alice begins by transmtting a random sequence of
1 's and Os

(bits), using a random choice of rectilinear (horizontal
and vertical) and

di agonal pol ari zation schenmes. Figure 76 shows such a
sequence of

photons on their way to Bob.

Stage 2. Bob has to neasure the pol arization of these
photons. Since he

has no i dea what polarization schene Alice has used for
each one, he

random y swaps between his -1--detector and his
x-detector. Sonetimes

Bob picks the correct detector, and sonetinmes he picks the
Wrong one.
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| f Bob uses the wong detector he may wel |l m sinterpret
Al'ice's photon.

Table 27 covers all the possibilities. For exanple, in the
top line, Alice

uses the rectilinear schenme to send 1, and thus transmts
$; then Bob

uses the correct detector, so he detects $, and correctly
notes down 1 as

the first bit of the sequence. In the next line, Alice
does the sane thing,

but Bob uses the incorrect detector, so he m ght detect



i1/1 or N, which
means that he mght correctly note down 1 or incorrectly
note down O.

Stage 3. At this point, Alice has sent a series of 1
and O s and Bob has

detected sone of themcorrectly and sonme of them
incorrectly. To clarify

the situation, Alice then tel ephones Bob on an ordinary

I nsecure

line, and tells Bob which pol arization schene she used for
each

phot on- but not how she pol ari zed each photon. So she m ght
say that

the first photon was sent using the rectilinear schene,
but she wll not

S

sender
ALl CE

di agonal
pol ari zation filters

rectilinear

pol ari zation filters

%

ALICE' S bit sequence 1
BOB' s detection scheme mBOB' s neasurenments 1
Ret ai ned bit sequence 1

Figure 76 Alice transmts a series of 1 's and Os to Bob.



Each 1 and each O is

represented by a pol arized photon, according to either the
rectilinear

(horizontal/vertical) or diagonal polarization schene. Bob
nmeasur es each phot on using

either his rectilinear or his diagonal detector. He
chooses the correct detector for the |eftnost photon and
correctly interprets it as 1. However, he chooses the

I ncorrect detector

for the next photon. He happens to interpret it correctly
as 0, but this bit is neverthel ess

| at er di scarded because Bob cannot be sure that he has
measured it correctly.
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say whether she sent | or <-». Bob then tells Alice on
whi ch occasi ons

he guessed the correct polarization scheme. On these
occasi ons he definitely

nmeasured the correct polarization and correctly noted down
1

or 0. Finally, Alice and Bob ignore all the photons for
whi ch Bob used

t he wong schene, and concentrate only on those for which
he guessed

the right schene. In effect, they have generated a new
shorter sequence

of bits, consisting only of Bob's correct neasurenents.
Thi s whol e stage

is illustrated in the table at the bottom of Figure 76.

These three stages have allowed Alice and Bob to establish
a commmon

series of digits, such as the sequence 1 1001001 agreed in
Figure 76. The

cruci al property of this sequence is that it is random
because it is derived

Tabl e 27 The various possibilities in stage 2 of photon



exchange between Alice and Bob.

I Alice's Alice's AliceBob's Correct BobBob's Is Bob's
bi t

| scheme bit sends ; detector detector?

detects bit correct?

Yes

Yes

< B~

es

+Yes

(@)



Yes

S

P <o T Zzr0nZz

Yes

Yes
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fromAlice' s initial sequence, which was itself random
Furt hernore, the

occasi ons when Bob uses the correct detector are al so
random The agreed

sequence does not therefore constitute a nessage, but it
could act as a



random key. At |ast, the actual process of secure
encryption can begin.

Thi s agreed random sequence can be used as the key for a
onetinme pad

ci pher. Chapter 3 described how a random series of letters
or nunbers,

the onetinme pad, can give rise to an unbreakabl e

ci pher-not j ust

practical ly unbreakabl e, but absol utely unbreakabl e.
Previously, the only

problemw th the onetine pad cipher was the difficulty of
securely distributing

the random series, but Bennett and Brassard's arrangenent
overcones this problem Alice and Bob have agreed on a
oneti nme pad,

and the | aws of quantum physics actually forbid Eve from
successful ly

Intercepting it. It is nowtine to put ourselves in Eve's
position, and then

we will see why she is unable to intercept the key.

As Alice transmts the pol arized photons, Eve attenpts to
measure them

but she does not know whether to use the +-detector or the
x-detector. On

hal f the occasions she will choose the wong detector.
This is exactly the

same position that Bob is in, because he too picks the
wrong detector half

the tinme. However, after the transm ssion Alice tells Bob
whi ch schene he

shoul d have used for each photon and they agree to use
only the photons

whi ch were neasured when Bob used the right detector.
However, this

does not help Eve, because for half these photons she w |
have neasured

them using the incorrect detector, and so will have

m sinterpreted sone

of the photons that make up the final key.

Anot her way to think about quantum cryptography is in
terms of a



pack of cards rather than pol arized photons. Every playing
card has a

val ue and a suit, such as the jack of hearts or the six of
cl ubs, and usually

we can | ook at a card and see both the val ue and the suit
at the sane tine.

However, inmagine that it is only possible to neasure

ei ther the val ue or

the suit, but not both. Alice picks a card fromthe pack,
and nust decide

whet her to neasure the value or the suit. Suppose that she
chooses to

nmeasure the suit, which is "spades,
card happens to

be the four of spades, but Alice knows only that it is a
spade. Then she

transmts the card dowmn a phone line to Bob. Wile this is
happeni ng,

Eve tries to neasure the card, but unfortunately she
chooses to neasure

its value, which is "four.'
decides to

whi ch she notes. The

When the card reaches Bob he
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neasure its suit, which is still "spades," and he notes

t hi s down.

Afterward, Alice calls Bob and asks himif he neasured the
suit, which he

did, so Alice and Bob now know that they share sone comon
know edge-t hey

bot h have "spades"” witten on their notepads. However, Eve
has "four” witten on her notepad, which is of no use at

all .

Next, Alice picks another card fromthe pack, say the king
of di anonds,

but, again, she can neasure only one property. This tine
she

chooses to neasure its value, which is "king," and
transmts the card

down a phone line to Bob. Eve tries to neasure the card,
and she al so



chooses to neasure its value, "king." Wen the card
reaches Bob, he

decides to neasure its suit, which is "di anonds."
Afterward, Alice calls

Bob and asks himif he neasured the card's value, and he
has to adm t

t hat he guessed wong and neasured its suit. Alice and Bob
are not bot hered

because they can ignore this particular card conpletely,
and try again

w th another card chosen at random fromthe pack. On this
| ast occasi on

Eve guessed right, and neasured the sane as Alice, "king,"
but the card

was di scarded because Bob did not nmeasure it correctly. So
Bob does not

have to worry about his m stakes, because Alice and he can
agree to

I gnore them but Eve is stuck with her m stakes. By
sendi ng several cards,

Alice and Bob can agree on a sequence of suits and val ues
whi ch can then

be used as the basis for sone kind of key.

Quant um crypt ography allows Alice and Bob to agree on a
key, and

Eve cannot intercept this key w thout naking errors.

Furt hernore, quantum

crypt ography has an additional benefit: it provides a way
for Alice

and Bob to find out if Eve is eavesdropping. Eve's
presence on the line

beconmes apparent because every tinme that she neasures a
phot on, she

risks altering it, and these alterations becone obvious to
Ali ce and Bob.

| magi ne that Alice sends \, and Eve neasures it with the
wrong det ect or,

the +-detector. In effect, the -t-detector forces the

I ncom ng ** phot on

to energe as either a |l or a <-» photon, because this is
the only way the

photon can get through Eve's detector. If Bob neasures the



t ransf or med

photon with his x-detector, then he m ght detect \, which
is what Alice

sent, or he mght detect /, which would be a

m smeasurenent. This is a

problem for Alice and Bob, because Alice sent a diagonally
pol ari zed

phot on and Bob used the correct detector, yet he m ght
have neasured it

i ncorrectly. In short, when Eve chooses the wong
detector, she wll
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"twi st" some of the photons, and this will nmake Bob prone
to errors, even

when he is using the correct detector. These errors can be
found if Alice

and Bob performa brief error-checking procedure.

The error checking is done after the three prelimnary
st ages, by which

time Alice and Bob shoul d have identical sequences of 1
and O s. | magine

that they have established a sequence that is 1,075 binary
digits in Iength.

One way for Alice and Bob to check that their respective
sequences match

woul d be for Alice to call Bob and read out her conplete
sequence to him

Unfortunately, if Eve is eavesdroppi ng she would then be
able to intercept

the entire key. Checking the conplete sequence is clearly
unwi se, and it is

al so unnecessary. Instead, Alice nerely has to pick 75 of
the digits at

random and check just these. |If Bob agrees with the 75
digits, it is highly

unlikely that Eve was eavesdropping during the original
photon transm ssi on.

In fact, the chances of Eve being on the |line and not
affecting Bob's

nmeasurenent of these 75 digits are less than one in a

S



billion. Because these

75 digits have been openly discussed by Alice and Bob,

t hey nust be

di scarded, and their onetinme pad is thus reduced from
1,075 to 1,000

binary digits. On the other hand, if Alice and Bob find a
di screpancy

anong the 75 digits, then they will know that Eve has been
eavesdr oppi ng,

and they woul d have to abandon the entire onetine pad,
switch to a new

line and start all over again.

To sunmarize, quantum cryptography is a systemthat
ensures the

security of a nessage by making it hard for Eve to read
accurately a

comruni cati on between Alice and Bob. Furthernore, if Eve
tries to

eavesdrop then Alice and Bob will be able to detect her
presence. Quant um

cryptography therefore allows Alice and Bob to exchange
and agree

upon a onetinme pad in conplete privacy, and thereafter
they can use this

as a key to encrypt a nessage. The procedure has five
basi c st eps:

(1) Alice sends Bob a series of photons, and Bob neasures
t hem

(2) Alice tells Bob on which occasions he neasured themin
the correct way. (Although Alice is telling Bob when he nade
the correct nea surenent, she is not telling himwhat the
correct result should have

been, so this conversation can be tapped w thout any risk

to security.)

(3) Alice and Bob discard the neasurenents that Bob nade
i ncorrectly,
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and concentrate on those neasurenents he made correctly in
order to
create an identical pair of onetine pads.

(4) Alice and Bob check the integrity of their onetine
pads by testing a few of the digits,

(5) If the verification procedure is satisfactory, they
can use the onetine pad to encrypt a nessage; if the
verification reveals errors, they know

that the photons were being tapped by Eve, and they need
to start all

over agai n.

Fourteen years after Wesner's paper on quantum noney had
been

rejected by the science journals, it had inspired an
absol utely secure system

of communi cation. Now living in Israel, Wesner is
relieved that, at

| ast, his work is being recognized: "Looking back, |
wonder if | couldn't

have nade nore of it. People have accused ne of being a
quitter, for not

having tried harder to get ny idea published-1 guess
they're right in a

way--but | was a young graduate student, and | didn't have
t hat nuch

confidence. In any case, nobody seened interested in
quant um noney. "

Crypt ographers greeted Bennett and Brassard's quantum
crypt ography

Wi th ent husiasm However, many experinentalists argued
that the system

wor ked well in theory, but would fail in practice. They
bel i eved that the

difficulty of dealing with individual photons would nake
the system



| npossible to inplenent. Despite the criticism Bennett
and Brassard

wer e convi nced that quantum cryptography could be nade to
work. In

fact, they had so nmuch faith in their systemthat they did
not bot her

bui |l di ng the apparatus. As Bennett once put it, "there is
no point going to

the North Pole if you knowit's there."

However, the nounting skepticismeventually goaded Bennett
into

proving that the systemcould really work. In 1988 he
began accunul ati ng

t he conmponents he woul d need for a quantum cryptographic
system and

took on a research student, John Snolin, to help assenble
t he appar at us.

After a year of effort they were ready to attenpt to send
the first nessage

ever to be protected by quantum cryptography. Late one
eveni ng they

retreated into their light-tight [aboratory, a pitch-bl ack
envi ronnent safe

fromstray photons that mght interfere with the

experi ment. Havi ng

eaten a hearty dinner, they were well prepared for a |ong
ni ght of tinkering
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with the apparatus. They set about the task of trying to
send pol ari zed

phot ons across the room and then neasuring themusing a
+det ect or

and a x-detector. A conputer called Alice ultimtely
controlled the transm ssion

of photons, and a conputer called Bob deci ded which

det ect or

shoul d be used to nmeasure each photon.

After hours of tweaking, at around 3 A.M, Bennett
W t nessed the first



quant um crypt ogr aphi ¢ exchange. Alice and Bob managed to
send and

recei ve photons, they discussed the polarization schenes
that Alice had

used, they discarded photons neasured by Bob using the
wrong det ect or

and they agreed on a onetine pad consisting of the
remai ni ng phot ons.

"There was never any doubt that it would work," recalls
Bennett, "only

that our fingers mght be too clunsy to build it."
Bennett's experi nent

had denonstrated that two conputers, Alice and Bob, could
communi cat e

i n absolute secrecy. This was a historic experinent,
despite the fact

that the two conputers were separated by a di stance of
just 30 cm

Ever since Bennett's experinent, the chall enge has been to
build a

guant um crypt ographi c systemthat operates over useful

di stances. This is

not a trivial task, because photons do not travel well. If
Alice transmts a

photon with a particular polarization through air, the air
nol ecul es wil |

interact with it, causing a change in its polarization,

whi ch cannot be tol erated.

A nore efficient nmediumfor transmtting photons is via an
optic

fiber, and researchers have recently succeeded in using
this technique to

bui | d quantum crypt ographi c systens that operate over

signi ficant distances.

In 1995, researchers at the University of Geneva succeeded
I n

I npl ementi ng quantum cryptography in an optic fiber that
stretched 23

km from Geneva to the town of Nyon.

More recently, a group of scientists at Los Al anos
Nat i onal Laboratory
I n New Mexico has once again begun to experinment with



guant um cr ypt ogr aphy

inair. Their ultinate aimis to create a quantum

crypt ographi c

system that can operate via satellites. If this could be

achi eved, it would

enabl e absolutely secure gl obal conmunication. So far the
Los Al anps

group has succeeded in transmtting a quantum key through
air over a

di stance of 1 km

Security experts are now wondering how long it will be

bef ore quant um

crypt ography becones a practical technology. At the nonent
t here

I s no advantage in having quantum cryptography, because

t he RSA ci pher
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al ready gives us access to effectively unbreakabl e
encryption. However, if

guantum conputers were to becone a reality, then RSA and
al | ot her

nodern ci phers woul d be usel ess, and quantum crypt ography
woul d

beconme a necessity. So the race is on. The really

| nportant question is

whet her quantum cryptography will arrive in tinme to save
us fromthe

threat of quantum conputers, or whether there will be a
privacy gap, a

peri od between the devel opnent of quantum conputers and
t he advent

of quantum cryptography. So far, quantum cryptography is
the nore

advanced technol ogy. The Swi ss experinment with optic

fi bers denonstrates

that it would be feasible to build a systemthat permts
secure

comruni cati on between financial institutions within a
single city.

I ndeed, it is currently possible to build a quantum



cryptography |ink
bet ween the White House and the Pentagon. Perhaps there
al ready is one.

Quantum crypt ography would mark the end of the battle
bet ween

codemakers and codebreakers, and the codenakers energe
vi ctorious.

Quantum cryptography is an unbreakabl e syst em of
encryption. This may

seem a rat her exaggerated assertion, particularly in the
| i ght of previous

simlar clains. At different tines over the last two

t housand years, cryptographers

have believed that the nonoal phabetic cipher, the

pol yal phabeti c

ci pher and nmachi ne ci phers such as Enigma were all

unbr eakable. In

each of these cases the cryptographers were eventually
proved w ong,

because their clains were based nerely on the fact that
the complexity of

the ciphers outstripped the ingenuity and technol ogy of
cryptanal ysts at

one point in history. Wth hindsight, we can see that the
crypt anal ysts

woul d inevitably figure out a way of breaking each cipher,
or devel opi ng

technol ogy that would break it for them

However, the claimthat quantum cryptography is secure is
qualitatively

different fromall previous clains. Quantum cryptography
Is not just effectively

unbreakable, it is absolutely unbreakable. Quantumtheory,
t he

nost successful theory in the history of physics, neans
that it is inpossible

for Eve to intercept accurately the onetine pad key

est abl i shed

bet ween Alice and Bob. Eve cannot even attenpt to

I ntercept the onetine

pad key without Alice and Bob bei ng warned of her
eavesdr oppi ng.



I ndeed, if a nessage protected by guantum cryptography
were ever to be

deci phered, it would nean that quantumtheory is flawed,
whi ch woul d

have devastating inplications for physicists; they would
be forced to
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reconsi der their understandi ng of how the universe
operates at the nost
fundanental | evel.

| f quantum cryptography systens can be engi neered to
operate over

| ong di stances, the evolution of ciphers will stop. The
quest for privacy

w Il have conme to an end. The technology will be avail able
t o guarantee

secure conmuni cations for governnents, the mlitary,
busi nesses and the

public. The only question renmai ni ng woul d be whet her or
not governnents

woul d allow us to use the technol ogy. How woul d

gover nment s

regul ate quantum cryptography, so as to enrich the

I nformati on Age,

wi t hout protecting crimnals?

1

The G pher Chall enge

The G pher Challenge is a set of ten encrypted nessages,

which | placed at the end

of The Code Book when it was first published in 1999. In
addition to the intell ectual

reward of cracking all ten nessages, there was a prize of
$15,000 for the first person

to solve the Chall enge. The Chall enge was eventual ly

sol ved on Cctober 7, 2000,



after one year and one nonth of arduous effort by
codebr eakers, amateur and professional,
around the worl d.

The Ci pher Challenge remains as part of this book. There
IS no longer a prize associ ated

wth its solution, but | would encourage readers to

deci pher sone of the

nmessages. The ten stages were intended to grow in
difficulty, although nmany code- breakers

have felt that stage 3 is harder than stage 4. The ciphers
used in the stages

differ and progress through the ages, so the early ciphers
are ancient and easy to break,

whereas the latter stages enpl oy nodern ci phers and
require a great deal nore effort.

In short, stages 1 to 4 are for the amateur, stages 5 to 8
are for the real enthusiast, and

9 and 10 are for those who are dedi cated codebreakers.

If you want to know nore about the C pher Chall enge, you
can visit my own Wb

site (ww. sinonsi ngh.con), which offers a variety of

i nformation, including alink to

a report witten by the C pher Challenge w nners, Fredrik
Al ngren, Qunnar

Ander sson, Torbjorn Ganlund, Lars Ivansson and Staffan
U fberg. The report nakes

excel l ent reading, but please be aware that it, and ot her
material on the Wb site, does

i ncl ude spoilers that you m ght not want to see just yet.

The main aimof the C pher Challenge was to excite people,
to get theminterested

I n cryptography and codebreaking. The fact that thousands
of people took up the

chall enge is trenmendously satisfying. Oficially the

Ci pher Chall enge is now over, but

| hope that it will continue to generate sonme interest
anong new readers who want

to test their codebreaking skills.
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The Ci pher Chall enge 353 Stage 1: Sinple Mnoal phabetic
Substitution C pher

BT JPX RMLX PCUV AMLX | CVJP I BTWKVR CI M LMI" R PMIN, MIN
YVCIX CDXV MAWBTRJ JPX AMINGXRIBAH UQCT JPX QGAVRIXV Cl JPX
YMSG C JPX HBTW R QVGVAX; MIN JPX HBTW RMY JPX QWJ C
JPX

PMIN JPMJ] YVCIX. JPXT JPX HBTW R ACUTIJXTMIAX YMR APMIVKN,
MIN PER JPCUWPJR JVCUFGXN PEL, RC JPMJ JPX SCBTJR CI PER
GCBTR YXVX GCCRXN, MIN PER HTXXR RLCIX CTX MAWBTRIJ

MICIPXV. JPX HBTW AVBXN MECUN JC FVBTW BT JPX MRIVCGCWKVR,
JPX APMGNXMIR, MIN JPX RCCIPRMEXVR. MIN JPX HBTW RQVHX,
MIN RVBN JC JPX YBRX LXT C FMFEGCT, YPCRCXDXV RPMGG VXMN
JPBR YVBIJBTW MIN RPCY LX JPX BTIXVQVXIMIBCT JPXVXC,
RPMSG FX AGCIPXN YBJP RAMWGXJ, MIN PMDX M APMBT CI WCGN
MFCDJ PER TXAH, MIN RPMGEG FX JPX JPBVN VUGXV BT JPX
HBTWNCL. JPXT AMLX BT MGG JPX HBTW R YBRX LXT; FUJ JPXE
ACUGN TCJ VXWN JPX YVBIBTW TCV LMHX HTCYT JC JPX HBTW JPX
BTIXVQVXIMIBCT JPXVXCl . JPXT YMR HBTW FXGRPMOOW W/XMI GE
JVCUFGXN, MIN PER ACUTIXTMIAX YMR APMIWKN BT PEL, MIN PER
GCVNR YXVX MRICTBRPXN. TCY JPX KUXXT, FE VXMRCT C JPX
YCVNR C JPX HBTW MIN PER GCVNR, AM_LX BTJC JPX FMIKUXJ
PCURX; MIN JPX KUXXT RQVHX MIN RMBN, C HBTW GBDX | CVXDXV,
GAJ TA JPE JPCUWPIR JVCUFGX JPXX, TCV GXJ JPE ACUTJIXTMIAX
FX APMIVWKN; JPXVX BR M LMI' BT JPE HBTWNCL, BT YPCL BR JPX
RQABVBJ C JPX PCGE WCNR; MIN BT JPX NMER CI JPE | MIPXV
GBWPJ MIN UTNXVRIMINBTW MIN YBRNCL, GBHX JPX YBRNCL ClI JPX
WCNR, YMR | CUTN BT PEL; YPCL JPX HBTW TXFUAPMNTXOOW JPE

I MIPXV, JPX HBTW B RME, JPE | MIPXV, LM\X LMRIXV ClI JPX
LMABABMIR, MRIVCGCCWKVR, APMGNXMIR, MIN RCCJPRMEXVR;

| CVWWRLUAP MR MI' XZAXGGXTJ R@BVBJ, MIN HTCYGXNWK, MIN
UTNXVRIMINBTW BTIXVQVXIBTW CI NVXMLR, MIN RPCYBTW CI PWN
RXTIXTAXR, MIN NBRRCGDBTW CI NCUFJR, YXVX | CUTN BT JPX
RMLX NMIBXG, YPCL JPX HBTW TMLXN FXGIXRPMOOW,; TCY GXJ
NMIBXG FX AMSGXN, MIN PX YBGG RPCY JPX BTIXVQVXIMIBCT. JPX



| BVRJ ACNXYCVN BR CJIPXGGEC.
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Stage 2: Caesar Shift G pher

VHI LY LZA ZBHL XBPZXBL MVYABUHL HWAPBZ JSHBKPBZ JHLJBZ
KPJABT HYJHUBT LZA ULBAYVU

St age 3: Monoal phabetic G pher with Honophones

| XDVMUFXL FEEFXSOQXYQUXSQTO! XWE* FMXYQVFJ* FXEFQUQXJ FPTUFX
MX* | SSFLQTUQXMXRPQEUMXUMTUI XYFSSFI * MXKFJ F* FMXL QXTI EUVFX
EQTEFXSOQXL Q* XVFWMTQTUQXTI TXKI J* FMUQXTQI MVX* QEYQVFQTHVX
LEVQUVI XM XEI * XLQ XW TLI XEQTHGXJ QTUQXSI TEFLQVGUQX* GXKI E
UVGXEQAQTHGXDGUFXT] TXDI EUQXGXKFKQVXSI WOXAVPUFXWGXYQVXEQ
JPFVXKFVUPUQXQXSGTI ESQTHGX* FXWFQFXSI WG TFXDQSFI XEFXGIP
UFXSI TXRPQEUGXI VGHFI TXYFSSFI * CXC* XSCWAFTI XSOQXCXYQTCXYI
ESFCX* FXCKVQFXVFUQTPUFXQXKI * UCXTI EUVCXY! YYCXTQ XWCUUFTI
XL QFXVOWEXDCSQWAN XC* FXC* XDI * * QXKI * | XEQAYVQXCSRPFEUCTLI X
LC* X* CUI XWCTSFTI XUPUUQX* QXEUQ* * QXJ FCXLQX* C* UVI XYI * | XKQL
QCX* CXT1 UUQXQX* XTI EUVI XUCTUI XACEEI XSOQXTI TXEPV.JQCXDPI VX
LQ* XWCVFTXEPI * | XSFTRPQXKI * UQXVCSSQEI XQXUCTUI XSCEE] X* | X*
PWOXQVZXLFXEI UUl XLZX* ZX* PTZXY! FXSOQXTUVZUFXQVZKZ\WKT QX* Z
* Ul XYZEEI RPZTLI XTZYYZVKQXPTZXW TUZJ TZXAVPTZXYQVX* ZXLFEO
ZTHZXQXYZVKQWEXZ* UZXUZTUI XRPZTUI XKQLPUZXTI TXZKQZXZ* SPTZ
XTI FXSFXZ* * QI VNVIAY XQXUI EUI XUl VTI XFTXYFNTUI XSOQXL QX* NXTI
KNXUQUVNXPTXUPVAI XTNSRPQXQXYQVSI EEQXLQF X* QI TI XF* XYVFW X
SNTUI XUVQXKI * UQXF* XDQXJ FVBVXSI TXUPUUQX* BSRPQXBX* BXRPBVU
BX* QKBVX* BXYI YYBXFTXEPEI XQX* BXYVI VBXFVQXFTXJFPXSI WB* UVP
FXYFBSRPQFTDFTXSOQX* XVBVXDPXEI YVBXTI FXVFSOFPEI XX* BXYBVI
* BXFTXSI LFSQXQXQRPBUI V
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Stage 4: Vigenere C pher
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Stage 5

109 182 611 88 214 74 77 153 177 109 195 76 37 188
166 188 73109 158 15 208 42 5 217 78 209 147 981
80 16910922 96 169 3 29 214 215 9 198 77 1128 30
117 124 8696 73 177 50 161
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OCOYFOLBVNPI ASAKOPVYGESKOVMUFGIWML NOOEDRNCFORSOCVMIUUTY
ERPFOLBVNPI ASAKOPVI VKYEOCNKOCCARI CWLTSOCOYTRFDVCVOOUEG
KPVOOYVKTHZSCVMBTW RHPNKL RCUEGVSL NVLZSCANSCKOPORMZCKI ZU
SLCCVFDLVORTHZSCLEGUXM FOLBI MVI VKI UAYVUUFVWCCBOVOVPFRH
CACSFCGEOL CKMOCGEUMOHUEBRL XRHEMHPBIMPL TVOEDRNCFORSG STHOG
| LCVAI CAMWVZI RRLNI | WUSGEWBRHCAUG MFORSKVZMGECL BCGDRNKCVCP
YUXL OKFYFOL BVCCKDOKUUHAVOCCOCL Cl USYCRGUFHBEVKRO CSVPFTUQ
UMWKI' GPECEMECGPGCEVOQUSYEFVGFHRAL AUQOL EVKRCECKMUQ RXCCBCV
MAGDCL ANOYNKBMVSMWCNVROEDRNCGESKY SYSL UUXNKGEGW GRSONL CV
AGEBG-BI MORDPROCKI NANKVCNFCOL BCEUMNKPT VKT CGEFHOKPDUL XSUE
OPCL ANOYNKVKBUOYODORSNXL CKMGL VCVGRMNOPOY OF OCVKOCVKVWOFC
LANYEFVUAVNRPNCVW PORDGLOSHI MOCNML CCVGRMNOPOYHXAI FOOUEP
GCHK
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Stage 7

M CC MM
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Stage 9
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Shorter nessage:

10052 30973 22295 13534 12990 66921 15454 81904 58209
26472 18119

11542 99190 01294 87266 20201 55809 80932 92390 96710
64341 91354

27685 27572 48495 78859 80627 33369 29356 36094 85523

Longer message:
begin 600 text.d
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end

Appendi ces

Appendi x A

The Openi ng Paragraph of A Void by Georges Perec,
translated by Gl bert Adair

Today, by radio, and al so on gi ant hoardi ngs, a rabbi, an
adm ral notorious

for his links to nasonry, a trio of cardinals, atrio,
too, of insignificant



politicians (bought and paid for by a rich and corrupt

Angl o- Canadi an

banki ng corporation), informus all of how our country now
ri sks dyi ng of

starvation. A runor, that's ny initial thought as I swtch
off nmy radio, a

runmor or possibly a hoax. Propaganda, | murnur

anxi ousl y-as t hough, just

by saying so, | mght allay ny doubts-typical politicians'
pr opaganda. But

public opinion gradually absorbs it as a fact. Individuals
start strutting

around with stout clubs. "Food, glorious food!" is a
common cry (occasionally

sung to Bart's nusic), with ordinary hardworking folk

har assi ng

officials, both | ocal and national, and cursing
capitalists and captains of

I ndustry. Cops shrink fromgoing out on night shift. In
Macon a nob

storns a nunicipal building. In Rocadanmour ruffians rob a
hangar full of

foodstuffs, pillaging tons of tuna fish, mlk and cocoa,
as also a vast quantity

of corn-all of it, alas, totally unfit for human
consunption. Wt hout

fuss or ado, and naturally wthout any sort of trial, an

I ndi gnant crowd

hangs 26 solicitors on a hastily built scaffold in front
of Nancy's |aw courts

(this Nancy is a town, not a wonman) and ransacks a | ocal
journal, a disgusting

right-wing rag that is siding against it. Up and down this
| and of

ours looting has brought docks, shops and farns to a
virtual standstill.

First published in France as La Disparition by Editions
Denoel in 1969, and in

Geat Britain by Harvill in 1994. Copyright © by Editions
Denoel 1969; in the

English translation © Harvill 1994. Reproduced by

perm ssion of the Harvill Press.
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Appendi x B

Sonme El enentary Tips for Frequency Anal ysis

(1) Begin by counting up the frequencies of all the

|l etters in the ciphertext. About five of the letters should
have a frequency of less than 1 per cent, and

t hese probably represent j, k, q, x and z. One of the

| etters shoul d have a

frequency greater than 10 per cent, and it probably
represents e. If the

ci phertext does not obey this distribution of frequencies,
t hen consider the

possibility that the original nmessage was not witten in
Engl i sh. You can

i dentify the | anguage by anal yzing the distribution of
frequencies in the

ci phertext. For exanple, typically in Italian there are
three letters with a

frequency greater than 10 per cent, and nine |letters have
frequenci es | ess

than 1 per cent. In German, the letter e has the
extraordinarily high fre quency of 19 per cent, so any

ci phertext containing one letter with such a

hi gh frequency is quite possibly German. Once you have
identified the | an guage you shoul d use the appropriate table
of frequencies for that |anguage

for your frequency analysis. It is often possible to
unscranbl e ci phertexts in

an unfamliar |anguage, as |long as you have the
appropriate frequency table.

(2) If the correlation is synpathetic with English, but

t he plaintext does not reveal itself imediately, which is
often the case, then focus on pairs of

repeated letters. In English the nost common repeated



| etters are ss, ee, tt,

ff, I'l, mmand oo. |If the ciphertext contains any repeated
characters, you can

assune that they represent one of these.

(3) If the ciphertext contains spaces between words, then
try to identify words containing just one, two or three

| etters. The only one-letter words in English

are a and |I. The conmpnest two-letter words are of, to,
in, it, is, be, as, at,

so, we, he, by, or, on, do, if, ne, ny, up, an, go, no,
us, am The nost

common three-letter words are the and and.
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(4) If possible, tailor the table of frequencies to the
nessage you are trying to decipher. For exanple, mlitary
nmessages tend to omt pronouns and articles,

and the |l oss of words such as |, he, a and the will reduce
t he frequency of

some of the commopbnest letters. If you know you are
tackling a mlitary

nmessage, you should use a frequency table generated from
other mlitary

nmessages.

(5) One of the nost useful skills for a cryptanalyst is

the ability to identify words, or even entire phrases, based
on experience or sheer guesswork. Al-Khalll,

an early Arabian cryptanal yst, denonstrated this tal ent

when he

cracked a Greek ciphertext. He guessed that the ciphertext
began with the

greeting "In the nane of God." Having established that

these letters corre sponded to a specific section of

ci phertext, he could use themas a crowbar



to prize open the rest of the ciphertext. This is known as
a crib.

(6) On sone occasions the commonest letter in the

ci phertext m ght be E, the next commobnest could be T, and so
on. In other words, the frequency of

|l etters in the ciphertext already matches those in the
frequency table. The E

i n the ci phertext appears to be a genuine e, and the sane
seens to be true for

all the other letters, yet the ciphertext |ooks |ike

gi bberish. In this case you

are faced not with a substitution cipher, but with a
transposition cipher. All

the letters do represent thenselves, but they are in the
Wrong positions.

Ctyptanal ysis by Hel en Fouche Gaines (Dover) is a good

i ntroductory text. As

well as giving tips, it also contains tables of letter
frequencies in different

| anguages, and provides lists of the nost comon words in
Engl i sh.

Appendi x C

The So-call ed Bi bl e Code

In 1997 The Bi bl e Code by M chael Drosnin caused headlines
around the world.

Drosnin clainmed that the Bi bl e contai ns hi dden nessages
whi ch coul d be di scovered

by searching for equidistant |letter sequences (EDLSs). An
EDLS i s found

by taking any text, picking a particular starting letter,
then junping forward a set

nunber of letters at a tinme. So, for exanple, with this
par agraph we could start

wth the "M in Mchael and junp, say, five spaces at a



time. If we noted every
fifth letter, we would generate the EDLS nesahirt

Al though this particular EDLS does not contain any
sensi bl e words, Drosnin

descri bed the discovery of an astonishing nunber of

Bi blical EDLSs that not

only form sensi ble words, but result in conplete
sentences. According to

Drosnin, these sentences are biblical predictions. For
exanpl e, he clains to have

found references to the assassinations of John F. Kennedy,
Robert Kennedy and

Anwar Sadat. In one EDLS the nane of Newton is nentioned
next to gravity,

and in another Edison is linked with the |ightbulb.

Al t hough Drosnin's book is

based on a paper published by Doron Wtzum Eliyahu Ri ps
and Yoav

Rosenberg, it is far nore anbitious in its clainms, and has
attracted a great deal of

criticism The main cause of concern is that the text
bei ng studied i s enornous:

in a large enough text, it is hardly surprising that by
varying both the starting

pl ace and the size of the junp, sensible phrases can be
made to appear.

Brendan McKay at the Australian National University tried
to denonstrate

t he weakness of Drosnin's approach by searching for EDLSs
I n Moby Dick, and

di scovered thirteen statenents pertaining to
assassi nati ons of fanous peopl e,

I ncl udi ng Trotsky, Gandhi and Robert Kennedy. Furthernore,
Hebrew texts are

bound to be particularly rich in EDLSs, because they are

| argely devoid of vowels.

This nmeans that interpreters can insert vowels as they see
fit, which nakes it

easier to extract predictions.
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Appendi x D

The Pi gpen Ci ph er

The nonoal phabeti c substitution cipher persisted through
the centuries in various

fornms. For exanple, the pigpen cipher was used by
Freemasons in the 1700s

to keep their records private, and is still used today by
school chil dren. The ci pher

does not substitute one letter for another, rather it
substitutes each letter for a

synbol according to the follow ng pattern.

%HIOTIITIUOUJ:D

To encrypt a particular letter, find its position in one
of the four grids, then

sketch that portion of the grid to represent that letter.
Hence:



z =M\

I f you know t he key, then the pigpen cipher is easy to
deci pher. If not, then it
Is easily broken by:

crnn<nDL_< jdj| _<vfv
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Appendi x E

The Pl ayfair G pher

The Pl ayfair cipher was popul arized by Lyon Pl ayfair,
first Baron Playfair of St.

Andrews, but it was invented by Sir Charl es Weat st one,
one of the pioneers of

the electric telegraph. The two nen lived close to each
ot her, either side of

Hammersm th Bridge, and they often net to discuss their

| deas on cryptography.

The cipher replaces each pair of letters in the plaintext
wi th another pair of

|l etters. In order to encrypt and transmt a nessage, the
sender and receiver nust

first agree on a keyword. For exanple, we can use
Wheat st one' s own nane,

CHARLES, as a keyword. Next, before encryption, the

| etters of the al phabet are

witten in a 5 x 5 square, beginning wwth the keyword, and
conbining the letters

| and J into a single el enent:



CHARL
ESBDF

Cl/J KMN
OPQTU

VWXY Z

Next, the nessage is broken up into pairs of letters, or

di graphs. The two letters

i n any di graph should be different, achieved in the

foll owi ng exanple by inserting an extra x between the doubl e
min hammersmith, and an extra x is added

at the end to make a digraph fromthe single final letter:

neet ne at hammersmith bridge tonight

m t hbri dget oni ght x

Pl ai nt ext

Pl ai ntext in digraphs ne-et-neathanx-ners

Encryption can now begin. Al the digraphs fall into one
of three categories-both

| etters are in the sane row, or the sane colum, or
neither. If both letters

are in the sane row, then they are replaced by the letter
to the i Mmedi ate right of

each one; thus m becones NK. |If one of the letters is at
the end of the row, it is

repl aced by the letter at the begi nning; thus ni becones
&K If both letters are in

the same colum, they are replaced by the letter



| mredi at el y beneat h each one;
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thus ge becones OG [|f one of the letters is at the bottom
of the columm, then

It is replaced by the leltter at the top; thus we becones
CG

If the letters of the digraph are neither in the sane row
nor the sanme col um,

the enci pherer follows a different rule. To encipher the
first letter, look along its

row until you reach the columm containing the second
letter; the letter at this

I ntersection then replaces the first letter. To encipher
the second letter, | ook al ong

its row until you reach the columm containing the first
letter; the letter at this

i ntersection replaces thie second letter. Hence, ne
becones G D, and et becones

DO. The conplete encryption is:

Pl ai nt ext

in digraphs me et rne at ha nk ne rs m th br id ge to ni
gh tx

Ci phertext CD DO GD RQ AR KY CD HD NK PR DA M5 OG UP CK 1C
QY

The recipient, who al so« knows the keyword, can easily
deci pher the ciphertext by



sinply reversing the proocess: for exanple, enciphered
letters in the sane row are
deci phered by replacing themby the letters to their left.

As well as being a scientist, Playfair was al so a notable
public figure (Deputy

Speaker of the House oof Conmons, postnaster general, and
a comm ssi oner on

public health who help ed to devel op the nodern basis of
sanitation) and he was

determ ned to pronotes Weatstone's i dea anong t he nost
seni or politicians.

He first nmentioned it at a dinner in 1854 in front of
Prince Al bert and the future

Prime Mnister, Lord Pal nerston, and | ater he introduced
"Wheat stone to the

Under Secretary of thie Foreign Ofice. Unfortunately, the
Under Secretary

conpl ained that the systemwas too conplicated for use in
battl e conditions,

wher eupon Weat stone stated that he could teach the method
to boys fromthe

nearest elenentary school in 15 mnutes. "That is very
possi ble,"” replied the

Under Secretary, "but you could never teach it to
attaches."

Pl ayfair persisted, an«d eventually the British War O fice
secretly adopted the

techni que, probably using it first in the Boer War.

Al t hough it proved effective for

a while, the Playfair ciplher was far frominpregnable. It
can be attacked by | ooking

for the nost frequen tly occurring digraphs in the

ci phertext, and assum ng that

t hey represent the commonest digraphs in English: th, he,
an, in, er, re, es.

Appendi x F

The ADFGVX Ci pher



The ADFGVX ci pher features both substitution and
transposition. Encryption

begins by drawing up a 6 x 6 grid, and filling the 36
squares with a random

arrangenent of the 26 letters and the 10 digits. Each row
and colum of the grid

is identified by one of the six letters A, Db F, G V or
X. The arrangenent of the

elements in the grid acts as part of the key, so the
recei ver needs to know the

details of the grid in order to deci pher nessages.

AOFGV XA

Mo v o x —~ O

oo bW



X —h =

nhzm?2

q

The first stage of encryption is to take each letter of

t he nessage, locate its position

in the grid and substitute it with the letters that | abel
its row and col um.

For exanple, 8 would be substituted by AA, and p would be
repl aced by AD.

Here is a short nessage encrypted according to this
system

Message attack at 10 pm
Pl ai nt ext attackat| Opm

Stage 1 C phertext DV DD DD DV FG FD DV DD AV XG AD GX

So far this is a sinple nonoal phabetic substitution

ci pher, and frequency anal ysis

woul d be enough to crack it. However, the second stage of

the ADFGVX is a

transposition, which makes cryptanal ysis nmuch harder. The

transposition

depends on a keyword, which in this case happens to be the
word MARK, and



whi ch nmust be shared with the receiver. Transposition is
carried out according to
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the followng recipe. First, the letters of the keyword
are witten in the top row of

a fresh grid. Next, the stage 1 ciphertext is witten
underneath it in a series of

rows, as shown bel ow. The colums of the grid are then
rearranged so that the

| etters of the keyword are in al phabetical order. The
final ciphertext is achieved

by goi ng down each colum and then witing out the letters
In this new order.

ARK

V DD

F D
DD
F C
DVDD
AV XG

AD G X



Rearrange col ums so
that the letters of the

keyword are in
al phabeti cal order

KMI R

DVDD

Fi nal G phertext VDGYVDDVDDGXDDFDAADDFDXG

The final ciphertext would then be transmitted in Mrse
code, and the receiver

woul d reverse the encryption process in order to retrieve
the original text. The

entire ciphertext is nmade up of just six letters (i.e. A
D, F, G V, X), because these

are the labels of the rows and colums of the initial 6x6
grid. People often

wonder why these letters were chosen as | abels, as opposed
to, say, AL B, C D, E



and F. The answer is that A/ Db F, G V and X are highly
dissimlar from one

anot her when translated into Morse dots and dashes, so
this choice of letters

mnimzes the risk of errors during transm ssion.

Appendi x G

The Weaknesses of Recycling a Onetine Pad

For the reasons explained in Chapter 3, ciphertexts
encrypted according to a onetine

pad ci pher are unbreakable. However, this relies on each
onetime pad being

used once and only once. If we were to intercept two

di stinct ciphertexts which

have been encrypted with the sane onetine pad, we could
deci pher themin the

foll owi ng way.

We woul d probably be correct in assum ng that the first

ci phertext contains

the word the sonmewhere, and so cryptanal ysis begi ns by
assum ng that the entire

nmessage consists of a series of the's. Next, we work out
the onetine pad that

woul d be required to turn a whole series of the's into the
first ciphertext. This

beconmes our first guess at the onetine pad. How do we know
whi ch parts of this

onetinme pad are correct?

We can apply our first guess at the onetine pad to the
second ci phertext, and

see if the resulting plaintext nakes any sense. If we are
| ucky, we will be able to

discern a few fragnents of words in the second plaintext,
i ndi cating that the corresponding

parts of the onetine pad are correct. This in turn shows
us which

parts of the first nessage shoul d be the.



By expanding the fragnents we have found in the second

pl ai ntext, we can

wor k out nore of the onetinme pad, and then deduce new
fragnents in the first

pl ai ntext. By expanding these fragnents in the first

pl ai ntext, we can work out

nore about the onetinme pad, and then deduce new fragnents
in the second

pl ai ntext. W can continue this process until we have
deci phered both pl ai nt exts.

This process is very simlar to the deci phernent of a
nmessage enci phered with
a Vigenere cipher using a key that consists of a series of

wor ds, such as the exanple
in Chapter 3, in which the key was CANADABRAZI LEGYPTCUBA.
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The Daily Tel egraph Crossword Sol ution

ACRCSS

1. Troupe

4. Short Cut
9. Privet

10. Aromati c

12. Trend
13. Great deal

15. One
16. Feign



17. Newar k
22. I npal e
24. Qi se

27. Ash
28. Centre bit

31. Token

32. Lane dogs
33. Raci ng
34. Silencer
35. Ali ght
DOWN

1. Tipstaff
Aive oil
Pseudonym

w N

5. Horde
6. Remt
7. Cutter
8. Tackl e 11. Agenda
14. Ada

18. Weath

19. Right nail

20. Ti nkling

21. Sennight 23. Pie

25. Scal es
26. Enanel
29. Rodin

30. Bogi e
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Exercises for the Interested Reader



Sone of the greatest deciphernents in history have been
achi eved by amateurs.

For exanple, Georg Gotefend, who made the first

breakt hrough in interpreting

cunei form was a school teacher. For those readers who feel
the urge to follow in

his footsteps, there are several scripts that remain a
nmystery. Linear A, a M noan

script, has defied all attenpts at deci phernent, partly
due to a paucity of material.

Et ruscan does not suffer fromthis problem wth over
10, 000 inscriptions avail able

for study, but it has also baffled the world's greatest
schol ars. | berian, another

pre- Roman script, is equally unfathonable.

The nost intriguing anci ent European script appears on the
uni que Phai st os

Di sk, discovered in southern Crete in 1908. It is a
circular tablet dating from

around 1700 b.c. bearing witing in the formof two
spirals, one on each side. The

signs are not handmade i npressions, but were nmade using a
vari ety of stanps,

making this the world' s ol dest exanple of typewiting.
Remar kably, no other simlar

docunent has ever been found, so deci phernment relies on
very limted information-there

are 242 characters divided into 61 groups. However, a
typewitten

docunent inplies mass production, so the hope is that
archaeol ogi sts will eventually

di scover a hoard of simlar disks, and shed light on this
i ntractabl e script.

One of the great chall enges outside Europe is the

deci phernent of the Bronze

Age script of the Indus civilization, which can be found
on t housands of seals

dating fromthe third mllenniumb.c. Each seal depicts an
ani mal acconpani ed

by a short inscription, but the nmeaning of these

I nscriptions has so far evaded al

the experts. In one exceptional exanple the script has



been found on a | arge

wooden board with giant letters 37 cmin height. This
could be the world's ol dest

billboard. It inplies that literacy was not restricted to
the elite, and raises the

guestion as to what was being advertised. The nost |ikely
answer is that it was

part of a pronotional canpaign for the king, and if the
identity of the king can

be established, then the billboard could provide a way
into the rest of the script.
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The Mat henmatics of RSA

What follows is a straightforward mat hemati cal description
of the nechanics of
RSA encryption and decryption.

(1) Alice picks two giant prinme nunbers, p and q. The

primes should be enornous, but for sinplicity we assune that
Alice chooses p = 17, g=\\. She nust keep these nunbers
secret.

(2) Alice multiplies themtogether to get another nunber
N. Inthis case N = 187. She now pi cks anot her nunber e, and
in this case she chooses e = 7.

(e and (p -1)

x (q -1)
should be relatively prine, but this is a technicality.)

(3) Alice can now publish e and Nin sonething akin to a



t el ephone directory. Since these two nunbers are necessary
for encryption, they nust be avail able

to anybody who m ght want to encrypt a nmessage to Alice.
Toget her these

nunbers are called the public key. (As well as being part
of Alice's public

key, e could also be part of everybody else's public key.
However, everybody

must have a different value of N, which depends on their
choi ce off and q.)

(4) To encrypt a nessage, the nessage nust first be
converted into a nunber, M For exanple, a word i s changed
into ASCI| binary digits, and the binary

digits can be considered as a decinmal nunber. Mis then
encrypted to give

t he ci phertext, C, according to the fornula

C=Me( modN)

(5) Imagi ne that Bob wants to send Alice a sinple kiss:
just the letter X 1In

ASCII this is represented by 1011000, which is equival ent
to 88 in decimal.

So, AT =88.
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(6) To encrypt this nessage, Bob begins by | ooking up

Alice's public key, and

di scovers that N = 187 and e = 7. This provides himwth

the encryption fornmula required to encrypt nessages to Alice.
Wth M= 88, the formula gives

C=887(nod 187)



(7) Wrking this out directly on a cal culator is not
strai ghtforward, because the

di spl ay cannot cope with such | arge nunbers. However,
there is a neat trick

for calculating exponentials in nodular arithnetic. W
know that, since 7 =

4 + 2+1,

887 (mod 187) = [884 (rmod 187) x 882 (rmod 187) x 881 (nod
187)] (mod 187)

88' = 88 = 88 (nocj !87)

882 = 7,744 = 77 (nod 187)

884 = 59,969,536 = 132 (nod 187)

887 = 881 x 882 x 884 = 88 x 77 x 132 = 894,432 = 11 (nod
187)

Bob now sends the ciphertext, C= 11, to Alice.

(8) W know that exponentials in nodular arithnmetic are
one-way functions, so it is very difficult to work backward
fromC = 11 and recover the original

nmessage, M Hence, Eve cannot deci pher the nessage.

(9) However, Alice can decipher the nmessage because she

has sonme special information: she knows the val ues off and q.
She cal cul ates a special numher, d, the decryption key,

ot herwi se known as her private key. The nunber d is
cal cul ated according to the follow ng formul a

t xd=1(nmod (p-\) x (g-\)) 7 x </ =1 (nod 16 x 10)

7xN = 1 (nmod 160)
A = 23

(Deducing the value of d is not straightforward, but a



t echni que known as
Euclid' s algorithmallows Alice to find d quickly and
easily.)

Appendi x] 389

(10) To decrypt the nmessage, Alice sinply uses the
followi ng forrmula, M=Cd(nmoA 187) M= 1123 (nod 187)

M= [I11 (nod 187) x 11? (nod 187) x If (nod 187) x 1116
(nod 187)] (mod 187) M= 11 x 121 x 55 x 154 (nod 187) Me=88 =
X' m ASCI | .

Ri vest, Shamr and Adl eman had created a special one-way
function, one that

could be reversed only by sonebody with access to
privileged information,

nanmely the values off and q. Each function can be
personali zed by choosing p and q, which multiply together to
give N. The function allows everybody to

encrypt nmessages to a particular person by using that
person's choice of N, but

only the intended recipient can decrypt the nessage
because the recipient is the

only person who knows p and g, and hence the only person
who knows the

decryption key, d.

G ossary

ASClI | Anerican Standard Code for Information Interchange,
a standard for
turni ng al phabetic and other characters into nunbers.

asymmetric key cryptography A form of cryptography in
whi ch the key

required for encrypting is not the sane as the key
requi red for decrypting.

Descri bes public key cryptography systens, such as RSA



Caesar-shift substitution cipher Oiginally a cipher in
whi ch each letter in the

nessage is replaced with the letter three places further
on in the al phabet.

More generally, it is a cipher in which each letter in the
nessage i s repl aced

wth the letter x places further on in the al phabet, where
X i's a nunber

between 1 and 25.

ci pher Any general systemfor hiding the neaning of a
nmessage by repl aci ng

each letter in the original nmessage wth another letter.
The system shoul d

have sonme built-in flexibility, known as the key.

ci pher al phabet The rearrangenent of the ordinary (or

pl ai n) al phabet, which

then determ nes how each letter in the original nessage is
enci phered. The

ci pher al phabet can al so consi st of nunbers or any other
characters, but in

all cases it dictates the replacenents for letters in the
origi nal nessage.

ci phertext The nessage (or plaintext) after enci phernent.

code A systemfor hiding the neaning of a nessage by

repl aci ng each word or

phrase in the original nessage with another character or
set of characters.

The list of replacenents is contained in a codebook. (An
alternative definition

of a code is any formof encryption which has no built-in
flexibility, i.e.,

there is only one key, nanely the codebook.)

codebook A list of replacenents for words or phrases in
the original nessage.

cryptanal ysis The science of deducing the plaintext froma
ci phertext, w thout
knowl edge of the key.



crypt ography The science of encrypting a nessage, or the

sci ence of concealing

t he neaning of a nessage. Sonetines the termis used nore
generally to

mean the science of anything connected with ciphers, and

Is an alternative

to the termcryptol ogy.
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cryptol ogy The science of secret witing in all its forns,
covering both cryptography
and cryptanal ysi s.

deci pher To turn an enci phered nessage back into the
original nessage. Fornmally,

the termrefers only to the intended recei ver who knows
t he key

required to obtain the plaintext, but informally it also
refers to the process of

cryptanal ysis, in which the deci phernment is perforned by
an eneny interceptor.

decode To turn an encoded nessage back into the original
nmessage.

decrypt To deci pher or to decode.

DBS Data Encryption Standard, devel oped by | BM and adopt ed
in 1976.

Diffie-Hell man- Merkl e key exchange A process by which a
sender and

recei ver can establish a secret key via public discussion.
Once the key has

been agreed, the sender can use a cipher such as DES to
encrypt a message.



digital signature A nethod for proving the authorship of
an el ectroni c docunent.

Oten this is generated by the author encrypting the
docunment with

his or her private key.

enci pher To turn the original nessage into the enciphered
nmessage.

encode To turn the original nmessage into the encoded
nmessage.

encrypt To enci pher or encode.

encryption al gorithm Any general encryption process which
can be specified
exactly by choosing a key.

homophoni ¢ substitution cipher A cipher in which there are
several potential substitutions for each plaintext letter.
Crucially, if there are, say, six potential

substitutions for the plaintext letter a, then these six
characters can only

represent the letter a. This is a type of nonoal phabetic
substitution cipher.

key The el enent that turns the general encryption
algorithminto a specific

nmet hod for encryption. In general, the eneny may be aware
of the encryption

al gorithm being used by the sender and receiver, but the
eneny nust

not be allowed to know t he key.

key distribution The process of ensuring that both sender
and receiver have

access to the key required to encrypt and decrypt a
nmessage, whil e nmeking

sure that the key does not fall into eneny hands. Key

di stribution was a

maj or problemin terns of |ogistics and security before
the invention of public

key cryptography.



key escrow A schene in which users | odge copies of their
secret keys with a

trusted third party, the escrow agent, who will pass on
keys to | aw enforcers

only under certain circunstances, for exanple if a court
order is issued.
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key | ength Conputer encryption involves keys which are
nunbers. The key

| ength refers to the nunber of digits or bits in the key,
and thus indicates the

bi ggest nunber that can be used as a key, thereby defining
t he nunber of

possi bl e keys. The | onger the key length (or the greater

t he nunber of possible

keys), the longer it will take a cryptanalyst to test al

t he keys.

nonoal phabeti ¢ substitution cipher A substitution cipher
i n which the cipher
al phabet is fixed throughout encryption.

Nati onal Security Agency (NSA) A branch of the U S.
Depart nment of Defense,

responsi ble for ensuring the security of Anmerican
comuni cations and for

breaking into the communi cati ons of other countries.

onetime pad The only known form of encryption that is
unbreakable. It relies

on a random key that is the sane |length as the nessage.
Each key can be

used once and only once.

pl ai nt ext The origi nal nessage before encryption.

pol yal phabeti ¢ substitution cipher A substitution cipher
i n which the cipher

al phabet changes during the encryption, for exanple the
Vi gener e ci pher.

The change is defined by a key.



Pretty Good Privacy (PGP) A conputer encryption algorithm
devel oped by
Phi | Zi mrer mann, based on RSA

private key The key used by the receiver to decrypt
nmessages in a system of

public key cryptography. The private key nust be kept
secret.

public key The key used by the sender to encrypt nessages
in a systemof public

key cryptography. The public key is available to the
publi c.

public key cryptography A system of cryptography which
over cones the problens

of key distribution. Public key cryptography requires an
asymetric

ci pher, so that each user can create a public encryption
key and a private

decryption key.

guantum conputer An i mmensely powerful conputer that
expl oi ts quantum

theory, in particular the theory that an object can be in
many states at once

(superposition), or the theory that an object can be in
many uni verses at

once. If scientists could build a quantum conputer on any
reasonabl e scal e,

It would jeopardize the security of all current ciphers
except the onetine pad

ci pher.

guant um crypt ogr aphy An unbreakabl e form of cryptography
that exploits

guantum theory, in particular the uncertainty
princi pl e-which states that it

Is inpossible to neasure all aspects of an object with
absol ute certainty.

Quantum crypt ography guarantees the secure exchange of a
random seri es

of bits, which is then used as the basis for a onetine pad



ci pher.
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RSA The first systemthat fitted the requirenents of
public key cryptography,

I nvented by Ron Rivest, Adi Shamr and Leonard Adlenman in
1977.

st eganography The science of hiding the existence of a
nmessage, as opposed to

cryptography, which is the science of hiding the neaning
of a nessage.

substitution ci pher A system of encryption in which each
| etter of a nmessage is

repl aced wth another character, but retains its position
within the nessage.

symretric key cryptography A form of cryptography in which
t he key required

for encrypting is the sanme as the key required for
decrypting. The term

describes all traditional fornms of encryption, i.e. those
I n use before the 1970s.

transposition cipher A system of encryption in which each
|l etter of a nmessage

changes its position within the nmessage, but retains its
I dentity.

Vi genere ci pher A pol yal phabetic ci pher which was

devel oped around 1500.

The Vi genere square contains 26 separate cipher al phabets,
each one a

Caesar-shi fted al phabet, and a keyword defi nes which

ci pher al phabet

shoul d be used to encrypt each letter of a nessage.
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Furt her Readi ng

The followng is a list of books ained at the general
reader. | have avoi ded giving

nore detailed technical references, but several of the
texts listed contain a

detail ed bi bliography. For exanple, if you would like to
know nore about the

deci phernment of Linear B (Chapter 5), then | woul d
recommend The Deci pher nment

of Linear B by John Chadw ck. However, if this book is not
detail ed enough, then

pl ease refer to the references it contains.

There is a great deal of interesting material on the
Internet relating to codes

and ciphers. In addition to the books, | have therefore
listed a few of the Wb

sites that are worth visiting.

Gener al
Kahn, David, The Codebreakers (New York: Scribner, 1996).

A 1, 200- page history of ciphers. The definitive story of
crypt ography up



until the 1950s.

Newt on, David E., Encycl opedi a of Cryptol ogy (Santa
Bar bara, CA: ABC-di o,
1997).

A useful reference, with clear, concise explanations of
nost aspects of
anci ent and nodern cryptol ogy.

Smth, Lawence Dwi ght, Cryptography (New York: Dover,
1943).

An excellent elenentary introduction to cryptography, with
nore than 150

probl ems. Dover publishes many books on the subject of
codes and

ci phers.

Beut el spacher, Al brecht, Cryptology (Washington, D.C. :
Mat hemat i cal
Associ ation of America, 1994).

An excel |l ent overview of the subject, fromthe Caesar

ci pher to public key

crypt ography, concentrating on the mathematics rather than
the history. It

is al so the cryptography book with the best subtitle: An
I ntroduction to the

Art and Sci ence of Enciphering, Encrypting, Conceali ng,

Hi di ng, and Saf eguardi ng,

Descri bed Wthout any Arcane Skull duggery but not Wt hout
Cunni ng Waggery for

the Del ectation and Instruction of the General Public.

397

398 The Code Book

Chapter 1



Gai nes, Hel en Fouche, Cryptanal ysis (New York: Dover,
1956) .

A study of ciphers and their solution. An excellent
i ntroduction to

cryptanalysis, wth many useful frequency tables in the
appendi Xx.

Al - Kadi, |Ibraham A, "The origins of cryptology: The Arab
contributions,"

Cryptologia, vol. 16, no. 2 (April 1992), pp. 97-126.

A di scussion of recently discovered Arab manuscripts, and
t he wor k of

al - Ki ndi .
Fraser, Lady Antonia, Mary Queen of Scots (London: Random
House, 1989).

A highly readabl e account of the life of Mary Queen of
Scot s.

Smth, Al an Gordon, The Babington Plot (London: Macm || an,
1936) .

Witten in tw parts, this book exam nes the plot fromthe
poi nts of view

of both Babi ngton and Wal si ngham

Steuart, A Francis (ed.), Trial of Mary Queen of Scots
(London: W 1iam Hodge,

1951).

Part of the Notable British Trials series.

Chapter 2

St andage, Tom The Victorian Internet (London: Widenfeld
& Ni col son, 1998).

The remarkabl e story of the devel opnent of the electric
t el egraph.



Franksen, O e | nmanuel, M Babbage's Secret (London:
Prentice-Hall, 1985).

Cont ai ns a di scussi on of Babbage's work on breaking the

Vi gener e ci pher.

Franksen, O e |Inmanuel, "Babbage and cryptography. O, the
nystery of

Adm ral Beaufort's cipher,"
Si mul ation, vol. 35,

Mat hemat i cs and Conput er

1993, pp. 327-67.

A detail ed paper on Babbage's cryptol ogi cal work, and his
relationship with

Rear Admiral SL' Francis Beaufort.

Rosenhei m Shawn, The Cryptographic |nmagination
(Baltinore, MD: Johns

Hopki ns Uni versity Press, 1997).

An academ c assessnment of the cryptographic witings of
Edgar Al |l an Poe

and their influence on literature and cryptography.

Poe, Edgar Allan, The Conpl ete Tal es and Poens of Edgar
Al'l an Poe (London:

Pengui n, 1982).

I ncl udes "The Gold Bug."

Vi enei ster, Peter, The Beale Treasure: History of a
Mystery (Bedford, VA

Ham [ ton's, 1997).

An in-depth account of the Beale ciphers witten by a
respected | ocal

historian. It includes the entire text of the Beal e
panphl et, and i s nost

easily obtained directly fromthe publishers; Hamlton's,



P. O Box 932,
Bedf ord, VA, 24523, USA.
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Chapter 3

Tuchman, Barbara W, The Zi nmermann Tel egram ( New Yor k:
Bal | anti ne, 1994).

A highly readabl e account of the nost influential
deci phernment in the First

Vor | d War.

Yardl ey, Herbert O, The American Bl ack Chanber (Laguna
Hills, CA: Aegean

Park Press, 1931).

A racy history of cryptography, which was a controversi al
best-seller when it

was first published.

Chapter 4

Hinsley, F.H, British Intelligence in the Second Wrld
War: Its Influence on Strategy

and Operations (London: HVBO, 1975).

The authoritative record of intelligence in the Second
World War, including

the role of Utra intelligence.
Hodges, Andrew, Al an Turing: The Eni gma (London: Vintage,
1992).

The |ife and work of Al an Turing. One of the best
scientific biographies



ever witten.
Kahn, David, Seizing the Enigma (London: Arrow, 1996).

Kahn's history of the Battle of the Atlantic and the
| nportance of

cryptography. In particular, he dramatically describes the
"pi nches" from

U- boat s which hel ped the codebreakers at Bl etchl ey Park.
H nsley, F.H, and Stripp, A an (eds), The Codebreakers:
The Inside Story of Bletchley

Park (Oxford: Oxford University Press, 1992).

A collection of illum nating essays by the nen and wonen
who were part

of one of the greatest cryptanal ytic achievenents in
hi story.
Smth, Mchael, Station X(London: Channel 4 Books, 1999).

The book based on the British Channel 4 TV series of the
same nane,

cont ai ni ng anecdotes fromthose who worked at Bl etchl ey
Par k, ot herw se

known as Station X
Harris, Robert, Enigma (London: Arrow, 1996).

A novel revolving around the codebreakers at Bl etchl ey
Par k.
Chapter 5

Paul , Doris A, The Navaj o Code Tal kers (Pittsburgh, PA:
Dorrance, 1973).

A book devoted to ensuring that the contribution of the
Navaj o code

tal kers is not forgotten.



McC ain, S., The Navaj o Weapon (Boul der, CO Books Beyond
Borders, 1994).

A gripping account that covers the entire story, witten
by a woman who

has spent nmuch tinme talking to the nen who devel oped and
used the

Navaj o code.
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Pope, Maurice, The Story of Deciphernent (London: Thanes &
Hudson, 1975).

A description of various deci phernments, fromHttite
hi erogl yphs to the

Ugaritic al phabet, ained at the |ayperson.
Davies, WYV., Reading the Past: Egyptian Hieroglyphs
(London: British Miseum

Press, 1997).

Part of an excellent series of introductory texts
publ i shed by the British

Museum O her authors in the series have witten books on
cunei form

Etruscan, Greek inscriptions, Linear B, Maya gl yphs, and
runes.

Chadwi ck, John, The Deci phernent of Linear B (Canbridge:
Canbridge University

Press, 1987).

A brilliant description of the deciphernent.

Chapter 6



Data Encryption Standard, FIPS Pub. 46-1 (WAshi ngton,
D.C.: National Bureau

of Standards, 1987).

The official DES docunent.
Dffie, Witfield, and Hell man, Martin, "New directions in
cryptography, " | EEE

Transactions on Information Theory, vol. |T-22 (Novenber
1976), pp. 644-54.

The classic paper that revealed Diffie and Hell man's
di scovery of key

exchange, opening the door to public key cryptography.
Gardner, Martin, "A new kind of cipher that woul d take
mllions of years to

break," Scientific American, vol. 237 (August 1977), pp.
120- 24.

The article which introduced RSA to the worl d.

Hel | man, M E., "The mathematics of public key
cryptography,” Scientific

Anmeri can, vol. 241 (August 1979), pp. 130-39.

An excel l ent overview of the various forns of public key
crypt ogr aphy.

Schnei er, Bruce, Applied Cryptography (New York: John
Wley & Sons, 1996)

An excel | ent survey of nodern cryptography. A definitive,
conpr ehensi ve,

and authoritative introduction to the subject.

Chapter 7

Zimermann, Philip R, The Oficial PG User's Cuide
(Canbridge, MA: MT



Press, 1996).

A friendly overview of PGP, witten by the nan who

devel oped it.

Garfinkel, Sinson, PGP. Pretty Good Privacy (Sebastopol,
CA: OReilly &

Associ ates, 1995).

An excellent introduction to PGP and the issues
surroundi ng nodern

crypt ogr aphy.
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Banf ord, James, The Puzzl e Pal ace (London: Penguin, 1983).

| nside the National Security Agency, Anmerica' s nbst secret
intelligence

or gani zat i on.
Koops, Bert-Jaap, The Crypto Controversy (Boston, MA
Kl uwer, 1998).

An excel l ent survey of the inpact of cryptography on
privacy, civil liberty,

| aw enf orcenent and commer ce.

Diffie, Whitfield, and Landau, Susan, Privacy on the Line
(Canbridge, MA: MT

Press, 1998).

The politics of wretappi ng and encryption.

Chapter 8

Deut sch, David, The Fabric of Reality (London: Allen Lane,
1997).

Deut sch devotes one chapter to quantum conputers, in his



attenpt to
conmbi ne quantum physics with the theories of know edge,
conput ati on

and evol uti on.

Bennett, C. H, Brassard, C, and Ekert, A, "Quantum
Crypt ography,"” Scientific

Anerican, vol. 269 (Qctober 1992), pp. 26-33.

A cl ear explanation of the evolution of quantum

crypt ogr aphy.

Deut sch, D., and Ekert, A., "Quantum conputation,"
wrld, vol. 11, no.

3 (March 1998), pp. 33-56.

Physi cs

One of four articles in a special issue of Physics Wrld.
The ot her three

articles discuss quantuminformati on and quantum
cryptography, and are

witten by leading figures in the subject. The articles
are ai ned at physics

graduat es and give an excellent overview of the current
state of research.

Internet Sites

The Mystery of the Beal e Treasure

http:// ww. r oanokeva. coni st ori es/ beal e. ht n

A collection of sites relating to the Beal e ciphers. The
Beal e Cypher and

Treasure Association is currently in transition, but it
hopes to be active

soon.
Bl et chl ey Park

http://ww. cranfiel d.ac. uk/ ccc/ bpark/

The official Wb site, which includes opening tinmes and
di recti ons.



The Al an Turing Honmepage
http://ww. turing.org.uk/turing/
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Eni gma enul at or s
http://ww. attl abs. att. co. uk/ andyc/ eni gnma/ eni gna_j . ht m
http://ww. izzy. net/~i an/ eni gma/ appl et/ i ndex. ht m

Two excellent enul ators that show how the Eni gma nmachi ne
wor ks. The

former allows you to alter the machine settings, but it is
not possible to

track the electrical path through the scranblers. The
| atter has only one

setting, but has a second wi ndow that shows the scranblers
novi ng and the

subsequent effect on the electrical path.
Phi | Zi nrer mann and PGP

http://ww. nai . coml products/security/phil/phil.asp
El ectronic Frontier Foundation

http://ww. eff.org/

An organi zation devoted to protecting rights and pronoti ng
freedom on

the Internet.
Centre for Quantum Conputation

http://ww. qubit. org/
Information Security G oup, Royal Holloway Coll ege

http://isg.rhbnc. ac. uk/
Nat i onal Cryptol ogic Museum



http://ww. nsa. gov: 8080/ nuseum
Aneri can Cryptogram Associ ation (ACA)

http: //ww. und. nodak. edu/ or g/ crypt o/ crypt o/

An associ ation which specializes in setting and sol vi ng

ci pher puzzles. Ctyptol ogi a

http://ww. dean. usma. edu/ mat h/ r esour ce/ pubs/ crypt ol o/ i ndex. ht m

A quarterly journal devoted to all aspects of cryptol ogy.
Crypt ography Frequently Asked Questions

http://ww. ci s. ohi ost at e. edu/ hypertext/faqg/ usenet/

crypt ography-faqg/top. htm

RSA Laboratories' Frequently Asked Questi ons About Today's
Crypt ogr aphy

http://ww. rsa. con rsal abs/faq/ htm / questi ons. ht ni
Yahoo! Security and Encrypti on Page

http://ww. yahoo, co. uk/ Conputers_and | nternet/

Security_and Encryption/
Crypto Links

http://ww. ftech. net/~nonark/ crypto/ web. ht m

| ndex

Page folios that refer to pictures and
figures appear in italics

Abhor chdi enst 106-7 Adah al -Kuttarj 15
Adair, Gl bert 20, 369

ADFGVX ci pher 103-4, 379-80

Adkman, Leonard 272, 273, 279, 285, 288,

389



Advanced Research Projects Agency
(ARPA) 254 Adventure of the Dancing Men, The (Conan
Doyl e) 81

Al berti, Leon 45-6, 48, 124, 126-7
Ali ce, Bob and Eve 257-60, 264-7,

269-71, 274-8, 283, 293, 296-301,
308-10, 312, 316, 318-20, 339-49,

387-8
al - Ki ndi, AbuYusuf Ya' qub ibn Is-haq ibn

as- Sabbah i bn "onran i bn | smil
17- 20, 26

Al exander Wekly Messenger 81
Anerican Civil War 125

Aneri can Cryptogram Associ ation 97
Aneri can Escrowed Encryption Standard

310-11

Aneri can Journal of Archaeol ogy 231
Anerican National Bureau of Standards 248
Anerican Standard Code for |Information

I nt erchange (ASCI 1) 245, 246, 247, 387

Ari sue, Lieutenant General 201 ARPANet 254
4r t gf War (Sun-Tzu) 106

ASCI | see Anerican Standard Code for

I nformati on | nterchange

asymmetric key cipher 269-71, 274-9
at bash 26

AT&T Bel |l Laboratories 247, 330
Aum Shi nri kyo sect 305



Babbage, Charles 63-4, 65, 66-7, 69-79,

94, 101, 116, 121, 127, 169, 292
Babi ngt on, Ant hony 36-43, 51
Babou, Philibert 28, 29

Bacon, Roger 26-7

Bait al -H kmah 16

Bakhti ar, Shahpour 319

Bakr, Abu 14

Bal four, Arthur 113

Bal ti nore Technol ogi es 312
Bankes. WJ. 213

Baugh, WIIliam 305

Bazeri es, Etienne 56-8

Beal e ci phers 82-6, 87-9, 90-1, 93, 92-9,

99

Beal e Cypher and Treasure Associ ati on 94 Beak Papers, The
83, 86

Beal e, Thomas J. 82, 84-6, 97 Beak Treasure-Hi story of a
Mystery, The

(Vieneister) 97

Beker, H 19

Benal | y. John 196

Bennett, Charles 338, 339-48 Bible Code, The (Drosnin) 373
bi bl i cal ciphers 26, 373

Birch, Frank 183

Biuro Szyfrow 143-4, 146, 149, 156, 162
Bl ack Chanbers 59-63 see also U. S.

C pher Bureau
Bl egen, Carl 224
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Boer War 378

Bohr, Niels 320

bombe

British 174-7,;7?*, 179, 243

Pol i sh 156-7, 160, 174

Brassard, G|l es 339-48 Breaking the Code (Witenore)

British Royal Navy 141

Bureau du Chiffre 103, 146

Caesar, Julius 9-10

Caesar cipher 10, 11-13, 48-9, 124-5, 259
Canbri dge Research Center 248

Canden, WIIliam 42

Captain M dnight 125

Caraman, Philip 37

Cardano, G rolanp 39

cartouche 209, 210, 213, 214, 215, 216, 218
Center for Denocracy and Technol ogy 306
Chadw ck, John 237, 238-42

Chanpol I'i on, Jean-Francois 211, 212,

213-8, 230

Chaucer, Ceoffrey 27

Churchill, Wnston 141, 178-9, 181-3,
186

Ci ezki, Captain Maksym lian 144

168

ci pher al phabet 10,11, 12-13 cipher, definition of 10-11,

30 ci pher disk 124-7 G pher Systens: The Protection O



Communi cati on (Beker & Piper) 19 ciphertext 11 C enent
VI, Pope 28
Cocks, Cifford 284, 285, 286-7 288,

289-92

code, definition of 29, 30, 31
codebook 31

Codebr eakers, The (Kahn) 255-6
Code- 0- Graph 125-6

Col ossus 243-4, 280

Comm ssi on Nationale de Control e des

I nt erceptions de Securite 307
Communi cati ons- El ectronics Security

G oup (CESG 280
conput er encryption
birth of 244

differences to nechani cal encryption 245
key distribution problem 250-9, 260,

261- 4, 265, 266- 3

use of binary digits 245-7
COVBEC 251-2

Conner, CGeneral Howard 200
Coptic | anguage 203, 215-16
crib

definition of 170

exanmples 171, 219,

relation to bonmbe 177-8
Rosetta Stone as 205

Turing exploits to crack Enigma 170-4,

175



Crimean War 78, 292

Crowell, WIIliam 317

cryptanal ysis 15-26 Cryptanal ysis (Gai nes) 372
Crypto AG 319

crypt ographic freedom 303-16

cryptographic policy 311-12

crypt ography

definition 6-7, 30

general public's enthusiasmfor 79-99
Cuki er, Kenneth Neil 311

Dai |y Tel egraph 180-1, 383
Damm Arvid 138
Data Encryption Standard (DES) 250-1,

264, 286, 330- 1

Dat o, Leonardo 45

de Bul onde, Vivien 58 Decipherment of Linear B, The
(Chadwi ck) 239

Decl arati on of |ndependence 90-2

Def ense Advanced Research Projects

Agency (DARPA) 330-1

de G ey, N gel 112-13

De Louvois, Francois 58

Demar at us 4-5

Denni ng, Dorothy 305

Denni ston, Al astair 162, 189

Deut sch, David 325, 326, 327-30 D e Geheinschriften und
di e Dechijfrirkunst

(Kasiski) 78
Di ffie-Hell man- Merkl e key exchange

schene 256-64, 265, 266-7, 270, 288,

289
Diffie, Wiitfield 252-3, 272, 279, 283,



289, 293, 300-1, 307-8

concei ves asymmetric ci pher 268-71
forecasts digital revolution 254
meets Janes Ellis 289-90
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on the right to cryptographic freedom

307-8
tackl es key distribution problens 256,

261

di gital comruni cati on
advances in 293

advant ages of 293, 295, 297-316
dangers of 295, 303-16
differences to traditional
comuni cati on 296-7

| aws 301- 16

digital encryption 296-350
di graph 56 Docunents in Mycenaean Greek (Chadw ck &

Ventris) 242

Donitz, Admral Karl 182, 184
Doyl e, Sir Arthur Conan 81
Drosnin, M chael 373

East| and, Senator Janes 306
Echel on system 305-7
Eckert, J. Presper 244
"Egypt under the Pharaohs"

(Chanpol I i on) 211

El ectronic Commerce Bill (British) 312
El ectronic Frontier Foundati on 306



Ellis, James 280, 281, 282-86, 288-91, 317
on his contribution to public key
crypt ography 292

Eli zabeth |, Queen 1, 3, 34-40, 43-4
emai |

security problenms 254-67, 293, 296-7

si gnatures 299- 316

encryption algorithm11, 12, 13
encryption key //, 12-13, 270-1
encryption nachi nes 124-92
encryption software 272-9, 290-320

backdoors 319 Eneny of the State 309
ENI AC 244

Eni gma ci pher

betrayed 145-7

Biuro Szyfrow attenpts to crack 143-9

allies 164-5

day key 147-58, 162-5, 170-1, 177,
182- 3, 251

German arny increase difficulty of
176-7

German Navy increase difficulty of 181-5
Rej ewski attacks 149-58, 160

Turing attacks 165, 170-7

Eni gma machi ne 159

allies create replica of 146

birth of 127

design 127-8, 129, 130, 131-2, 133-5,



136

German military sanctions use of 141-3

German Navy i nprove 181-5

i nfl uence on Lorenz machi ne 243-5

keyboard | ayout 139, 140, 164 marketing of 137-9
pl ugboard 134-5, 136, 137, 165, 171,

173-4
ring 135
scranbl ers 128, 129, 130, 131, 132-7,

158, 171-6, 177,
Epi stle on the Secret Wrks of Art and the

Nul ity of Magic (Bacon) 26-7

equi di stant |etter sequences (EDLSs) 373
Evans, Sir Arthur 218-221, 224-5, 230-1
Evi dence for Greek Dialect in the Mycenean
Archives (Chadw ck & Ventris) 240

factoring 276-9, 320, 387-9
FBI 7, 295, 303-4, 306, 308, 311, 314-15,
319

Fei stel, Horst 248-50
Ferranti 247
First world War 93, 103-4, 106-8, 110-16,

120-4, 127, 138, 141-6, 161, 194-5
Fi sher, Mary

on Janes Ellis 289-90

on Wiitfield Diffie 268

Fi sher, Mel 98

FI anst eed. John 66

Fl em ng, lan 183

Fl owers, Tommy 244, 280
Fourier, Jean-Baptiste 211
Francis |, King of France 28



Franco- Prussi an War 104
Freeh, Louis J. 311

frequency analysis 17-18, 19, 20, 21, 22-5,
29, 31, 40-1, 43, 51, 73-6, 137, 371-2
Fricke, Admral Kurt 185

Fri ednman Archive, The 94

Fri edman, Col onel WIIliam 92-4
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Gai nes, Helen Fouche 372 Gallic Wars Oul ius Caesar) 9-10
Gardner, Martin 278-9, 330

Garfinkel, Sinmson 277

CGehei me Kabi net s- Kanzl ei 59

George C. Marshall Research Center 94
Georgel, Abbot 59

Gfford, Glbert 36-9

Gllogly, Janes 97

Godel , Kurt 166, 168-9

"CGold Bug, The" (Foe) 81-2, 96

Good, Jack 176

Gover nment Code and Cypher School
(GCc&Cs) , 76,7, 237, 251

attacks Eni gma ci pher 170-89
birth of 161-3
cl osed 187-8

early reliance on Rejewski techniques
164-5, 170-1

Hut 3 162
Hut 4 162
Hut 6 162, 165, 186, 188

organi zation 161-4



recruitnment drive 180-1
secrecy within 186-9
Utra Intelligence 185-9

use of bonbes 176-9
Gover nnent Communi cati ons

Headquarters (GCHQ 187-8, 280-2,
284-92, 317

Great G pher of Louis XIV 55-7
G otefend, Georg 385

G over, Low 330

GQuadal canal 199

airfield 197
Quitry, Sacha 160

Hall, Admral Sir WIlliam 112-13, 115
Hamrer, Carl 94

Hardy, G H. 286

Har oche, Serge 331

Hart, C ayton 92

Hart, George 92

Hebern, Edward 138-9

Hel | man, Martin 255, 257, 272, 279, 283,
288, 289, 290, 300-01

di scovers Diffie-Hell man- Merkl e key
exchange schene 258-71

on Ral ph Merkle 256
Hei senberg, Werner 336
Her bert, Jr, Hi ram 92
Her odotus 3-5

Her schel , John 64



hi er ogl yphi cs 202-17

H|lton, Peter 176

H nsley, Sir Harry 185-6, 187

Hi stories (Herodotus) 4

Hodges, Andrew 166

Hol mes, Sherl ock 81

Honmer 218, 239

honmophoni ¢ substitution cipher 52, 53,
54-5, 59

Hoover, Herbert 141

Horner, Captain E.W 194

| BM 247-9, 255, 341

| DEA ci pher 299, 301

I nformation Age 293, 295, 296-320
Institute of Mathematics and its

Appl i cati ons Conference (1997)
I nternet 293, 297-307

birth of 254
commerce 289, 308-313

vi ruses 318-19

Janci k, Joseph 97
Johnson, Lyndon 306-7
Johnston, Philip 193

Jones, Col onel Janes E. 193



Jones, Sir Henry 111-12
Journal of the Society of Arts 67

Journey to the Center of the Earth (Verne) 80-1

Kahn, David 135, 187, 220-1, 255-6
Kama- Sutra (Vat syayana) 9
Kasi ski, Friedrich Wl helm 78-9, 94, 101,

116, 121, 127,292

Kasi ski Test 78

Kennedy, John F. 306

Ker ckhoffs' Principle 12

key distribution 250-350

key encryption 256-9, 260, 261-350
key escrow 310-13

capstone 310
clipper 310

King, Admral Ernest 197
King Jr. Martin Luther 306-7
Ki rcher, Athanasius 204-5, 211, 213
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Kober, Alice 225, 226-33
Koch, Al exander 138
Konheim Al an 255
Kriegsmari ne network 182-5
Kruh, Louis 96

La Cryptographic mlitaire (von

Ni eunwenhof) 104 La Disparition (Perec) 20, 369 Lander,
Maj or Gm do 156-8, 160



Lenoir, Alexandre 213
Leon, Sir Herbert 161
Li near A 220, 240, 385
Li near B 217-21, 222-3, 224-5, 226-30,

231-2, 233, 234-40, 241, 242, 385 Lives of the Caesars LVI
(Suetonius) 10-11
Lorenz ci pher 243

Los Al anpbs National Laboratory 330-1
Louis XV 55-8

Loui s XV 59

Luci fer 249-50 Lusitainia 107-8
Lysander of Sparta 9

Madsen, Wayne 319

Mary Queen of Scots 1, 2, 32-40, 42-3

execution 44 nonencl ator 38, 41, 51

Man in the Iron Mask, the 55-8

Manuel i t o, Johnny 196 Manuscript on Deci phering
Crypt ogr aphi c

Messages, A (al-Kindi) 17, 18 Marconi, Cuglielno 101-2
Massachusetts Institute of Technol ogy

Press 315

Mat hemat i ci an' s Apol ogy, The (Hardy) 286 WMathias
Sandor fffVerne) 81

Maubor gne, ©Maj or Joseph 120, 124

Mauchly, John W 244

McCabe, WIIliam 196

McKay, Brendan 373

Menwith Hi Il Signals Intelligence Base 305
Menzies, Sir Stewart 178-9 Mercury Rising 309

Mer kl e, Ral ph 256, 267, 270-2, 279, 283
M dway, Battle of 191-2

Ml ner-Barry, Stuart 186

M T Laboratory for Conputer Science

272, 278, 288
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