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DISCLAIMER

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it.
This tutorial is also free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this tutorial have been used only for the purpose of
demonstrating the theories and methods described. No distribution of patched applications has been done
under any media or host. The applications used were most of the times already been patched by other
fellows, and cracked versions were available since a lot of time. ARTeam or the authors of the papers
shouldn’t be considered responsible for damages to the companies holding rights on those programs. The
scope of this document as well as any other ARTeam tutorial is of sharing knowledge and teaching how to
patch applications, how to bypass protections and generally speaking how to improve the RCE art. We are
not releasing any cracked application.

VERIFICATION

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:

http://releases.accessroot.com

Keygenning MD5 — 2kAD


http://releases.accessroot.com/�

TABLE OF CONTENTS

0 1o - Ty =T 2
BT =T 4ot 4T o 2
1 KEYGENNING MDS5 - 2KAD 4
1.1 0T =TT T o 3N 4

1.1.1 TOOIS USEBA: ..ttt ettt e ettt e e et e e e e e bt e e e e e bt e e e e abb e e e e aba e e e e nbaeeeabbteeeabaeeeas 4
1.2 L2 T=] o] T T N 4
1.3 Starting up and getting ready ........cccccueiiiiiieiiiiiiiiiinir s s anes 7
1.4  Analyzing the algorithm ... s s 10
1.5 Figuring out @ valid KeY.......ccvcveeiiiiiiiiiiiiinieininennin s s as s s sass s s sans s s ana s 19
1.6 Reversing the algOritm ........ooeiiiiiiiiiiiiiiirn s s sas e s s s an e s 24
1.7 FINAl WOIAS... coueeeiiiiiiiiiiiiiinetsin e s s s s s as e s s as s s s an e s e s aae e s e s ane s s e saneaas 24
2 KEYGENNING MDS5, NIEYLANA 25
2.1 & T - ot RN 25
2.2 LI L - N 25
PR T & 11V T - T =1 N 25
24 Finding the Verification ROULINE........ccoceveiiiiiiiiiiiiiiiininn s s an s 26
25 Finding the Beginning of the IMD5 ROULINE ........ccccceiiiiiiiiiniiieiiiiiniinee e ass s an e 27
2.6 Finding the String Being Hashed ..........cccceiiiiiiiiiiiiiiiiiininennineensss e ass s an e 28
2.7 Use Of the IMD5 Hash.........ciiiiiiiiiiiiiininineinininssn st sass s sas s s sas s s sass s sessane s ssssana e s 28
2.8 SUMIMAIY ceeeiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnnns 29
2.9 L == o 30
80 0 0 T ol (1o T N 30

Keygenning MD5 — 2kAD



1 KEYGENNING MD5 - 2KAD

1.1 FOREWORDS

I have been on the computer scene for a long time... Since 1984 to be exact, and have been reversing or
cracking (so it was called back then) since that time. | have seen many protections come and go, and | have
unpacked pretty much every protection known to man. However, keygenning is new to me.... Or serious
keygenning is. In this tutorial | will show you how | reversed what | will describe as my first serious keygen. The
tutorial is not a complete walk through, because it would take months to write. It’s written so that reversers
with some knowledge should be able to see how I figured out this protection. If you are a complete newbie it’s
not a tutorial for you yet.

1.1.1 TOOLS USED:

A PC, Olly debugger v1.10, a working brain.

1.2 BEFORE WE START...

In the following tutorial you will see my comments in the disassembly, that the target uses MD5 hashing. But
how do | know ? Well, of course one will have to trace the target and eventually you will stumble upon certain
code snippets that for sure will give you the answer.

Here is the first clue:

BECFAS4A| F*

MOU ERX,DWORD FTR S5:[ESFP+41
WOR ECH,ECH
MOU DWORD PTR DS: [EAX], 67452281

SB4424 a4
23209
Crog 8123456

BACFAS4C B4 S2AEI MOV DWORD PTR DS:[ERX+4]1,EFCORES?
BECFASES MOU DWORD PTR D5: [EAX+2]1, 9SEROCFE
BECFASER MOU DWORD PTR DS5: [ERX+C], 168325475
BACFASE1 MOU DWORD PTR D5: [ERX+1@81,ECH
BACFRSE4 MOW DWORD PTR D5: [ERX+141,ECH
BECFASE? OWORD FTR DS:[ERX+521,ECH
EEEFHEEH

This taken from RFC 1351 (http://tools.ietf.org/html/rfc1321):
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/* MD5
*/

void MDSInit

initialization.

MDS_CTX *context;

{

context—>»count[0]

=/

context—-»state[0]
context->state[1]
context->state[2]
context->state[3]

Here is the final proof:

HEACFASFA
HECFHS R4
HECFHSFS
HECFHSF3
HECFASFE
HECFASFE
HECFHSFF
HECFRSS2
HECFASSS
HECFASE4
HECFASSY
HECFASES
HECFASSF
HECFAS92
HECFHS94
HECFARSST
HECFAS9E
BECFAS2C
HECFASSF
HECFASH1
HECFASHZ
HECFASAS
HECFHSHRT
HECFASAD
HECFASAE
BECFASAD
HECFAHSAF
HECFASE L
HECFASES
HECFASER
HECFHSEBE
HECFASCA
HECFASCZ
HECFASCY
HECFHSCEG
HECFASCS
HECFASDA
HECFASO2
HECFASO0S
HECFASOV
HECFASO2
HECFASOE
BECFASOO
HECFHSERA
HECFASEZ
HECFASE4
EEEFHEEE

(context)

Begins an MDS operation, writing a new context.

context->count[1] = 0;
/* Load magic initialization constants.

O0x67452301;
OxefcdabBs;
0x%8badcfe;
O0x10325476;

/% context */

1
RN

<

B or E oE o omoE o oE N R oE o R OE N oEOEOEOE N E E N R EEEE EoEoEoEow

2E5424 8C
SB4C24 84

55
SECE

SESS @S

EE

EE5D B4

4R

=

SET1 BC

SECA

BF54 CoAcOEE
SEddzd 14

E7

S20E 25

42

295424 189

CiCe @aC

SB&eS DA

22ER
20BC1F DBE7 A2

HMOU EDE, DWORD
MOL - ECH, DWORD
PUSH _EE=

MOU ERE, ED
MOL - EEX, DWORD
PUSH _EEP

MOL EEF, DWORD
DEC EDOX

PUSH ESI

Moy ESI, DWORD
TEST ER=,ERA
JE BACFACSS
MOL ERE, DWORD
PUSH _EDOI

ADD ERX, 28
IHC EDX

MOU DWORD PTR S5:[ESP+131,EDK
EDI,DWORD PTR DS:L[EARR-321

[ 1oL
MOY ED=, ESI
ED, EE=
ED, EEF
EDw, EST
EDv, EDI
EDI,EBE=
ESI,EDH
ED=, DWARD
EDI, EEF
ED=, DWORD
ESI, DWORD
ED:, 7
ED, EBF
EDI, ED:=
EDI,EBEX
EDI,ESI
ESI,DWORD
ESI, DWORD
EDIL,EEF
ESI,BC
ESI, ED=
EDI,ED=
EDI,ESI
EDI, EEF
EEF, DWORD
EDI, EEF
EEF,ESI
EBF, ED:

EDI, DWORD

FTR
FTR

FTR
FTR

FTR

FTR

PTR

PTR
FTR

PTR
PTR

PTR

S5: [ESP+C]
S5 [ESP+4]

05 [ECE+8]
05: [ECH+4]

D05 [ECK+C]

S5 [ESP+141]

DS [ECH]

05: [ESI+EDR+O7EAR4 7S]
05: [EAX-341

O5: CECH+C]
D05: [EDI+ESI+ESCFEVSA]

05: [ERX-3@1

05: CEDI+ERR+24287E0R]

Look at this

Look at this

Look at this
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Again this taken from RFC 1351:

/* MDES basic transformation.

*/

static woid MDSTransform
UINT4 state[4]:;

unsigned char block[64];

{

UINT4 a = state[0],

Decode

i
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

Eound 1 */

(2,
=¥
(o,
(o
(a
(s
(cr
(o,
(2,
=¥
(o,
(o
(a
(s
(cr
(o,

(x,

b,
gy
ds
Ty
oy
EY
dy
Ty
b,
=N

block, ©4):;

Ty
oy
=N
cy
T
By,
=N
ds
Ty
oy
=N
cy
Cr
By,
EY
d,

oy
Cy
o,
EY
dy
Cr
By

®x[ 01,
x[ 11,
x[ 21,
®x[ 31,
x[ 41,
x[ 31,
x[ €],
x[ 71,
®x[ B8],
®x[ 51,
x[10],
x[11],
x[12],
x[13],
x[14],
x[15],

Transforms state based on block.

(state, block)

b = state[1],

511,
81z,
513,
S514,
511,
512,
513,
514,
511,
81z,
513,
S514,
511,
512,
513,

0xd76aa478) ;
OxeBcT7bh756) ;
0x242070db) ;
Oxclbdceee) ;
0xf57c0faf);
0x4787c62a) ;
0xaB304613) ;
O0xfdd465501) ;
0x65805848) ;
O0x8bd4fT7af);
OxffffSbbl);
0xB855cdTbe) ;
Oxeb%01122) ;
0x£fdS871%3);
O0xa67%438e) ;
0x45b40821) ;

/-lf
/*
/-lr
/-lf
/-k
/-lr
/*
/*
/-lf
/*
/-lr
/-lf
/-k
/-lr
/*

c = state[2], 4 = state[3], x[1¢c]:

[Ue T RS I T o ) Y S R S

el el el
TN S P S

It's evident that we're in the first round of MD5. Also you can use IDA findcrypt plugin. This will identify
it for you. There are other tools out there that will do the same job, but being able to identify MD5

yourself will save you time.
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1.3 STARTING UP AND GETTING READY

Execute “drag2pdf.exe” and go to the registration dialog. Below you will see what | typed in. Don’t mind the
strange language displayed in the picture, it’s just my native language.

Indtast registreringsnummer

Bruger-[:
| 2k&D)

Firmanavn: [udfwldes kun ved firmanayvn]

Reqiztrenngsnummer:

ARTeam

[ O, J [ Antuller ] [ Besztil online

Once you typed in a name and serial, press OK.

You will get a messagebox saying the that serial is not valid. So | decided to set breakpoints on MessageBoxA,
MessageBoxExA, MessageboxExW and run it again.

We trap it at MessageboxExW. Back trace until you end up in a code-section.
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BECTZEVE
BACT 2BV
BACTZEVC
BACTZEVE
BECTZEE2
BACT2B29
BACYZ2BEE
BECFZ2B2E
BACF2E9E
BACF2EIE
BECTZEIE
BACT2E20
BACTZEBRZ
BACTZ2ER4
BECTZEAS
BACT2BHE
BECYZ2BEE
BECFZ2BEZ
BACF2BEE
BACFZ2BEY
BECTZEES
BACTZEEE
BACTZEBEF
BACTZEBC1
BECTZBCE
BACF2BCY
BACFZ2BCS
BECFZ2BCH
BACF2BCF
BACF2EOL
BECTZEDS
BACTZEO2
BACTZBOE
BACTZBEL
BECFZEES
BACYZBES
BECYZ2BER
BECY2BFE
BACF2EBFS
BACFZEBFE
BECTZEFR
BACTZEFC
BACTZEFF
5 I g

BACT2CHEC
BECF2CHE

Fe T Tater LaTat I ]

on e e
4 4

[T LT T I T
4

<

B oaeE om o omom hew

S040 EC
5545 F3

& 11

ES EEEElcdA

S99E ACABEEE

TE &0

2850 F2

74 6B

SE2E C4a88EE

20 2266688E
BE

30 88168888
o4

65 FOBaaaaa
45

=15 FEBEEBBE

5]
ES S1EFFEFF
g3
2BF2
9
EZ2 29996564
S5CE

75 39
S1FF Z7ze88al
74 18
S1FF 3338888
T4 B3
S21FF ZEZBEEE
75 21

&2 CEBQaEER
2040 EC

EZ 49BB1&EA
&H 26

SECE

FFFS E3
FF7S EC

ES 332ElcdA
E? QEEBBBBB

LEA ECH,.DWORD PTR S5: [EEBF-141
Moy BYTE PTR 55: [EEP-D1,AL
PUSH 11

CALL &a00Ey41

CHF DWORD PTR_DS: [ESI+ACI,EEBX
JBE SHORT BACYZBFZ

CHP BYTE PTR_%55: [EBP-DI1,EL
JE SHORT BECYZEF2

MOU ERX,.OWORD PTR DS:[ESI+C4]
CHP ERX, =8

JE SHORT 88CyYzERE

CHF ERX, 1628

JME SHORT BACYZEFS

FUSH_&FD

JMF SHORT BECYZEF@

FPUSH BFE

JHMP SHORT BECYZEFE

MOU ERX,.DWORD PTR S5: [EBP-421
CHP ERX.EB:X

JHE SHORT BECTYZEBE

MOL - ERK, BBEBSSEC

FPUSH ER=

FUSH &

CALL B8ca1347

FOF ECX

Mou EDI,ERX

POP ECK

CALL BEcCCC4Fs

TEST ERX,ERX

JHE SHORT BECTZCAC

CHF_EDI, 3837

JE SHORT BECYZEEE

CHF_EDI, 3835

JE SHORT BBCYZBEE

CHF EDI, 282E

JME SHORT BACYZCAC

FPUSH BCE

LER ECH.DWORD PTR S5:[EBP-141
CALL @&annEY41

FUSH 2@

MOY ECH,ESI

PUSH OWORD PTR S5:L[EBP-181
FPUSH DWORD PTR S5:L[EBFP-141
CALL &8nncHSA

JME BACT2CHL

FPUSH 18

EEF.Egﬁhgng? PTR 55: [EBP-141

Argl = A@EBEAR]1
edocpdfp. BEELIEF41

Fram here

From here

From here

Argl = ADEBADES
edocpdfp. BECH1S4Y

LedncdeD.BBEiE?41

rﬂrgl = BEAEERA1A

ol all e Tmk B mier ¥ I |

Jumps from BECTZESS, BECYZEZE, BBCYZERAZ

Notice that the BAD BOY call originates from either 3 positions. So lets back trace a little until we hit gold.
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BACF2E22| . 8045 D4
BECYZEIE| . 58

AECTZEZC) . 8045 C4
BACYZE3F| . 58

BACY2B48| . EZ EEEBFEFF
BECY2B4E 22C4 28

BECTIEAE|[ v EE 14
BACFZE4R| > 8045 B4

BaacyzZE40| . 58

AECTZE4E| . 8045 D4
BACYZES1| . 58

BECYZEES=2) . 8045 C4
BACF2BEL| . 5@

BACF2BES| . E8 FEESFEFF
BACFZBER| . 83C4 ac

HECTZESE| »  ZHCE
BACF2BEHE| .~ 75 58

BACYZEBEZ| . 8045 B4
BECYZEBES| . 5@

BACY2BES| . 28045 D4
BACF2BES| . 5@

BACFZBEA| . 8045 C4
BaacyzEed| . 58

BECYZEEE| . ES GGESFEFF
BACTYZEVS| . 83C4 8c
BECYZEVE| . 8040 EC
BACF2EBFS) . 8845 F3
BECFZEBVC) . &R 11
BACFZEFE| . E2 BEBBl&BA
BECYzZESZ| . Z99E ACHBBEG
BACF2EEY| .~ 76 60
AACYZESE| . 3850 F3
BEACFZBEE| .~ 74 &8
BACF2E2E| . SBE2G C48REEE
BECFZE2S) . 30 22688EEE
BACTZESE| .~ 74 BE
BECFZEZD) . 3D 28le8Bsa
BACF2BAZ| .~ 75 54
SSC?EBH4 . 63 FOBEREEE

The call at 0C72B40 is our wonder call. So let go to the beginning of this procedure and find out what happens.

LERA ERX,OWORD PTR S5:[EBP-2C]
FUSH ER=

LER ER=,.DOWORD PTR S55: [EBP-3C]
FUSH ER=

CALL BACE17323

AOD ESP, 26

JHMP SHORT BACYZBEE

LEA ERX,OWORD PTR S5:[EBP-4C1
FUSH ER=

LER ER=,.DOWORD PTR S55: [EBP-2C1
FUSH ER=

LERA ERx,.DOWORD FTR S5:[EEBF-3C]
PUSH ER:

CALL BAac&izans

ADD ESP, BC

CHMP AL, BL

JME SHORT BACYZBE2

LER EHx,.DOWORD PTR S55:[EBP-4C1
FUSH ERX

LERA ERX,.DOWORD PTR S5:[EBP-2C]
PUSH ER:

LERA ERX,OWORD PTR S5:[EBP-3C]
FUSH ER=

CALL BAC&1309

ROD ESF,BC

LERA ECx,DOWORD FTR S5:[EEF-141
Mouw BYTE PTR 55: [EBP-DI,AL
PUSH 11

CALL 8A00EY41

CHP DWORD PTR_DZ: [ESI+ACI,EEX
JEE SHORT BACYZEFS

CHF _BYTE PTR_355: [EEP-D1,EL
JE SHORT BACYZEFES

MOW ER:, DWORD PTR DS:[ESI+C4]
CHP_ER:, 82

JE SHORT BECYZEABR

CHF ER=, 1650

JME SHORT BACYZEF3

FUSH &FD

Do not trace into the call at 0C72B40 yet.

Let the fun begin

Hral = DEBAaEai1
edocpdfp.BBELIEY41

From here

From here

From here
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1.4 ANALYZING THE ALGORITHM

Once we find out where we are directed we end up here:

aaCcyZA04
AACTY ZA0E
AACTY ZA0E
AACT ZA00
BECY ZAER
AACYZAE=
BECYZAE4
BACFZAES
BACTZAEF
BACFZAFZ2
BECTYZAFS
AACTY ZAFE
BACTYZAFE
AACTZEA1
BECTY ZBA4
BACTYZ2BA7
BECYZBEZ
BECTZ2BAD
BACFZE1S
BACFZEBIE
BECYZELE
BECTYZELIC
AACYZELF
AACTYZB25
BECYZBZE
BACF2B31
BACYZ2B37
BECYZBI2
BACFZBIE
BACFZBIC
BACFZBIF
BECYZE48
AACTY ZB45
AACTYZE42
AACTY ZE4H
BACYZE40
BACYZB4E
BECFZBE1
BACFZBEZ
BACFZBEE
BACTZBEE
BECYZEEE
AACTYZBSE

BACTY ZB&E
.

SECF

ES 7aE416688
SE3F

3040 C4

FF?Y7 F2

=T

E2 S1CEBFEFF
SE2E ABEREEE
2040 A4

FF7@ F2

1]

ES 3FCEFEFF
SESE FEEAREE
3040 D4

FF7@ F2

=]

EZ2 2DCEBFEFF
299E ACHARER
7E& 3

=

SA%ZE CoERREE
E4

FFES C48R886

FFES CABRAREE

FFEE BCHARER

FFE: B2ERRER

=]

2045 D4

=]

2045 C4

=]

EZS EEEEFEFF

33C4 28

EE 14

3045 B4

=1]

2045 D4

=]

2045 C4

=]

EZ2 FEESFEFF
ac

MOU ECH,.EDI

CALL AannrFSi

MOW EDI.OWORD FTR DS:CEDI]
LER ECx,.0OWORD PTR 55: [EEF-3C]
FUSH DWORD PTR DS:[EDI-2]
PUSH EDI

CALL BEcCEFE&E2A

MOU ERX.OWORD PTR DS:[ESI+AG]
LEA ECH,.OWORD PTR S5: CEEP-EC]
PUSH OWORD PTR DS:[ERX-21
FUSH ERX

CALL AacsFe3A

MOY ERH.OWORD FPTR DS:[ESI+28]
LER ECx.0OWORD PTR 55: CEEF-Z2C]
FUSH DWORD PTR DS:[EA=-21
PUSH ERX

CALL BECEFE2A

CHP DWORD PTR _DS: [ESI+ACT, EBX
JBE SHORT BECYZE4A

MOU AL,BYTE PTR DS:[ESI+CE]
FUSH _ERX

LERA ERH.DWORD PTR SS5: [EEF-4C]
FUSH OWORD PTR DS: [ESI+C4]
FUSH OWORD PTR DS:[ESI+CA]
FUSH ODWORD FPTR DS:[ESI+EC]
PUSH DWORD PTR DS:[ESI+E2]
PUSH _ERX

LER ERX.OWORD PTR S55:[EBP-2C]
PUSH ERX

LEA ERX,.OWORD PTR S5:[EEBFP-3C]
PUSH ERX

CALL 88cslv3s

AOD ESF, 2@

JHMP SHORT BECYZ2BESE

LER ER:.OWORD PTR 55: [EEF-4C1]
FUSH _ERX

LERA ERX.OWORD PTR S55:[EBP-2C]
PUSH _ERX

LEA ERX.OWORD PTR S5:[EEP-3C]
PUSH ERX

CALL @acalzns

AODD ESF,BC

CHMP AL,BL

JME SHORT BBACYZBEZ2

Get Mawn

Hame to Unicode

Companyname to Unicode

Serial to Unicode

L=t the fun begin

Some of the comments are just my own comments added while | debugged the target. | will not go into

details. You can trace them yourself.

The interesting part is the CALL at 0C72B40 and the CMP at 0C72B5E. If you trace over the call at 0C72B40 you
will see that the call returns FALSE. This returned BOOL is then checked at 0C72B5E. So.... The call at 0C72B40
has to return TRUE in order to on.

Tracing into the call at 0C72B40 we first end up here:

AACE17AY
AEACE17AR
BACE1FAE
AACE17E2
BECE17E4
BECE1FRE
BECE L FEE

HOU E0I,OWORD FTR S5: [EBF+C]

. 8670 BC

. CE45 FC @4 |MOU EYTE PTR $5:[EEF-41,4

. S3FF_B5 48 |CHF OWORD PTR DS:[EDI+E]1,48
w 73 87 JNE SHORT BE8CE17EE

®OR BL.EL

. 2Z0E .
.~ E9 FRHEZEAEE | JMP BECS1ABS
S 248 FUSH 28

Take a look at 0C617AE. This compares the length of our name-string with 40h (64 bytes). So we can conclude

that our name-string has to be at least 64 bytes long. Set a breakpoint at 0C617AE and press F9. Reenter a 64

byte long name-string. | recommend you type in
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”1111111111111111222222222222222233333333333333334444444444444444” . It's alot easier to indentify

when tracing.

Again you will end up at 0C617AE but this time we are not rejected.

Tracing further down you will first encounter two loops. The first copies the last 32 bytes, byte for byte, of the
serial to a place in memory. The second loop converts the first 32 bytes of the serial into hex, and places it in
memory. Both parts of the serial will be used later in calculating a valid key.

Right after the two loops we find this:

BECE 186 S045 CC

BECE1IEE SA PUSH _ER=
BACE12EF 5045 BC

BACE131:2 15| PUSH _ERX
BEACG1313 5045 3C

BECE131E FF7S @2

BECE1319 15| FUSH ERX
BECE1T1A EZ DBEFIFFFF | CALL BECEBAFA

LER ERH,.DOWORD PTR SS5: [EBFP-241
LER ERH.OWORD PTR S55: [EEF-441

LER ER:.OWORD PTR S55: [EEF-Y41]
FUSH DWORD PTR SS5:L[EEFP+21

Hame—string

Since the name-string is pushed onto stack, this might be a call to follow so lets jump into it.

To make a long story short this call is the key generation... | will not go to deep into the call, only point out the

most important parts of the call.

AECEEEEZ || » SB45 AaC
AECEEEEC|] . BY BEa1a88a
AECEEECL|] . BFEYEE
BECCEBC4|] . 99
BECSEBCE|l . FFF3
HECCEECT |« SB4S FA
BECEEECA|l . FECZ2
BACEBEBCC|] . 47
BECEEBCO|] . 9218
BECSEBCF|] . 2BYD E4
Baceselz|| .~ 72 9F

MOU ERX,DWORD PTR 55: CEBF+C]
MOU_ECH, 188

MOUEs EFx, WORD FTR DS:LCEAX]
conR

I0IU ECH

MOY ERX,DWORD PTR S5:[EBP-181
IHC DL

INC EDI

MouU BYTE PTR D5:[EAXI.OL

CHMP EDI,OWORD PTR SS5:[CEBP-1C]
L.JE SHORT HAECSAETZ

The first thing we stumble upon is a loop. To me it seems like the programmer did a blunder here. It seems it
should do a modulo of the bytes in the name-string. Instead it simply increases the byte value by 1. Making

”2kAD” become ”3IBE”.

Further down we stop at this:

BECEEEFF FIUSH ED<
BECEECEE FIUSH EEX
BECEECE 1 FIUSH ECK
QaccaCcaz FUSH ER=
QaCCaCaz

BACLEACAS FUSH ER=

=1 ]
BACLEACAT ES 38258988

AAc,

CALL BACF343C

LER ER=,DOWORD FTR S55: [EEP-6£41

Last 32 butes of tyuped serial
MHULL

Last 32 butes of tuped serial
Mame—-string
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Let’s trace into OCF343C. It will turn out to be important.

AACE 3435
AACE 3437
BECE 2432
AEACE243E
BECE243F
BECE24A4
BACF24A5
BACF24AC
BECE24AF
AACE Z4E8
HAACF34ES
AACE34ES
BECE24ER
AACE24EE
BECE24C1
BACF24C2
BACF24C7F
BACF 2409
BECE24CF
AACE 3402
AACF 3403
BECE 2402
AACE240E
BECE240F
BECE24E2
BACF2I4ES
BACF2I4ES
BECFZ4ER
AACEZ4ED
AACF34EF
BECE24FE
BBCE34F3

&R 28

=]

EEBE T4FFFFF
EZ BLCPFRBER
&H 28

2025 V4FFFFF
FFFS 18

cg

ES REVFAAEA
5045 14

&R 84

=15]

EESE T4FFFFF
EZ2 29FFREEE
&R 18

S0E5 74FFFFF
FF7E 18

@
ES_SETFEEEE
S0EE TIFFFFF

=]

2045 DE

=]

EZ2 123FABEEE
&R 32

SD45 D8

&R 18

FF7S @2
EZ Z28ERREE

FUSH 2@

FUSH _ERX

LEA ERX,OWORD PTR S5:[CEEP-SCI
PUSH ERX

CHLL BECFACEH

FUSH 2@

LEA ERX,OWORD PTR S5:[CEEP-2C]
FUSH DWORD PTR S5: [EBP+1@]
FUSH ERX

CALL BACFRACER

LEA ERX,DOWORD PTR S5:LCEEBF+141
FUSH 4

FUSH _ERX

LEA ERX,OWORD PTR S5:[CEBP-2CI
FPUSH ERX

CALL BAcCFACER

FUSH 1@

LEA ERX,OWORD PTR S5:[CEEP-2C]
PUSH DWORD PTR SS: [EEF+181
FUSH ERX

CHLL BACFRCER

LEA ERX,OWORD PTR S5:[CEEP-SCI
PUSH _ERX

LEA ERX,OWORD PTR S5:[CEEP-261
FPUSH ERX

CALL BacFAFaE

FUSH 2

SH 22
LEA ERX,DWORD PTR S5:[EBP-381
FUSH 18
FUSH ERX
FUSH DWORD FTR 55: [EEF+2]
CHALL BAcCFIS1E

Below | will try to describe what happens.

Get ciphered name and rest of subkeyw

Last 32 byutes of typed serial
Append last 32 bwtes and do MOS hash

Flace HULL at start of string

Flace bute 32-48 of twped serial in string

Humber of times to loop

MOS digest
Oo MOS hash loop

Address |Her dump

ASCII

BE1ZELISS
BE12ZEL1GS
BE1ZELVS

33 eC 42 45 28 BF 4E SE 4E vS5 2R 41 &4 B8 4E 56| SLEBE(q M Hu&Rd. MU
FF FR 81 @3 ZE ZE 88 Bc DB &2 3E 28 ZF BC A9 FE
B8 BE BE B8 28 =C Co 9@ 81 88 60 88 84 B0 AE @A) ....F, 4.8

.. .585h 0 Fn
s L

The call at 0CF34B0 append last 32 bytes to name-string and then do a MD5 hash on the string.

|Hddress |Hew dump

HE1ZEIES
BE1ZEL1GS
HE1ZELVS
HE1ZE1S2S
()] =l

22 &6C 42 45 28 BF 4E BE 4E V5 2A 41 &4
B3 2E 2E B8 B DB 63 3E 8@ =2F

33 33 33 33 33 33 33
24 234 34 34 24 34 34

L-1L4 =N

S LBE (- M-HueRd. MU

"B, . . ASh FE, Ee
5333555555555333
4444444444444444

Here the MD5 hash is performed:

BECFADSE|] > &A 81 FUSH 1
BACFADZD)] . 55 FUSH EEF
BECFADZE =] FUSH EEx
AECFADSF ES ZCF3FFFF | CHLL BACFRSTE

Fointer to string
MOE digest
MOS hash
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This is how the digest looks after the MD5 hash:

Address

ASCII

BE1ZE14A
BE1ZE1ISH
BE1ZELISA
BE1ZELTA
BE1ZE1SA
BBlEElQB

(rTrkl

s FHL=E&+HEILH- Tlo
- TR SLBE[-|HA

- . .
3h G~ BI3353555
2335354444444
44444444 ..

Lt

Calls at 0CF34C2 and OCF34D3 creates a string that looks like this:

Again a MD5 hash is performed,

Address

Hex dump

ASCII

BE1ZE1SE
BE1ZELIEE
BE1ZELVE
BE1ZE122
GG =t

|Hddre55 |Hen dump

BB BB BE 88

B@ 33 33 33
23 28 88 BAA
BE B8 88 AR

33 33
BE Ba
oa Ba
BB HA

.« « 33333533333
333EC

| AscIt |

BE1ZE148
BE1ZE1SA
BE1ZEL1EE

BE12E19E

]EﬁbnuHI.BnEnJ&
.......... 3333

333333333333?

Notice that the calls doesn’t initialize MD5 before hashing this part !!

The call, at OCF34F3, does a MD5 hash loop. This time they do initialize MD5 before hashing. The loop looks
like this:

AECF 3545
BECF 2546
BECF2E49
BECFIE4C
BECFZ54F
BACF 3554
BECFIEEY
BECEF2EER
BECFIEEC
BECF2IEEE
BACF 3561
BECF 3564
BECFIEEE
BECFILE2
BECF2EER
BECFZEEE
[ [5] =r
BECFIE7=
BECF2IE74

BECFIETE

=]
2975 FC
FE7S 18

. FF?7E5 BC

. EB EE?EBBBB

. EZ DEvRe0od
. @304 ec

7L EB
2045 D&E

FUSH _ERX

MOU OWORD PTR 55: [EEF-41,ESI
PUSH DWORD PTR S5: [EBP+1@1
FUSH DWORD PTR S5: [EBP+C]
CALL 8acFEa4Q

MOW ERX,DOWORD PTR 55: [EEF+141
AOD ESF, @0

CHMP ERX,ESI

JLE SHORT BECFISFE

LEA EDI,OWORD PTR DS:[CEAR-11
LER ER&.OWORD PTR S55: [EEF-381
FUSH _ERX

LER ERX.OWORD PTR S5:[EEBP-2@1
PUSH 18

FUSH ERX

CALL B88cFEa40

HOD ESF,.8C

OEC EDI

JME SHORT BACFISE1

LEA EAX,OWORD PTR S5: CEEF-3261
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S

The call at 0CF354F and OCF356B does both init and hashing. The result of the loop is this:

Hddress |Hex dump
FE1IZEMEC|RAS @9 &6C B4 2@ 27 85 ¥A 30 BE 94 B2 EB D5 A4 F3| &
FEIZEECC|(BA 2C C6 EH B8 BE HOE BE B8 BA OE B8 B8 6@ 00 69| .
EEIEEBDE g B8 08 68 CA E1 12 88 9B 5% OF &8 o0l 80 &8 oa) .

This key is very important. It’s used for validating version of the license. | will describe this later.

Once we return with a fresh MD5 digest we can continue tracing again and further down you will see this:

BECEACAH 53 HULL

BECEEAC4ER &2 2EE8EAEEEE

BACEACER & 16

BACEACS:S 56 MDS Digest

BECEACES &H 18

BECEACEE =1 PUSH _ERX

BACEACES 2045 2C LERA ERX,.OWORD PTR S5:[EEP-&41 First 32 butes of typed serial (heul
BACEACSS {=15] PUSH ERX

BECEACEH|] . ES DE36A988 | CALL BACF4330

HECEECER || . 8304 1C ADD ESF, 1C

AEACF4372 )« 8045 Fa LER ER#,OWORD PTR S55: [EEF-181

AACF437C|| «  FFP5 1C FUSH DWORD PTR S5:L[EBF+1C]

BACF437F|| . FFP5 18 FUSH DWORD PTR S5:LEBFP+18]

AACF4332 FF7S 14 FUSH DWORD PTR S5:L[EBFP+141 MDS digest (kew)
AACF4335 =15 ] FUSH ER:

EECF4386 EZ E4FEFFFF | CALL BHCF42&F Create magic table

Again we trace into OCF426F. There are 2 important calls we have to be aware of. The first is here:

HECF42AZ|) «  FEPS 18 FUSH DWORD PTR SS: [EEF+181
HECF4ZAS| )« 2045 D4 LEA ERX,DOWORD PTR S5:[EEBF-2C]
BECF42AS|| «  FFPS 14 PUSH DWORD PTR SS:[EEF+141]
AECF42AE|l «  FFPS 18 FUSH DWORD PTR S5: [EEF+1@1]
AECF4ZAE|l «  FFPS BC FUSH DWORD PTR 55: [EBF+C]
AACF42E1|] . FUSH ERX

=]
BBCF42E2 ES D3EFFFFF |CALL BACF32SR Do MDS hash on kew

This call does MD5 hash on the key.

BECF22E0 PUSH ECK

BECFIZEE PUSH ESI

BACF3I3EF =15 PUSH ERX MDS digest (kew)
ggCFSBEE EZ2 YEFCABAR | CALL BECFEA4Q Do MDS hash on kew
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The call created new MD5 digest that looks like this:

Hddress |Hex durmp HSCII

Hi49EEZT|C8 D4 SC B4 ¥D FC 18 3F 40 EZ CE C2 FF C2 AF CE|SE£d 3 kfJOrS F5p
g}495E31 B8 A0 BA &0 FG AD EA G0 F& AD BR @0 F& A0 BA 80| . ill.-éll.-éll.-l.

The key that was created earlier is not changed. This is a new MD5 digest that will be used to create the 32 last
bytes of our “good” serial.

Second important call is the one below. If we trace into this call we end up here:

BACF42ES
BACF42ER
BECF42ED
HECF4ZEE

FUSH ERX

FUSH DWORD PTR S5:[EBP-141
=) FUSH ESI

»  EZ 4D073AEEE (CALL BACFEG4E

MOE digest

Size of digest
Output buffer (magic tablel
Create magic table

This call at OCF42EE creates a “magic table”. The table is first build, then shuffled using the MD5 digest. In this
instance start of the table looks like this:

Address |Hex dump ASCII
B113AZ28
B113A228
B113A248
B113A258
G113R268
B113AZ27E
B113A288
B113A298
B113A2A8
H113AZE8
G113R2Ca
B113A208
B113AZEA
B113AZF

eI IF

Back at 0CF438B the disassembly look like this:

AECF433E|]l . FF75 18 FUSH DWORD PTR S5:[EBF+181

BACF433E|]l . 57 EDI

BACF433F FFYS @aC FUSH DWORD PTR S5:L[EBP+C] First 32 butes of typed serial [(hexl
BECF433:2 FFFYS Fa FUSH DWORD FPTR S5:L[EBP-181 Magic table

BACF4335 ES FCFFFFFF | CALL BACF4316

The call at 0CF4316 does a what | would describe as a xor operation. Take a look at it yourself. Looks very
confusing, but is actually quite simple. Below is the procedure at 0CF4316.
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BACF4316|F% 55 FUSH _EEF

BACF4217|| . 8BEC MOL EBP, ESP

BECF4219 2B45 14 MOU ERH, OWORD PTR SS5: CEEP+141

BACF421C|| . 85CA TEST ERX,ERX

BECF431E(] »~ 75 B9 JME SHORT BACF43292

AACF4328|] . FF7S _AC FUSH DWORD FPTR S5: [EBFP+C]

BACF4222 EZ D2E@BcAR | CALL 880c24B80

BACF4322|] . 59 POP ECH

BACF4329)1 > FF?5 18 PUSH DWORD PTR S5: [EEF+1@] Output

AECF432C)) «  FFPS A8cC FUSH DWORD PTR 55: [EBFP+C] First 32 bwtes of twped serial [hexl
BACF432F || . 58 FUSH ER:

AACF4228 FF7S @2 PUSH DWORD PTR S5: [EBP+21 Magic table

BECF4332 E2 G26DEREE | CALL BECFEEDA Get new digest (not MOS)
BACF4232 232C4 14 ADD ESP, 1@

AACF433E =0 FOF EEFP

AECE4330 C3 RETH

Output looks like this:

Address
B1495F03

HSCII
HaeMllli—eq EA3S T u% ’
[ Iy B B |

Heux dump
4E 85 AF 40 57 92 C4 B4 EF 9@ 86 BE Cl
H1495FES|AEB BE HE AE FE AE HE HAE EE FE EE FE EE
B1495FFS (8@ @0 Q08 B8 88 @8 o8 @8
T ——

7L 75 24

FE EE FE| 'sslslallelele=

So should think that the worst part was over but no, no. We are not done yet. It seems like the developers
created this algorithm just to bore us. But they will not succeed!!

Earlier we followed at call at 0C6191A. We now return to 0C6191F and trace down a little until we stumble
upon this:

BACG 1246 5045 AC LEA ERX,OWORD PTR 55: [EEF-541
BACE1243 =15 ] PUSH _ERX

BACG134A 2045 2 LEA ERX,OWORD PTR S55:[EEBP-£41
BACS1340 =1t ] PUSH ERX

BACE134E 2045 2C LEA EARX,OWORD PTR S5:[EEP-741
BACE1251 FF7S a3 PUSH DWORD PTR 55: [EEBP+5]

PUSH ERX

=15 ]
BACE195E EZ2 1REEFFFF |CALL BACEHATY4

Trace in 0C60774. The beginning of this procedure do the modulo hash on the name once again and stores it in
memory. It’s going to use this later. Further down we end here:

HACEESCE|] > 5045 EBA LEA ER&,OWORD PTR S55:[EBF-5@1
BACEEZCE|] . 58 FUSH _ERX
BACLEZICT 2045 D@ LEA ERX,OWORD PTR S55:[EEBP-2@1
BACSEZCA =1 ] PUSH _ERX
BACSEZICE 2045 2C LEA EAX,OWORD PTR S5:[EEFP-741
BACGEZCE =1 ] PUSH ERX

aaceascr . EZ SCoseses |CALL MACFICIA
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The procedure at 0CF3C30 is yet another attempt to bore us... But let trace into it. A little down we find this:

BECF3CO9

FUSH 33 MHumber of loops
HECF SCOE FUSH 2@ Size of string to hash
BECF2C00 PUSH ERX
BECFSCOE LEA ERX,OWORD PTR S5: [EBP-S@1]
BECFICEL FUSH ERX
EQEFSEEE ES 34F3FFFF |CHALL BBCFSS1E

Oo wet another MOS hash

Remember that the new digest looks like this:

|Hddr955 |Hen dump

HETZEESCI4E 85 AF 40 57 92 C4 B4 BF 98 26 OB C1 7C 75 24| Ha=:Mlli—aq 222 fuf
BEIZEBAC| 28 BF 4E SE|4E ¥5 EA 41|64 B8 4E 56 FF FA 81 A2] (H*HugAd. HU - &0
BE1ZEEEC| S8 B8 B8 B8 B8 60 60 60 A0 A8 A8 98 08 08 08 B8

|asciI |

It has to be run through the MD5 loops yet 51 times. The outcome is this:

Address |Hex dump ASCII
GEALIZEEFCIBY DA 82 59 11 48 3B 91 45 24 OC BC S0 B? @7 SH| Areyd@;zEs5e™ 14| - &
GALZELIAC |98 68 08 B8 98 B0 B0 B8 B8 80 B0 B0 B8 88 B0 B0 ... ..eeeesennnan
GALZELLIC| 98 68 A6 @8 94 E1 12 88 9B 89 OF 66 @1 88 A0 66| ... .6F%.-E™. A,

Back at 0C608D4 we can trace down a little again, and we end up here:

BECF2010 j=is)

BECF30O1F ECH Ciphered name—string
BACF2028 OWORD PTR S5:[EEP-1821 Output size

BACF2023 ER: MOE digest

HECF3024 FFYS @3 FUSH DWORD FPTR 55: [EBP+E1]

BECE 2027 ES 9AFSFFFF |CHLL BACF25CE

I’'m really bored now!! If you trace into this call you will see that the MD5 digest is used to build yet another

magic table, then xor’ed again. This is done 20 times. Giving an output that looks like this:

Address |Hex dump

G1429E0E2|BS 88 2R 29 17 &0
@14950C2) 27 1B 87 Al 37 24
91495002 AE HE RE AE HE AE

ASCII
¥ L& ZH|Ee#9fm-f="0 1l w5a;

" (PAREAEY I rE
e TR R R T
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Finally this bored task has ended. We are now back at 0C608D4. A little further down we see this:

BACEESF2|| . 33FF #“OR EDILEDI

HACEEEFE|l . SDES &3FFFFFILEH ESI,DOWORD PTR S5: [EEBF-951
BACeE3al|| > 3970 C3 rCHF_OWORD PTR S5: [EEF-3821,ED0I
HACEE284|] .~ 72 14 JE SHORT BECEAI1A

BACEEIE6|] . 295D C4 CHMP _DWORD PTR S5:[EBP-2C1,EBY
HACEEZET| ] .~ 74 BF JE SHORT BECSAZ1A

BECEATEER|) . 204D CA LER ECH,OWORD PTR S5:[CEEFP-4@1
BEACEEATEE|l . ER EB21688A CALL BACE&2AsS

BECEEI13|] . 8B45 C4 MOU EAX,OWORD PTR S5:[CEEBP-3C]
@acea?lell .« B@3CY AOD ERX,EDI

Bacea313|| .~ EB 85 JMF SHORT BECEEZ1F

BACEEZIA|L > BS BCIIEAAR MOL_ERX, BEERSIEC

HACEEZIF|] > BFEcEa MOUE EH=,BYTE FTR DS:L[EAX]
BACEEIZZ|] . 5@ FUSH ERX

BECEEZ22|) . &2 141BEEHRA PUSH BBEE1E14 ASCII "HEEzur
BACLE322|l . 56 PUSH ESI

BACEAZ2T) . ER 1C32188A CALL Ban&414A

BECSEIZE|l . 83C4 8c ADD ESF,8C

BACEEIZL|] . 47 IMC EDI

Qaceaaz2|l . 48 IHC ESI

BACEEZIZ|] .« 46 IMC ESI

BACEE234|] . S3FF _18 CHF _EDI, 18

BACLEIZT rC C3 L. L SHORT BACEAIE1

There are two such loops. The first one (the above) turns our latest key into a text-string, giving us this output:

Address |Hex dump ASCII
EEIZEICE[AZ 88 38 28 22 61 32 29 21 37 36 64 EE 39 36 36| bBES2Z2a291FEdf 966
EE1ZEIDE| &2 &1 36 38 &5 33 32 33 SE g? 34 37 62 26 33 &1 caEBeBES??4?cEEa-)

HE1ZELES| B8 AC CE 88 B8 00 88 A B B8 B8 B8 00 B8 B8 .8 s ss s anaa s

The second loop is not important, or at least we down need it!

Let’s back trace until we return at 0C6195A. Above we see a byte-to-byte comparison loop of the key above
with the last 32 bytes typed in in our serial.

BACS1IET || > 3975 D4 rCHP OWORD PTR S5:[CEBP-2C1,ESI
GACEIZEA|] .~ T2 16 JE SHORT BAcCE&1982

BECEIPEC) ) . 2370 DA &A CHMP DWORD PTR 55:[EBP-281,.@
@acelavall .~ 74 18 JE SHORT BaCe19S2

AACE1ZF2|) .« 5040 CC LEA ECH,DWORD PTR 55:[EEF-341
BACE1S7S| ) . ES E918888A || CALL BACGZAGS

HECEISFA|l . SB45 D@ MOU ERX, OWORD PTR S5:[CEEF-36]
BACE1370|| . 3D3C38 LEA EDOI,OWORD PTR_DS:[CEAX+ESI]
HACE1984|] .~ EB B85 JMP SHORT BBACE 1987

EECel9s2 () > BF_BCISEOEEH || MOU EOI, BREES9GC

BACGE1937 || > 3975 B4 CHMP DWORD PTR 55:[EBP-4C1,ESI
@ace12gA|| .~ 72 1R JE SHORT BACE12AG

BECE122C) ) . 8370 BA AA CHMP DWORD PTR 55:[EBP-S@1,.@
Qace1a9a)|| .~ 74 14 JE SHORT B8CEe12RC

AEACE1222)) . 5040 AC LEA ECH,DWORD PTR 55:[EEF-541
HACE1225)) . ES EC29FEFF || CALL BAC44386

HECEIZ2A)) . SB45 EBA MOU ERX,OWORD PTR S5:[EEP-S@]
EECe1920() . BE ECZSEAEE || MOU EEX, BHEESSEC

BACE19AZ|| . @306 ADD EAX,ESI

HECE19A4| ] .~ EBE BF JHMP SHORT BECES19A0

EECEISAE(] > BE ECSSEGEE || MOU EEA, BEESSSEC

BECS19AE|| . 8BC3 MO ERX, EBX

SECCIZAD| | »  SREF MoW CL,BYTE PTR DZ:[EDI] byte—to-byte check
GECCIZAF ||« SRES CHP CL,EBYTE PTR DZ: [ERA]
BACE12EBL|| .~ 75 60 JME SHORT BBCE13Ca

BACS1EZ|] . 46 IMC ESI

BACe19B4)| . S3FE 28 CHF ESI, =28

AACE13B7 7C RAE L. L SHORT BACE1ET
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Registers (FPUI % 4 % %
EAX B112RA221 ASCII "bE2822a3917Edf 966cabbe 3287747 cE3a"
ECH 8812EZ29C

EQi 811366083

EE# BEEBSSEC edocpdfp. BEEBSSEC

ESF BE1ZEZ7@

EEF BA12EZFA

ESI B8EBEEEE

EDI 81495CYS ASCII '"33333333333333334444444444444444 ™

BACE19A0 edocpdfp. BECE 19AD

It’s now clear that our last part of the serial has to be the one calculated in what | call the magic table. So lets
sum up what we know:

The last 32 bytes of the serial is being calculated using a first key, name, MD5 hashing and the magic table. This
is being checked. So if the output of these calculations are not equal to last 32 bytes of serial we get a "bad
boy

”

The first key is being calculated from the last 32 bytes of serial using our name and MD5 hashing.

Now... My mind was confused!! How can we calculate any of these since they are both dependent on each
other? It’s not possible.... Or is it? Brute-forcing is out of the question since the key is 128 bit, and creating a
MDS5 collision seems pretty far out... What to do?

After a little thinking it became clear!! The key to this is the magic table and the first key. | will show how it’s
done later.

1.5 FIGURING OUT A VALID KEY

We know the target does a byte-to-byte comparison on the last 32 bytes of the serial. If this is not a success,
the target performs a AND and creates a bad-boy situation:

BACS1PRE]] . ERX, EEX

BACS12A0 CL.BYTE PTR D5:LCEDI] bute-to-bute check
BACS1IAF]] . CL,BYTE PTR _D5:L[ERX]

BACE12EL]] . SHORT BECE13CH

BACE1EZ|] . 46 ESI

BACE13B4]] . CHP _ESI, 28

BACS1IBF|] .~ FC RAE JL SHORT BECE19EF

BACS1IBI] . EC22E8AA | MOU EBX, BBEBZ22EC

BEce13BE|] .~ EB B4 JHMP SHORT BECE19C4

BACE19CE 2865 F2 @A | AMD BYTE PTR 55: [EBP-D1,A Create BAD-EOY

In order to get a valid key we need to look at quite a few checks. | my opion this is easier in IDA using the
graphical view. Therefore the next part will be using part Olly, part IDA.
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BECE19EZ|| . BBC3 MO ER:, EBH

Qace12E4|] > 5B FUSH ERA

BACE19ES|] .« 57 FUSH EDI

BECE12ER|) . ES SCFFFFF | CALL BACE1347

BACE12EE|] . 3945 83 MOU OWORD PTR SS5:[CEBFP+21,ERX
BACE19EE|l . 59 POP ECH

BECEIZ9EF || . &6:C1ES @D SHR B, 60

BECEISFE| ) . &6:30 BleA CHP A, 1

BACG1AFF|] . 59 FPOP ECH

BaCe19FS| | .~ 75 B3 JHE SHORT BBCel3FD
BACEIZFAI] . 8845 F2 MOV BYTE PTR 55:[EBF-EJ1,AL

The above is taking the key[0] (word size) and bit shifting 13 bits right. If the 13th bit is set, then we are
running a test-version, if not set we’re a real application. | don’t want to go too much into detail about this.
Feel free to test it yourself. If 13th bit is set the target goes on to find out how many days are left of trial, using
key [6] (word) to find out.

BECG1ABE(] .  SBC3 MOU ERK, EBX

BECE1AA0(] > 56 FUSH ERX

BECSIABE(] . S B4 PUSH 4

EECE1AlAll . ES 32FIFFFF | CALL BACE1S47

@acelAls() . 8870 F2 88 | CHP EYTE PTR SS:[EBP-EI,8 Are we a test-wversion 7
BACE1ALI2(] . 59 FOF ECH

BECE1ALIA(l . 59 FOF _ECX

HECS1ALE(] .~ 74 11 JE SHORT BECS1AZE
aacsiAlof . 57 FUSH EDI

aacclAlE(l . SO FUSH ERX

BECEIALF|] . ES 23C0OA6EA | CALL BACCEF4C

BECE1A24(] . 59 POP _ECH

BECSIAZE(] . 9408 TEST AL.AL

BECS1AZF(] . 59 FOP ECH

BECG1IAZE(] .~ 74 B4 JE SHORT BECAE1RZE
BACEIAZA(] . 8A6S F3 @A | AND BYTE PTR S55:[EEBP-D1,8

As one might can see, EBP-OE is check if FALSE. If so, we go on, else we test for how many days left of trial. If
none left, create BAD BOY at 0C61A2A.

Next we check key[4](word):

BACE1ASS|] .  8BC3 MO ERK, EBX

BACE1AZF || > 58 PUSH ERX

BACE1AZ2|] . &R 82 PUSH 2

BACEIASA|] . E2 B8FIFFFF | CALL BACA13247

BECE1ASF|l .« 52 FOF ECH

BACE1AR48|] . 52 FOF ECH

BaCe1R41)] . 33C2 HOR ECH,ECK

BACE1A432)] . BACC MO CL, AH

BECEIA45)] . 25 FFEBBEER | AMD ERX, BFF

BACE1A4A|] . 394D 1C CHP DWORD PTR 55:[EBP+1C1,ECH CHP ecw == &
BECe1R40|] .~ 74 80 JE SHORT B8C&1RSC

BACE1R4F |« 3BC? CHMF_ERK,EDI

BACE1ASL|] .~ 74 85 JE SHORT BACS1ASE

BECE1ASS|] . 3945 1C CHF DWORD PTR S5:[EEBF+1C1,ERX CHF ean >= &
BECE1ASE 7E B4 JBE SHORT HECSIASC

AACE1ACE 26865 F2 BB | AMD BYTE PTR SS:[EEBP-D1,68

Assume the key is this: X000(YYZZXXXXXXXXXXXXXXXXXXXXXXXX

From the above we can see the either ZZ has to be 05 or YY has to be above 05.
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Next we encounter this:

BACE1AEE MOL - ERK, EBX

BACG1ALE PUSH ERX

BACS1AGE]] . PUSH acC

BACE1AGE|] «  ES DAFSFFFF | CALL AACG1347

Bace1Ae0]] . 945 12 CHF DWORD FPTR 55: [EEF+121,ERX CHF eax == 5966
BACS1AVA POP ECX

BACC1AT 1 59 POF _ECH

BACG1AT 2 JE SHORT BECAS1ATYE

74 B4
BIECE LAT 4 SAES F3 @@ | GND BYTE FTR S5:[EEBF-D1,8
Key[12] (word) has to be equal to 0x5900. So now we know a key so far could look like this:

XXXX1205XXXXXXXXXXXXXXXX0059XXXX

Last but not least we see this:

Bace1A24)| . 8BC3 MOL ER, EBX

BACSIAZE|] > 58 PUSH ER:

BACE1AS7|| . 6A 8F PUSH &F

BECE1AS9|) . ES2 B9FSFFFF | CALL BACE13247

BACEI1ASE|l .« 59 FOF ECH

BACE1ASF|] . 59 FOF_ECH

HECEIAZE|) . BFEF4D B8 MOUEX ECx,.WORD FTR _S5:[EEF+2] Get kewlB] (wordl &5 Be1FFF
BACE1A4)] . 394D 14 CHP OWORD PTR SS:CEBP+141,ECH

BECE1IAZF(] .~ 74 8BS JE SHORT BACE1AZE

BECE1A3)] . 394D 28 CHMP OWORD PTR SS5:[CEBP+281, ECH

@ace1lA2c)| .~ EB BE JHP SHORT BBCE1ARC

BACEIAZE|] » 8445 24 TEST BYTE PTR 55:[EBF+241,AL Test AL = BxE@

BECE1AAL(] .~ 75 BF JHE SHORT BECE1REZ

EECE1AAZ(] .~ EB_ B9 JHMP SHORT BECE1ARE

BECEIARS || > BFBEF4E B2 MOUEX EHX,.WORD PTR _SS: [EBP+21

BAECSIAAT|] . 3945 14 CHP DWORD PTR SS:[CEEBP+141,ERX

BACSIAAC) | > 74 B4 JE SHORT G@@CelREZ

BACEIARE || » 8865 F3 BAA AHD EBYTE PTR 55: [EEFP-D1,8

BECEIAEZ () »  SRASO F3 MOU BL,BYTE FTR 55:[EEBFP-D1 Mowe GOO0D EOY ~ BAOD BOY to BL

First we get key[15](byte). Then we check if key[0](word) is either equal to 0x1680 or 0x1688. If key[0] not
equal to any of these values, BAD BOY is created. The same goes for key[15], if not the 8th bit is set. Earlier in
the code key[0] is AND’ed with Ox1FFF .

Right now we have a key that could look like this:
88161205xxXXXXXXXXXXXXXXX0059xx80

Unfortunately we are not done yet. We still need to fill in a few gabs. To find the missing pieces a good idea
would be to set a breakpoint on the byte-to-byte comparison. Close the registration window and press the
question mark. You will now be in the byte-to-byte comparison again, now fake your way through the key
validation, and you will end up here:
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UMICODE ""UserID™

Hit shift+F9 and you end here:

. B3C4 28

. B4Ca
BECZZ42E|] o 7S 3E
AEACZ240E |1« SA36 64816806
BACI24AE|] . 58
BECI24A7|] . 3045 CC
BECZZ4AH|] - FFEE &BB1606
BECI24BE|) . FFBE SCA1BEG
BECI24BE|) . FFBE S8R1G0EG
BACS24BC|) . FFBE E481006
BaCa24c2|] . 53
BECE24C2) . 62 1218EeEH
BaCI24C2)] .
AaCczz4C2) . 8045 BC
BACI24CC) ] .
Bacez4co|l . 57
BEC224CE|l . EZ2 DAFFFCFF
BECI2402)] . 83C4 28
BECI2405|1 . B4C8
BAC22405|] .~ BF24 7485806
BACI240E|] > BRA45 F2
HECIZ4ELl . R B8
AEACZ24ES|] . 8040 2C
HEACZZ4EE|] . 8845 9C
HACZ24E9|) . ES GCCIFEFF
HECZZ4EE|l . BF B41BEEHR
BACI24F2|] . 57
BECI24F4)) . EZ B2118DEA
EEE?E4F9 . B9

«  B3C4 24 AOD ESF, 24
BECEI1EED|] . 3AC3 CHF AL, EL
BECSI1EER|] . 22345 F3 Mou BYTE PTR S5: [EBP-DI1,AL
HECSIEESE|] .~ 74 B9 JE SHORT BECLI1ESSD
BAC&IESH|] . 3950 EB CHP DWORD PTR S5: [EBP-121,EBX
BECEIEEZ|] o~ BF3E SAB10001 JHE BECS1FAS
BECGIEER|] » 53 PUSH EEX
BECE1EEH|] . FFFPS 18 FUSH DWORD PTR SS:L[EEF+12]
BECE1EED FFFS 14 PUSH DWORD PTR SS:LEBP+141
BACEIEFA FF7E @C PUSH DWORD PTR SS5:[EEP+C]
BAC&IEFS|] . FFPS @3 PUSH DWORD PTR S5:[EEBFP+21
BECEIEFS|] «  ES ASP4A6AE | CALL BACCISZ28
BECGIEFE|] .  SR45 BF Mou AL,BYTE FPTR 55:[EBF+F1]
BECEIEFE 23C4 14 ADD ESF, 14
BECE1ES] 2040 Ca LERA ECH.OWORD PTR SS5:[EEP-4@]
BACEIES4|] . 23845 Ca HMOU BYTE PTR 55: [EBP-481,AL
BECEIESY|] . 53 PUSH EEX
BECE1ESS|] «  ES COCYFEFF | CALL BBC4EGSA
AECE1ESO) . &8 A41BEcHAA |PUSH GEEC1E&4
BECEIES:Z EZ 15121888 | CALL @8De2eAC
BECEIESY £9 POP ECK
BACEIESS|] . 58 PUSH ERX
BECEIESR|] . 63 PUSH BBES1EG4
BECEIEZE|] « 2040 Ch LER ECH.DWORD PTR S55: [EEBF-481
GECE1EAL || . ES AFCFFEFF | CAHLL BEACAEE4F

AOD ESP, 28

TEST AL,AL

JHE SHORT BaC3z4DE

MOW AL, BYTE PTR DS: [ESI+1641]
FUSH _ERX

LEA ER,OWNORD FTR S5:[EEF-341
FUSH DWORD PTR DS:[ESI+16@]
OWORD PTR DS:[ESI+15C]
OWORD PTR DS:[ESI+158]
OWORD PTR DS:[ESI+154]
EBX

QEESlals

FUSH ERX

LEA ERH,OWORD FTR 55:[CEEF-441
FUSH ERX

FUSH EDI

CHLL BAC&lCAD

AOD ESP, 28

TEST AL,HL

JE BACIZBE:R

Mou AL, BYTE PTR S5: [EBP-EI]
FUSH &

LEA ECH,OWNORD FPTR 55: CEEBF-G41
Mou BYTE PTR_S55:[EBP-641,AL
CHLL 8ac4ELSH

MOU EDI, BEEE1EE4

PUSH EDI

CHLL Ba0&2&Ac

FOP ECH

Scroll down a little and you will see this:

UMICODE ""UserID™

UHICODE "Sof tware~ITERSOFT~eDocPr inter~POF~5. 8

UMICODE "UserID™
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EECSZ51E]] »  BECE HMOW ECH, EBX

EECSZE2A|| . ES D3FA1488 | CALL @B009:&FS

EECIZEZE|] . &H 28 FUSH 28 HrgZ = AREEARZE
EEACSZEZY] .« &R 28 FUSH 28 Argl = AEEEARZE
EEC92529|] . SBCE HMOL ECH, EBX

EEACSZEZE|| . ES 28531486 | CALL 88007958 edocpdfp. BEEL TIER
EACSzEzE || . SBCE MOL ECH, EBX

EEC2ZE32|| . ES 38741480 | CALL @B8009ASTY

BECZE37 |«  SB45 DB Mol ERX, OWORD PTR S55: CEEFP-301]

EECE262H|] . BF ECSSEAAE | MOU EDI, BBERSSEC

EEACSZE2F || . B5CA TEST ERX,ERA

BEC92e41|] o~ 75 B2 JHE SHORT BEAC92E45

EECS2E42| . BBC? HMOL ERX, EOI

EEc9z2e45| > EA FUSH ERX Get wersion from kew
EACIZE4E | .« &BA BE FUSH &

EEC92E48|| .« ES FRECFCFF | CALL @BC&1347

BECTZE40() « 8945 DC MOY OWORD PTR S5S5:[EEP-241,ERX

EECTZEEE|] . SEB45 DB Maw ERX,OWORDO PTR S55:[CEEFP-301]

BECSZEES(] . 53 FOF ECH

Here the target begins the process of testing the key again. The call at 0C92648 get key[6](word) and stores it.
This value is used later for find out what license the target intended for.

A little ways down we stumble upon this case-switch:

BACIZE0E| | > S8B45 DC MOU ERX, DWORD PTR S5:[CEEP-241

BEcszeDE|l . 85 CECFFFFF | BDD ERR, —3832 Switch (cases 2B32..3841)
AECZZEES| | . 83F3 8F CHF_ERX, BF

BECIZEEE || .~ BFEF SEAS6EE JA BEAC92H41

BECIZEEC|| . FF2485 C42BCY JMP ODWORD PTE DS: CEAX#4+C92BCH ]

BECIZEF2| | > SDBE F4@bEbnl LEA EDI,OWORD PTR DS:[ESI+F4] Case 3832 of switch BECSZEDE
BACIZEFS|] . &8 CCABREEE | PUSH B&cc Argl = BEEEEACC

BECIZEFE|l « SBCE MO ECHK, EDI [

AECZZ27EE| . ES 3CCAL1480 | CALL BADDEY41 edocpdfp. BAELEV4 ]
AECZZFES|| . 68 COEEAERR | PUSH B&ch Aral = BEEEEACD

BECI2FEA|) . 2040 EC LEA ECX,OWORD PTR S5:[CEEBP-141 [

BECI2FED| ) . ES ZFCE1480 | CALL BADDET41 edocpdfp. BEELIEFS4L
BAC32712|] . 8045 EC LEA ERX,OWORD PTR SS5:[CEEP-141

aacezvis|l . 58 FUSH _ERX

Aacezvis|l « 8045 OC LEA ERX,DOWORD PTR 55:[EEF-241

AEC3E719() . 68 CFDESEE | PUSH @EESFDIC UMICODE ™ 1 ™

BACIZFIE|l . 58 FUSH ERX

AECI2FIF|) . E2 GEF114A0 | CALL BADD927YA

To make a long story short. There are 9 different cases. Each is a different license type. They are listed as
followed:

= 3032 - Workstation - 1 license

= 3033 - Workstation - xxx licenses

= 3037 - Terminal Server License - xxx licenses

= 3041 - Terminal Server Administrator Mode License - xxx licenses
= 303E - Terminal Server Connection License - xxx licenses

= 303B - Intranet-server License - xxx licenses

= 303C - Internet Report Server License - xxx licenses

= 303D - Internet Application Service Provider License - xxx licenses

= 3039 - Internet Server License - xxx licenses
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As one can see, some of the licences-types takes number of licences. The key also provide that information.
Key[8] is the number of licenses. This number has to be greater than 1 and less than 60001. Just trace into one
of the cases to check this.

So to create a valid key for a Workstation with 3 licenses the key must look like this:
88161205xxxx33300300xxxx0059xx80
x = random numbers.

Notice that the last byte (key[15]) has to be 0xCO for advanced edition. Just debug PDFsealer.exe to see for
yourself.

1.6 REVERSING THE ALGORITM

I have included my keygen for this target, but in order to be fair to the software developers | surgest that you
do not use it. It’s only fair that you, the reverser, yourself create a valid serial. If you follow the next steps its
possible...

As told earlier | could quite understand how | was to reverse this since the key and last part of the serial was
depending on each other.. Well, here is how | did it:

1. Run the magic table trick as described above, using the key (88161205xxxx33300300xxxx0059xx80)
as input instead of calculated key.

2. We now have the last 32 bytes of out serial, append them to the name-string (the modulo’ed name
with appended data). Run the MD5 loop and the creation of the magic table.

3. Instead of using the calculated key use our key (88161205xxxx33300300xxxx0059xx80) and run the
xor cipher. This will reveal the first 32 bytes of the serial.

4. We now have a 64 bytes serial to use for the target.

1.7 FINAL WORDS...

This has been a fun task.. When | first started on reversing this protection | thought nothing of it. But it turned
out to be a really good algorithm and it had me sitting for quite some time... MD5 is at first a scary enemy, but
once you get into it actually not that terrifying!

| would like to thank:

e Nacho DJ / ARTeam for being a good friend, for pushing me over the edge and for technical and moral
support. He is the true king of keygenning!!

e Shub for editing

e All ARTeam members and friends for making the forum my second home.

e My wife and beautiful son for giving me the time to do what | love —reversing !
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2 KEYGENNING MD5, NIEYLANA

2.1 ABSTRACT

This tutorial will cover techniques used to keygen an application that uses MDS5 in it’s serial verification
routine. The goal of this tutorial is to help bridge the gap between the surplus of beginner tutorials and the
many advanced tutorials on keygenning out there on the net. Tools used in this tutorial include:

1. OllyDbg (Latest Version)
2. PEiD (with KryptoANALyzer plugin)

3. VB6 for coding Keygen.

2.2 TARGET

The target we will look at today is Xilisoft DVD Ripper Ultimate 5. Target is available for trial download at
http://www.xilisoft.com

2.3 ANALYZING TARGET

Before we can start reversing anything, we need to first analyze the executable with PEID to see if it
protected with anything. The results are below (Hardcore Scan):

72 PEID v0.94 SIS
File: Ci\Program Files! Xilisof 0D Ripper Ulkimate Shdvdrip.exe III
Entrypoink: 000917F0 EP Section: | text ﬂ
File Qffset: 00091 7F0 Firsk Bytes: | 64,74,68,F8 ﬂ
Linker Infa: 7,10 Subsystem: | win3z GLI = |

Microsoft Visual C++ 6.0

Mulki Scan Task Yiewer ‘ Extra Info | ==

[v Stay ontop Options | About ‘ Exit
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2.4 FINDING THE VERIFICATION ROUTINE

Since the target is not protected, let’s open it up in OllyDbg. After it’s loaded into Olly, do a search for all
intermodule calls. Then type “IsValidRegInfo” you should see this:

We now know the routine is NOT in the executable but rather in the UlLib71U.dIl, so we should do a scan on
this DLL with PEiD to check for protectors, and crypto/hash routines. Here “s the result of that:

%@ KANAL v2.90 [Z]._

File |C:"\F'r-:u;|ran'| File=s\Xilizoft\DWD Ripper Ultimate

= f\"!DS g O003CFE6 3 1003 CFEE
‘. The refarence iz above,

About I | Enport., I

Detected 1 crypto signature (in 0.65)

The DLL is coded in Microsoft Visual C++ 7.1, and is not protected with anything. We can also see that MD5 has
been detected in the DLL at offset 0003CF86. We cannot go by 1003CF86, because when the application loads
the DLL it may load it at a different address, to see where it’s loaded just open up the Memory Map. On my
computer it’s loaded correctly at 1003CF86.
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2.5 FINDING THE BEGINNING OF THE MD5 ROUTINE

The KANAL Plugin for PEiD gives us the location that if found a specific MD5 signature, it does not place us at
the beginning of the routine, so we must step out a few procedures to find where the Registration routine calls
it. So begin by going to the address listed by KANAL (1003CF86), and scroll up to 1003CFQ0, as you can see it’s
called from 2 different places, let’s follow the first, go to 1003D843, scroll up to the beginning of this
procedure. This function is called from 3 different places, again we are going to follow the first reference. Go
to the address 1003CE27.

Scroll again to the top of this procedure, it’s only called from 1 place, follow this one as well, and scroll to the
top of the procedure. This routine is called from quite a few places as seen here:

Known jumps to UILib71U.1003CEAD [X]

CALL from s alidR eginfol@lmB egDlgied@SaHxx:
CALL from 7=V alidR ealnfo@mB egl gE wiEn@5aH
CALL from it serStrategpiedlmB eghigE wiz@s A,
CALL from MenfudndCaollect@ mA egDigE siEE@s s
CaALL from ‘MenfuandCollect{@ mB eghIgE wi=aS s

[ Fiallc ][ Cancel ]

Place breakpoint on both calls from the IsValidRegInfo routine, so we can tell when the key verification
routine calls the MD5 routine, and so we can see what string it’s trying to hash, and lastly what it does with
this hash.
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2.6 FINDING THE STRING BEING HASHED

So to clarify, place BPs on these addresses: 10028504 and 1002BAD3, now make sure these are the only BPs
set, and run the application and try to register with a key. | will use 1111-2222-3333-4444-5555-6666-7777-
8888 After you press on the OK button OllyDbg should break on the 2nd BP that was set (1003BAD2), as we
can figure, the validation routine has taken the key we gave it, and is now performing a hash on something.
Here is a picture of the stack at this point:

Follow this address in the Dump The dump of the argument:

35 B8 AD BA 80 F@ AD EBR

This is what the application is passing to the MD5 routine. Notice anything special about the argument being
passed? This argument can be broken into 3 sections, effectively this is 3 strings that have been concatenated.
The second string (middle one) is the first half of the serial number we entered followed by a hyphen.
Immediately after this string, is the applications internal name , Xilisoftdvdripperultimate”.

As for the data placed before the part of our serial number, it is derived from the applications internal name,
such that it begins with an ASCII ,1 and then proceeds to alternate placing all odd positioned characters of the
internal name and their location in the name. After they do the odd positioned letters, they then do the evens,
followed finally by 2 ASCII Os. Notice this string is also terminated by a NULL (00h) this NULL is NOT included in
the MD5 hash. Let’s step this function call with F8 and see the result of this routine.

2.7 USE OF THE MD5 HASH

Now that we know what the application is hashing, our next goal is to find out how it’s using the hash. After
you have stepped over the call to generate the MD5 hash, step over the next one, it will then have placed the
hash into EAX, note this down. If you wused my example key, your hash will be
“b006c91cad46ed1261ed4e767432d40ab”, ahead there is a loop, you can either trace through it, or set a BP
after the loop (at address 1002BB51), Next you will need to step over the next MFC call, this is going to
capitalize the result of the loop in ECX.
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The result of the loop is “BOC1-A4E1-6EE6-424A” now compare this to the MD5 hash that was generated, it
seems they have only taken 16 of the 32 bytes (every odd positioned byte) and separated them into groups of
4 with hyphens (just like your serial number). Keep stepping to see what it does next.

At address 1002BB7A you can see that both the first half or our serial and this new string, step this MFC call
and then the next one (At address 1002BB9C). You can see that it put both strings together. This right here is
the correct serial number; if you were to place this string in and try to register it would say you registered
successfully, go ahead and try.

2.8 SUMMARY

Here | will briefly summarize everything we have learned thus far.
1. Xilisoft Applications use MD5 in the generation of valid serial numbers.
2. Xilisoft serials are 39d characters in length (8 groups of 4 with 7 hyphens)
3. The first half of the serial number is/can be completely random.
4. Xilisoft uses the last half of the serial as a type of checksum against the first half

5. The first half of the serial number is placed in the middle of 2 predefined strings before hashing, this is
done most likely to minimize the possibility of brute forcing the hash.

6. The resulting hash is then capitalized.

7. They then take every odd positioned character of the hash (16d bytes) and place them together, and
separate them into 4 groups of 4 with hyphens.

8. This is the checksum, or the last half of the serial number.

So with this knowledge it would be very easy to create a keygen for these types of applications, you would
need a routine to generate the first half of the serial, randomly. Then a routine to place the first half of this
into the middle of the 2 predefined strings. Next you'd need an MD5 hash routine, and lastly a short routine
to pull every other character from the hash, and format it like a serial, then place the 16 randomly generated
bytes, with the checksum and you have a serial.
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2.9 GREETINGS

Special thanks goes out to ARTeam Trial Member 2kAD for allowing the pairing of our tutorials together,
thanks mate!

Greetings fly out to my many friends at ARTeam, especially SSIEVIN, Shub-Niggurath, and Nacho_DJ. There are
many others out there that | owe a lot to, not only for helping with ideas on Xilisoft apps, but for helping me
learn RE in general. As far as teams go, ARTeam, SnD, and members of the former TeamICU.

2.10 CONCLUSION

In this tutorial we have learned that applications that use hashing are not necessarily that hard just because
they do. It depends completely on the implementation of it. | have tried to design this paper so that it will help
bridge the gap between Beginner tutorials, and Advanced Tutorials of keygenning. If you have any questions

about my paper, or recommendations, | would ask that you contact me via the ARTeam Forums, either by
posting a topic, or via PM.
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